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Abstract- A case study of security risk analysis of a wireless body
area network for remote health monitoring as a after measure for
deploying security and privacy features is introduced in this paper.
The target system has a scalable platform that requires minimum
human interaction during setup and monitoring. The core
components of the system include: (i) biosensor/transceiver pairs,
(ii) hardware modules to automatically setup the wireless body
area network, (iii) data delivery mechanism to an internet sever,
and (iv) automatic data collection, profiling and reporting. As the
system contains personal health records that require high level of
security when the records are being shared and transferred to
health professionals and service providers. We assess security risk
based on this critical needs of acknowledged risks and threats in
the real time remote health monitoring system.
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l. INTRODUCTION

A. Motivation

According to Department of Health and Human Services, in
2007, about one in every seven, or 14.3% of the population is an
older American [1]. The older population (65+) will continue to
grow significantly in the future. The motivation of an inexpensive
pervasive monitoring of people as they continue their daily
routines was developed by the University of Texas at Dallas
research team. Specifically, utilizing technology in the care of
elderly people has attracted a lot of attention due to its potential in
increasing the quality of life and reducing the cost. While many
research works are reported in the literature and some commercial
products and services are offered, the state of the art is still far
from maturity. Specifically, platforms that are fully-wireless, can
provide high-rate data processing and are scalable to remote
monitoring of large population are highly in demand. In this paper,
authors bring motivation of preliminary assessment of security
risks in wireless body area network for remote health monitoring.
Prior to the real world deployment of the remote healthcare
monitoring system, security and privacy features should be
assessed for privacy and security of client health data.

B. Prior work in body area networks (BAN)

Biosensors and body area networks (BAN) are expected to
be used in many applications including health care, sport and
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require a series of miniature biosensors, a data transmission
media (e.g. wired or wireless) and a collection/processing
node. While one can build an experimental platform easily
using the current technologies, there are many challenges to

make it robust, secure and scalable. These challenges include
the size/power consumption of sensor -transmitter, the data
rate, the scalability in terms of number of biosensors and also
number of patients. Today’s Bluetooth and Zigbee radios have
provided experimental platforms for researchers for their
investigations. However, they cannot be used in low-power
applications in which less than 100p W power consumption is
expected [2]. Another challenge is to provide users with secure
and private features into wireless body area network and,
accordingly, into the remote healthcare monitoring which is
mandatory prior to launching service in real world. In this
paper, authors discuss about risk analysis of security threats,
enabling technology of security and privacy, and its relevant
cryptographic algorithms.

This paper is organized as follow. Section 2 describes the
related work in security of health monitoring. Section 3
describes the main elements, their functionalities and the
system architecture. Section 4 discusses the working scenario
with software modules and the key optimization algorithms. In
Section 5, we present our implementation with non-security
features using the off-the -shelf components for ECG
monitoring and Section 6 discusses the security risk
assessment. Finally, concluding remarks are in Section 6.

I1. RELATED WORK IN SECURTY OF HEALTH MONITORING

Security and privacy issues are raised automatically when
the data is created, transferred, stored and processed in
information systems [23]. Especially, data transfers for the
medical and healthcare purposes should be secure, safe and
reliable [12][13]. Previous work on monitoring human body
signals guides us the place where we should put security and
privacy features [24][28]. With the advance of computer and
networking technology convergence trends, pervasive
computing is regarded as key technology to assist real time
medical and healthcare information service with the help of
deploying different kinds of sensors, communicating with
wireless sensor networks, interpreting sensor data and



rule sets cooperated with medical professionals [26][27].

However, it is difficult to develop relevant level of security
and privacy features in the pervasive computing environment
for healthcare purposes [22][25]. Especially, the computing
power is extremely limited because of embedded properties of
pervasive computing and the requirements of security and
privacy are relatively stronger than any other applications of
pervasive computing [15]. With the contradiction of the
environments and needs, a number of theoretical and technical
approaches showed us feasibility of resolving the restrictions
[17][19][21][33]. Some approaches stressed on privacy
[15][17][18][21][22] and the other approaches focused on
security ~ for  healthcare in  pervasive  computing
[16][19][20][26], respectively. The framework approach also
showed us the directions to the ideal balance of security and
privacy [12][26][32]. Outcomes of mobile and wireless
communication research provide us with the streamlined and
balanced approach to the specific security applications of the
data transfer in monitoring human body signals
[30][31][34][35]1[36]1[371[38]-

For real world experimentation of assessing security risk,
we select the remote heart monitoring system of the University
of Texas at Dallas’s remote healthcare monitoring system.
Coronary heart disease is the single largest cause of death in
US and one in every five deaths are attributed to it alone [3].
An estimated 60 billions dollars are spent each year for the
treatment and prevention of heart attacks. Due to the
advancements in  pathological research and related
technologies; the number of deaths due to heart disease has
decreased in the last decade. Still the fact remains that it is the
world’s number one killer. Most of these deaths are caused by
cardiac arrhythmias resulting in sudden death (deaths
occurring within one hour after the first symptoms were felt by
the patient).

Ventricular Fibrillation, usually caused by Ventricular
Tachycardia, is the most severe and life threatening
arrhythmias which stops the pumping action altogether and if
normal rhythm is not restored within three to five minutes,
causes the patient to suffer brain and heart damage and die.
Implantable Cardioverter-Defibrillator (ICD) devices are put
inside the body to constantly monitor heart rhythm and quickly
detect any abnormality and administer the therapy when
needed. Since this is an invasive technique requiring surgery
with potential complications and associated high cost; it is only
a recommended solution for high risk patients. For most of the
potential heart disease patients, abnormal cardiovascular
symptoms such as chest pain, faints and shortness of breath
can be detected before the occurrence of the fatal cardiac
arrhythmia.

Therefore, it is important to have an effective measurement
and reporting system for providing patients with preventive
measures of deaths caused by heart attacks as one of
emergency and immediate medical aids. Several wireless
Electrocardiograph (ECG) monitoring systems have been
proposed [4][5][8][9]. These systems use 802.15.4 (Zighee)
[4]1[8][9] or Bluetooth [5] as the radio interface for the ECG
sensors to communicate with a hand held device. Neither radio
interface was originally designed for real-time, high-speed,
low-power continuous data transfer applications. To address
some of these limitations, a flexible experimental platform of
wireless biosensor monitoring was designed and developed.

risks in patient’s data privacy, security, and service

reliability.1l.  SYSTEM ARCHITECTURE

The architectural block diagram of the system is described
in Figure 1. Each biosensor will include a short-range
transceiver that transfers data in a secure channel to a small
BAN gateway. The gateway, in turn, would process data and
resends it through a secure channel to a wireless modem/router
for internet delivery. Each main unit is briefly explained as
follows.
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Figure 1. Overall architecture

» Biosensor-Transceiver Pair: Wide range of biosensors
can be found in the market. Examples are sensors for heart
rate, temperature, falling, bending, etc [6][7]. Each sensor
needs to be paired and packaged with a miniature low-
power transceiver. As a matter of practicality, it would be
much easier to use if the sensor-transceiver pair is
packaged as a patch.

+ Gateway: The gateway, would be responsible for data
collection, processing and overall BAN network
management. Having enough memory and processing
power (a mid-size microprocessor) is inevitable. The
gateway also includes two types of wireless
communication: (i) a receiver to get data from biosensors
and (ii) a wireless Ethernet adapter to communicate with
the standard wireless router/switch.

* Monitoring Server: Monitoring server runs powerful
back-end software to collect, analyze profile and make
decisions. It is well understood that bio metrics of each
individual are very much unique. Thus, for effective
processing a personalized profile should be “learned”
automatically by the server. This is a crucial step to
minimize (and even achieves zero-level of) false positive
(i.e. raising alarm for non-critical situations) and false
negative (i.e. missing a critical, perhaps life-threatening
situation). To do so, a combination of innovative learning
and reasoning algorithms are required to interpret data
properly during monitoring.

IV. WORKING SCENARIO

Figure 2 pictures the main modules running on the backend
software. A brief explanation of the main modules follows.
« Setup: Initial signal setup interface checks for the reception
of wireless signals, network setup and resolves various
difficulties that may arise.

This module makes sure that the BAN and wireless networks
are alive and handshake properly.
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* Registration: Patient’s information is fed in this module
and stored in the server. This module includes a graphical
user interface (GUI) that simplifies data entry and
retrieval. Additionally, the module keeps track of patient’s
biosensor data and records all information needed.
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Figure 2. Components of working scenario

If any critical situation occurs, the system behaves
based on the patient’s pre-defined data and requests (e.g.
notifying the relatives) and the severity of the situation
(e.g. notifying a hospital).

*  Monitoring & Reasoning: It keeps track of the patient’s
health status and depending on his health status, a decision
regarding the patient’s treatment is made. This is by far
the most important module of system as making decisions
through logical reasoning using limited number of sensors
(e.g. ECG, blood pressure/Oxygen/Glucose) is quite
challenging. In general, this is done by building a dynamic
model (historical profile) for each individual and use
learning/reasoning algorithms to evaluate and grade the
severity of each and every significant change. More
importantly, this module will be responsible to set off the
alarm while achieving almost-zero false positive and false
negative.

* Value Added Services: This module provides extra
information such as geographical location of patients and
close hospitals, availability of doctors in region, weather,
etc. Such services may be desirable for certain group of
patients with special needs or requests.

* Report: It is responsible for communicating (exchange
messages) with  the outside components, e.g.
producing/sending an alarm or a report to a health-care
provider.

V. IMPLEMENTATION

A. Block Diagram

To prove the concept and understand the challenges we
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acknowledge that various ECG monitoring devices (e.g. belts,
wrist-watches, etc.) are commercially available in the market.
However, our intention was to design a platform as an
experimental vehicle to show the concept, evaluate its
scalability and effectiveness of various hardware and software
components. ECG monitoring requires relatively large volume
of data, synchronization, dealing with noise, various types of
signal conditioning and processing. Our platform not only does
all of these but also hooks the patient to the internet for real
time remote monitoring. In this platform, we use all off-the
shelf products to show the concept. The block diagram of our
system is pictured in Figure 3. Due to lack of space, we will
not explain the technical details. Instead, the main
configuration of the preliminary system and the challenges
ahead will be highlighted.

802.11g

USER WITH
SENSOR NODES

SERVER

GATEWAY

Figure 3. Experimental platforms of working scenario

B. Experimental Results

We have used all off-the -shelf components to implement
this experimental platform for pervasive wireless ECG
monitoring. Our system consists of three main devices:

1) Sensor Nodes: Each sensor node, shown in Figure 4,
consists of a commercial ECG electrode patch, an analog
front-end and a Micaz board [10].

2) Gateway Node: The gateway node, shown in Figure 5,
consists of: (i)Micaz based board, (ii) Altera FPGA [11]
board for various signal processing and (iii) an 802.11
module for wireless connection.

3) Server: The server carries the proper storage, database
and application softwares. It is intended to be highly
available (i.e. 24/7) and be scalable for monitoring a large
number of patients. The server runs real-time analysis of
sensor’s data, provides user access to the database at
various levels (e.g. patients, relatives, physicians, etc.) and
generates alarm in case of emergencies.

Figure 6 show the ECG signal before and after noise
filtering. The top curve is the noisy signal picked up by
sensors. This signal is amplified, converted to digital on the
Micaz board and quantized at a sampling frequency of 200 Hz.
The Micaz board then transmits this data (i.e. 20 samples per
packet and 10 packets per second) to the gateway where the
signal is further processed in the FPGA. The gateway further
conditions the signal by eliminating the hum noise using notch
filter and band -limit it to 0.5 Hz to 100 Hz. The band-pass
filter also provides a gain of 16 in two cascaded stages. The
processed signal is then sent to the server using TCP/IP
connection for analysis and storage. All required signal
processing is accomplished using software running in the
gateway and the server. The final result is shown in the bottom
curve in Figure 6.
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Figure 4. Components of Sensor Node
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Figure 6. ECG signals: read by sensors (top curve) and recovered after
transmission and processing (bottom curve).

C. Challenges Ahead

The preliminary ECG monitoring platform has taught us many

valuable lessons that highlighted our direction toward a full-

fledge system. We hope to address these challenges in near
future.

« Sensor Node: (a) Miniaturization of this node (to reduce
the cost and enhance its wearability), (b) effective noise
removal (to improve bit error rate and indirectly data rate
and reliability); and (c) dynamic/programmable power
management (to fit in various environments/cases) are the
main tasks.

Customizing the two transceivers (to reduce cost and
power), (ii) a customized network protocol for sensor
identification and communication, (iii) an encryption unit
for security of transmitted data; and (iv) memory
management for store-and-forward operation as well as
for backup possibility.

»  Server: The three vital tasks here are: (a) Minimizing the
probabilities of false positive and false negative (e.g.
below 0.01), (b) an intelligent context learning
methodology that automatically profiles and monitors
massive data collected for large number of individuals and
sensors; and (c) a multi-level hierarchical graphical user
interface allowing patient, doctor and selected individuals
(e.g. relatives) see part of the information and exchange
data for comfort, monitoring, diagnosis and urgent/non-
urgent response action.

VI. SECURITY RISK ASSESSMENT

Currently, the following two risks were identified. A few
more risks will be added later as the system is deployed and
services are delivered in a full scale.

A. Qualitative Security Threats Assessment

As the system is in laboratory scale implementation and
testing, we conduct risk assessment with the assumption of
user’s activities of daily living while the user is using the
device for the remote healthcare monitoring service consisting
of data collection, processing, transmission, storing and
sharing. Two of the major security threats are caused by the
user’s daily use and data sharing. Typically, we can find the
most vulnerable points of security threats in the system those
are sensor transmission nodes, wireless body area network
(gateway), remote web portal system, and users who transmit
their health data in the web portal system. The communication
links of IEEE 802.15.4, IEEE 802.11g, and Internet protocol
are also regarded as vulnerable points of security threats.

When the user has a wireless device in his/her Wireless
Body Area Network (WBAN), the vital signals are being
sensed by the sensor transmission node, the vital signals can be
targeted when intruders synchronize the wireless bandwidth
using IEEE 802.15.4 bandwidth as an unauthorized source. It
causes a confidentiality issue and an availability issue. When
the intruders alter the vital signals in the sensor transmission
node, it will cause misinterpretation of the user’s vital signals
by the automated analysis software tool in the remote web
portal system and/or by the health professionals as it causes an
integrity issue. When the health professionals access users’
health monitoring data, the professionals might be one of
target points as the intruders easily acquire unauthorized
access by way of social engineering. At the beginning of
system design and implementation, considerations of security
features and user needs of security and privacy had not been
discussed yet. It might cause severe counter measures on
integrity, confidentiality, and availability issues of patients’
remote healthcare monitoring records. It will also cause more
cost and time in assessing, designing and deploying relevant
security features of the system after system implementation.

B. Proposed Security Features

The features for security and privacy in transferring data
consists of monitoring human body signals needs
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encryption features. For the security features of the system, we
need to adopt the concept of scalability and compatibility by
adopting the Elliptic Curve Cryptographic algorithm, Mutual
Authentication and Group key Agreement protocols. We also
need to consider security features for privacy of accessing and
sharing clinical data stored at the remote web portal system by
updating role-based access control or task-based access
control. It should include the security features integrated into
the cryptographic protocol and the data structure. The
verification of security features in the system will also have to
assess power consumption and computing resources.

C. Enabling Technology Resolving Security Threats

We reviewed security perspectives for the remote health
monitoring system which offers an inexpensive, yet flexible
and scalable, wireless platform to deliver, train and monitor
data provided by biosensors. For the proof of concept, we have
implemented a preliminary ECG monitoring system using off-
the-shelf components. Additional requirements to achieve a
high level of security and privacy of patients’ information
including remote health monitoring data, and to deploy full-
fledge biosensor technology for remote monitoring will have
to be carefully reviewed. A large number of applications,
particularly in health care sector, can benefit from such
platform because it is expected to significantly lower the cost.
For sustaining the high level of security in all the applications
in the system, we consider importing cryptographic functions
with a plug-and-play (PnP) gadget that can be setup quickly by
a non-professional and the pervasive monitoring becomes
possible without interruption in patient’s daily routines. The
security threats while offering a few technical innovations
including efficient signal conditioning, ubiquitous connection
to internet and a powerful back-end software that performs
data acquisition, profiling, reasoning and decision making are
required to verify in the forthcoming research.

To sustain high level of security in the real time remote
health monitoring system, we need to include security and
privacy needs from the starting point of system design and
implementation. This will reduce cost and time of deploying
the security features. For the strong level of security, we need
to implement Advanced Encryption Standards (AES) 128
cryptographic algorithm in the hardware accelerator of the
user’s sensor node module [38]. There is a new block cipher
suitable for low resource device in the research community
and one of them is HIGHT (aka high security and light weight)
block cipher with 64-bit block size and 128 bit key size [39].
For the cryptographic algorithm of TinyOS, elliptic curve
cryptographic algorithm, ECIES, and key distribution protocol,
ECDH, and digital signature algorithm, ECDSA, have been
introduced [40]. With these cryptographic algorithms, we need
to investigate and perform feasibility research on real world
implementation and field testing of security features in the
remote health monitoring system.

VII. CONCLUSION

Non-invasive wireless monitoring of biosensors is highly in
demand for various applications. In particular, such system can
significantly improve the quality of life and reduce the health
care cost especially for elderly and people with various
disabilities. In this paper, we discussed a simple yet flexible
and scalable framework of a scalable wireless biosensor
system tuned for real-time remote monitoring as a case study
of security threats assessment. We will expand the
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communication paths where security and privacy are required.
We also assess security and privacy threats from the patient’s
perspective. With the short term assessment of security and
privacy threats of the target system, we will also pursue further
study with respect to the national and international standards.
In the forthcoming study, we will reference procedural and
functional requirements being proposed as methodology and
criteria to the Health Information Security and Privacy
Collaboration (HISPC) and Health Information Technology
Standards Panel (HITSP) in American Health Information
Society and also to the US Trusted Computer System
Evaluation Criteria (TCSEC) and Common Criteria (CC) for
Information Technology Security Evaluation.
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