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Abstract-Digital Watermarking describes techniques
that hide information, for example a number or text in
digital media, such as images, video or audio. Software
piracy is one such risk, which proves unsafe in
protecting the intellectual property rights. There have
been a variety of techniques developed to address the
issue like software watermarking and code protection.
This paper presents a new watermarking technique that
create a string using personal information from
software and merged it with hardware parameters of
the client machine then combine with dealer's license
key. Our proposed algorithm embed a watermark based
on this string contents and send to the server for
registration. The proposed technique will be beneficial
in combating software piracy and securing the software
code from redeployment.

Index Terms-Digital watermarking; copyright
protection; authentication; software piracy;
redeployment
INTRODUCTION
Digital watermarking is the means for providing
authentication and copyright protection for digital
contents. Currently, software piracy is a major
problem for software developers. Techniques are
being developed and employed to control software
piracy [2], [3], [7], [8], [9], [10], [11], [12]. Various
schemes have been proposed and put in operation to
minimize the impact of software piracy by limiting
unauthorized modification.
Also, the problem of protecting software from illegal
copying and redeployment has been the focus of
considerable
research.Sometime
unfortunately
software is illegally redistributed or an important
algorithmic secret is stolen, an owner would like to
be able to take action against the theft. This requires
demonstration of ownership and/or identification of
the source of the illegal redeployment. A technique
which enables such action is software watermarking
which has been the core aspect of this paper.
In this paper, we proposed a new technique for
securing the software from being pirated. It has been
divided in three phases. First phase involves the
extraction of personal information from software,
hardware parameters of the client machine and
dealer's license key.And Second phase encrypt
extracted contents and third phase includes
embedding a watermark in the software using
extracted and encrypted contents from first and
second phase.
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What is Digital Watermarking?
A digital watermark is a signal permanently
embedded into digital data (audio, images, video, and
text) that can be detected or extracted later by means
of computing operations in order to make assertions
about the data [13] [14]. The watermark is hidden in
the host data in such a way that it is inseparable from
the data and so that it is resistant to many operations
not degrading the host document. Thus by means of
watermarking, the work is still accessible but
permanently
marked.
Digital
watermarking
techniques derive from steganography, which means
covered writing (from the Greek words stegano or
"covered" and graphos or "to write"). Steganography
is the science of communicating information while
hiding the existence of the communication.
Why Digital Watermarking?
Digital watermarking is an enabling technology for e
commerce strategies: conditional and user
specific access toservices and resources. Digital
watermarking offers several advantages. The details
of a good digital watermarking algorithm can be
made public knowledge. Digital watermarking
provides the owner of a piece of digital data the
means to mark the data invisibly. The mark could be
used to serialize a piece of data as it is sold or used as
a method to mark a valuable image. For example, this
marking allows an owner to safely post an image for
viewing but legally provides an embedded copyright
to prohibit others from posting the same image.
Types of Digital Watermark:Watermarks and
watermarking techniques can be divided into various
categories in various ways. Watermarking techniques
can be divided into four categories according to the
type of document to be watermarked as follows:
i. Text Watermarking ii. Image Watermarking
iii.
Audio
Watermarking
iv.
Video
Watermarking
In other way, the digital watermarks can be divided
into three different types as follows:
i. Visible watermark
ii. Invisible-Robust watermark
iii. Invisible-Fragile watermark
previous work
Many approaches are proposed and implemented to
prevent software piracy. Some people gave the
concept of robust watermarking technique to prevent
software piracy [2]. The SMS based gateway
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