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Abstract

Mobile Adhoc Networks (MANET) are vulnerable to
both active and passive attacks at all the layers of
network reference model. Wormhole attack is a
routing attack, targeting the network layer resulting in
complete disruption of the communication path in
MANET. In this paper, a novel approach WAD-
HLA:Wormhole Attack Detection using Hop latency
and Adjoining node analysis in MANET, is proposed
to detect wormhole attack launched in Adhoc On
Demand Distance Vector (AODV) routing protocol
based MANET. The proposed approach is based on
per hop latency determination and adjoining node
(intermediate  node) detection techniques. ~ The
effectiveness of the proposed mechanism is evaluated
using ns2 network simulator.

Index Terms— MANET, AODV, Tunnel, Round Trip
Time, detection rate, adjoining node.

1. Introduction

A Mobile adhoc network (MANET) [1] is a
dynamic collection of mobile hosts with a
decentralized, ad-hoc topology without any fixed
infrastructure. Due to the open nature of the wireless
medium, MANET is subjected to both active and
passive attacks [2]. Among the security attacks in
MANET, routing attacks launched at network layer is
critical. Wormhole attack [3] is one such routing attack
where the replay attack is launched at network layer.

In wormhole attack the malicious nodes or
wormhole peers establish a wormhole link or tunnel
through which the packets are replayed to another
region in the network disrupting the communication
channel, corrupting the routing protocol and adversely
affecting the localization based systems. These
wormhole tunnels cause the routing protocols to
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include them in the discovered route. After successful
establishment of wormhole tunnel, wormhole peers can
sniff, modify, drop or selective-forward/drop the data
packets passing through them.

A wormhole tunnel is normally established by any
two malicious nodes (generally at distant location)
which collude together to create an illusion of one hop
neighbors (adjoining nodes), causing the routing of
packets to happen through them. Wormhole tunnels are
established using several mechanisms like packet
encapsulation, high quality/out-of-band communication
channel, and high power transmission capability. Since
the malicious nodes are replaying the packets, it is not a
trivial job to detect the wormhole attack in routing
protocols in MANET.

Adhoc On Demand Distance Vector [4] (AODV),
an on demand routing protocol used in MANET is
subjected to wormhole attack during the route
discovery phase. Wormhole attack is launched by the
colluding nodes by creating a tunnel, emulating as one
hop neighbor, hence causing the Route Request
(RREQ) during route discovery phase to reach the
destination at a faster rate(or low hop count) compared
to normal path. Destination node discards all the later
RREQ packets received, even though they are from
authenticated node. Destination node chooses the
wormhole tunnel infected path to send the Route Reply
(RREP) leading to the inclusion of wormhole tunnel in
the data route. Once the data route is established
through the wormhole tunnel, wormhole peers can
drop, modify or selectively forward the data packets.

Evaluation of impact of wormhole attack on AODV
[5] depicts that the various network parameters like
network throughput, average end to end delay, packet
drop ratio and drop rate are adversely affected by the
presence of wormhole tunnels in the network. Hence it
is particularly important to detect wormhole attack in
MANET.
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This paper aims at proposing an efficient approach to
detect wormhole attack launched in AODV based
MANET. Rest of the paper is organized as follows:
Section 2 reviews the related work done; Section 3
explains the proposed approach, WAD-HLA to detect
the wormhole attack in AODV, Section 4 describes the
implementation details, followed by result analysis and
Section 5 is conclusion and future work.

2. Related Work

Various wormhole attack detection mechanisms
have been proposed. In wormhole attack detection
mechanism [6], the fact that the transmission time
between two wormhole nodes is much longer than that
between two legitimate neighbours which are close
together is considered. Round trip time (RTT) is used
as a metric to compute transmission time. But
detection based solely on transmission time, can lead
to high false positive rate since the link latency may go
exceptionally high due to congestion in certain cases.

In Delphi (Delay Per Hop Indicator) [7] every
possible disjoint path between sender and receiver is
computed. Delay per Hop value is used to detect
wormhole attack. WORMEROS [8] technique
considers round trip time between source node and
destination node for detecting wormhole link based on
high latency.

In MOBIWORP [9] neighbour discovery
process confirms the presence of wormhole attack. In
statistical approach SAM [10] (Statistical Analysis of
Multi-path) relative frequency of each link appearance
in a set in multi-path routing is considered for
detection of wormhole attack.

3. Proposed Wormhole Attack Detection
Scheme: WAD-HLA

3.1 Threat Model

This section describes the system model, scope of
threat, and the assumptions considered in WAD-HLA.
In our simulation model, wormhole attack is launched
or simulated by using the approach of encapsulating the
packets in AODV routing protocol. All the packets are
encapsulated/decapsulated by the wormhole peers W1
and W2 respectively as shown in Figure.1l creating a
wormhole tunnel or link. Through this approach, the
wormhole peers create an illusion of low hop count
route, however the latency of the wormhole link would
be higher than the link latency between any two
legitimate nodes in the network. Wormhole peers
exhibit the behavior of tunneling the packets which is
studied in WAD-HLA. Once wormhole tunnel is
created, wormhole peer nodes drop the data packets.
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Figurel. Wormhole tunnel creation through
encapsulation

3.2 WAD-HLA

Wormhole detection in WAD-HLA is two step based:
Observation phase and followed by Confirmation
phase.

1. Observation phase - The main luring
characteristic of wormhole attack is that the
wormhole peers create the impression of one hop
neighbors but in reality they are distant apart.
Hence the transmission time taken (per hop
latency) for a wormhole link is much higher than
between any two legitimate neighbor nodes. Per
Hop latency computation based on round trip time
(RTT) is carried out for all the links between
source and destination nodes during the AODV
route discovery phase. The link with maximum
RTT (per hop latency) (exceeding threshold value)
would be marked as candidate wormhole link and
the corresponding nodes as suspicious wormhole
peers. RTT is defined as the time difference
between AODV RREQ and AODV RREP packet
propagation at a node.

Notations used in per hop latency estimator:

RREQTs x: Timestamp when the RREQ packet is
broadcasted by the current node X.

RREPTs X: Timestamp when the RREP packet is
received by the current node X.

RTTprevious: RTT value of the previous hop.
RREQ{RREQTsx}: Modified RREQ request
including RREQTsx.

RREP{RREQTsx, RTTeD}: Modified RREP
packet including RREQTsx , RTTBD previous hop
RTT

AODV RREQ packet format as per the RFC3561
is modified to include a RREQTS as shown in
Figure 2. AODV RREP packet format as per
RFC3561 is modified to include two new fields:
RREQTS, RTT previous (previous hop RTT value)
as shown in Figure 3. Each node stores two
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values: RREQTs of its route request sending
neighbour nodes, RTT value calculated in its
routing table. Destination or intermediate nodes
(storing route to destination) create the RREP
packet, appending stored RREQTS and RTT value
computed.

Dastination Sequence Number

QOriginator IP Address

Figure3. Modified AODV RREP packet forma

Each node receiving the RREP, computes the per
hop link latency (RTT) as the difference between
the RREPTS, RREPTs (stored in RREP packet),
RTT previous (for all intermediate and source
nodes) as shown in Figure 4.

RTT = RREPTS - RREQTS- RTT previous

Source node will receive the round trip time
(RTT) values of all the per hop links on the path
from source to destination, in the AODV RREP
packet. It is the responsibility of the source node
to find the suspicious wormhole links out of all the
network links. Source node would compute the
RTTthreshold based on the previous simulation
runs. RTTthreshold value for WAD-HLA is
computed which is furnished in result analysis
section.

Link latency greater than RT Tthreshold value is
marked as suspicious link by the source node and
the corresponding peer nodes are marked as
suspicious wormhole peers.
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Figure 4. Per hop latency calculation

Efficiency of per hop latency calculator is

discussed below:

1. RTT calculation during node mobility: The
RTT calculation performed in the related
work [6], [8] suggests the storing of RREQTS
and RREPTS values in the current node itself.
But during node mobility, when the node
finds a better route to source as against during
previous route request path, this approach
becomes inadequate as the node stores the
RREQTS and the new node in the path will
not have the RREQTs. However, in case of
WAD-HLA, the AODV RREQ contains the
time stamp which would be available for any
discovered path.

2. Adequate RTT calculation for intermediate
nodes: In AODV routing, if an intermediate
node has a route to the destination, then it
creates a RREP packet and sends it back. So,
if the node is storing the RREQTS as
suggested in [6], [8] then RTT can’t be
calculated for the link to destination. Again
WAD-HLA is efficient in this scenario as the
RREQ packet carries the RREQTS.

3. Per hop link latency calculation is time
optimized: For multiple routes using the
same link, RTT value need not be computed
every time by the node. RTT value for links
can be reused as the nodes store the RTT
value in routing table which gets refreshed
every 10sec according to AODV route update.

4. Strict clock synchronization not required:
Each node is using its own local clock to
capture the values of RREQTS and RREPTS.
Hence strict clock synchronization is not
required in WAD-HLA.
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2. Confirmation Phase — In this phase of WAD-
HLA, the suspicious wormhole peers identified in
the previous stage of WAD-HLA are confirmed by
verifying if any adjoining node (intermediate node)
exists between the candidate wormhole peers. In
the related work [8], the wormhole link is
confirmed using frequency hopping challenge
which is different from WAD-HLA confirmation
phase. The source node which has the information
about the suspicious wormhole peers transmits a
new AODV  control packet namely;

4. Implementation

4.1 Simulation Model

The proposed wormhole detection approach is
simulated using network simulator ns2 [11].A network
topology of 50 nodes with CBR traffic pattern is
adopted, with random way point mobility model [12]
[13]. Five wormhole tunnels (10 wormhole peers) are
considered. Simulation parameters are shown in Tablel.

‘wormhole dt pkt’ destined to one of the Table 1 Simulation Parameters
wormhole peers. PARAMETER VALUE

‘wormhole_dt pkt" packet contains the Area 1000 m * 1000m
following five fields: packet type, wormhole peer Simulation Time 200 seconds
id, next-hop id, Source IP address, Destination IP Number of nodes 50
address. Traffic Model CBR

Figure 5 depicts the flowchart for the Mobility model Random Way Point
confirmation phase of WAD-HLA. As shown in Number of wormhole | 1/2/3/4/5 (upto 10
Fig 5, reception of ‘wormhole dt pkt’ triggers the tunnels wormhole peers
wormhole peer to reply back with the next-hop maximum)
node id of the other wormhole peer from its routing Number of network | 1/2/3/4/5
table. If the node id returned matches the node id of connections
other wormhole peer node, then it means they are Mac protocol 802.11
one hop neighbors and are not wormhole links. If Data rate 2 Mbps
the node id match fails, then the presence of Data Packets 512 bytes/packet

wormhole link is confirmed resulting in successful
detection of wormhole attack in AODV based
MANET.

Source node transmits
wormhole_dt_pkt
to suspected wormhole peerl
node

|

Suspected wormhole peerl
receives the wormhole dt pkt

J

Suspected wormhole peerl
replies with next-hop node_id
of wormhole peer2

J

Returned
node_id =
wormhole peer2
node_id

Wormbhole link
confirmed

No wormhole link

Figure5. Flowchart of intermediate node detection
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4.2 Result Analysis

RTTthreshold value is decided by running the simulation
several times (50) times and is chosen as 1 sec.

result (~/ns2/ns-allinone-2.35/vandanaeg/manyworm/deliverables) - VIM

peer node = 26
SORTING LISTS ...DONE!

SOURCE NODE ID 9 DESTINATION NODE ID 14 hop-cnt 5

RTT of link between node 6 node 14 is 0.016154

RTT of link between node 8 node 6 is ©.039454

RTT of link between node 7 node 8

RTT of Llink between node 36 node 7 is

RTT of link between node 9 node 30 is

Suspected wormhole link in path from source node 9 is 7 8 and rtt is 1.267848
send_worm_dt_pkt: index 9 wsrc 7 wdst 8

SOURCE NODE ID 22 DESTINATION NODE ID 29 hop-cnt 7

RTT of link between node 28 node 29 is 0.013393

RTT of link between node 21 node 28 is 0.613190

RTT of link between node 8 node 21 is 0.010891

RTT of link between node 7 node 8 is 1.091991

RTT of link between node 15 node 7 is 0.059016

RTT of link between node 49 node 15 is 0.122917

RTT of link between node 22 node 49 is 0.059074

Suspected wormhole link in path from source node 22 is 7 -- 8 and rtt is 1.091991
send_worn_dt_pkt: index 22 wsrc 7 wdst 8

recv_worm_dt_pkt: Got worm detect Reply, index 22 src 7 dst 8 nexthop 32
recv_worm_dt_pkt: Got worm detect Reply, index 9 src 7 dst 8 nexthop 32

SOURCE NODE ID 47 DESTINATION NODE ID 48 hop-cnt 4

RTT of link between node 43 node 48 is 0.033461

RTT of Llink between node 41 node 43 is 0.036253

RTT of link between node 39 node 41 is 2.408035

RTT of link between node 47 node 39 is 0.122917

Suspected wormhole 1ink in path from source node 47 is 39 41 and rtt is 2.408035
send_worm_dt_pkt: index 47 wsrc 39 wdst 41

recv_worm_dt_pkt: Got worm detect Reply, index 47 src 39 dst 41 nexthop 46

SOURCE NODE ID 47 DESTINATION NODE ID 48 hop-cnt 4
RTT of link between node 43 node 48 is 0.083950
RTT of link between node 41 node 43 is 0.00296

uspected wormhole link in path from source node 47 is 39 -- 41 and rtt is 7.905052

Figure6. WAD-HLA traces.




Figure 6 shows the traces for observation and
confirmation phases of WAD-HLA. It depicts the RTT
values for various per hops between source and
destination. Also the routing of ‘wormhole dt pkt’ is
depicted in Figure 6. The AODV trace file for WAD-
HLA shows the packet type for ‘wormhole dt pkt’ as
WDT.

Control Packet Overhead: It is evaluated by
comparing the number of bytes transmitted in the
network in each route request during the normal AODV
routing (no wormhole detection mechanism) and after
WAD-HLA deployment. The size of AODV RREQ is
32 byte and AODV RREP size is 20 bytes. The size of
modified RREQ size is 36bytes and RREP size 28
bytes. Also each ‘wormhole_dt pkt’ packet size is 20
bytes. Figure 7, shows the control packet overhead
comparison with normal AODV depicting a bandwidth
overhead of 40%.However, this overhead is observed
only when a new route request is initiated. This
overhead is acceptable in exchange for an efficient
mechanism computing the per hop latency even during
high mobility scenario, 100% detection rate and a
minimum false positive rate.

700

AODV control packet overhead ——

0 Control packet overhead with proposed detection mechanism

500 e
400 - - . s . - . 3 .

00 A i

00 e ]

Control packet overhead (kbps)

100 - - s - —

e — L
0 1 2 3 4 5

number of sources
Figure7. Control packet overhead

Detection rate: A network may have many
wormholes, but not all may be active (traffic flow)
during the simulation period. In [6], the detection
rate is discussed as proportional to the wormhole
length and is solely based on RTT calculation. As
observed in Figure 8, when total 8 wormhole nodes
are present, during that time period the traffic is not
flowing through one of the wormhole tunnels, hence
detection rate reduced by 20% for the two
undetected wormhole nodes. However, when all the
five wormhole links (ten wormhole nodes) are
active, WAD-HLA is successful in detecting all the
ten wormhole nodes leading to 100% detection rate.
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Figure8. Detection rate of WAD-HLA

False positive rate: It is calculated as the ratio of
number of non-wormhole peers detected as wormholes
to that of the total number of participating nodes in the
network connection. As shown in Figure 9, when the
number of connections is increased to 4, traffic is
flowing through more links and some links are
identified as candidate suspicious wormhole link due to
RTT value greater than threshold value. During the
confirmation phase, due to mobility, such candidate
suspicious nodes may no longer be one hop neighbours
and are confirmed as wormhole nodes. So, it is
observed that when 4 connections are present; false
positive rate is 0.034, since one of the links is falsely
detected as wormhole peers. Due to the 2 step detection
mechanism in WAD-HLA, false detection rate is better
compared to [6].

0.1 T T T
False positive rate for wormhole attack detection mmmm
0.06 -

0.04 - —

0.02 -
0 1 1 1 I

0 1 2 3 4 5

Number of Sources

Figure 9. False positive rate of WAD-HLA

False positive rate

Memory Overhead: Each node stores the RREQTS
from its immediate forwarding node. Value of RREQTS
is 4bytes.Size of RTT value is 4 bytes. If there are N
neighbourhood nodes to a node, so a maximum of
N*8bytes is required to store the values. In our
simulation of 50 nodes, in worst case a node is
surrounded by all 49 neighbours, so maximum the
memory occupied in each node is 49*8 = 392bytes.
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5. Conclusion and Future Work

In this paper, a novel approach, WAD-HLA to detect
wormhole attack in MANET is proposed. The main
advantage of WAD-HLA includes the early detection of
wormhole attack during AODV route discovery phase,
no requirement of specialized hardware or strict clock
synchronization, effective mechanism with good
performance is achieved. As a part of the future work,
we would propose prevention mechanisms for
wormhole attack in MANET.
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