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Abstract — Cryptography secures the data during the 

interaction between different systems. “Biometric”, is used for 

authentication. The attackers may use the opportunities to 

attack the data within the database.  Therefore, the security of 

biometrics is of high importance. In this idea, a private image is 

bifurcated into two shares of images and these images to be 

displayed when the two share images are available together; 

photos of the sole share cannot reveal the identity of the actual 

image. To achieve this, Visual Cryptography is used. There are 

various dimensions on which VCS performance relay, i.e., 

accuracy, brightness, pixel widening, security, computer 

complexity, productive sharing is logical or pointless, a kind of 

private image. This process encrypts a private image into stocks 

so that it can collect a sufficient number of shares to produce a 

private image. This project uses VC of colored images in a 

biometric application.  

 

Keywords — Biometrics; Visual Cryptography; VCS; Private 

Face Image.  

I. INTRODUCTION 

In today's fast-moving world, security plays a vital 

role in everyday life. Today, many digital documents 

(images) are distributed and traded online. It has created an 

atmosphere where information is easy to share, clone and 

modify. Security has become an important factor while 

communicating, this is due to the presence of hackers waiting 

for an opportunity to gain access to private data. The 

computer performs cryptographic functions and from this 

point, the process becomes fast and secure. 

Biometrics is the measurement of characteristics that 

can be used to identify an individual. There are a variety of 

applications that need to be identified such as computerized 

control login, secured electronic banking, border crossing, 

airport, mobile phones etc. The biometric system works on 

retrieving raw biometric data from the user, extracting the set 

of features from the data and comparing it with the templates 

stored on the database to verify the desired identity. There are 

many techniques in biometric that are available such as 

fingerprints, retina, face, iris, palmprint, hand vein, voice, 

signature, keystroke, hand geometry and facial thermogram 

etc. The template data is created during enrolment and is 

mostly stored along with the original data. This increased the 

need for confidentiality in the article by adequately protecting 

the content of the website. Hence, "Visual Cryptography" is 

used. In Extended VC, shared images are designed to contain 

sensible cover images, thus integrating VC and biometric 

security techniques. At first, this method was used for white 

and black images but later stated for colored images as well.  

II. LITERATURE REVIEW 

According to Ref. [1], an image is bifurcated into two 

shares to be displayed only when these two shares are 

available together; photos of individual hosts won’t reflect the 

identity of the original image. 

According to Ref. [2], the foundation for VC was laid. It 

assumes that the message is a combination of two elements i.e., 

white and black pixels. It has a problem of pixel-expansion, i.e., 

the size of the original message is not the same as the received 

message. 

According to Ref. [3], the paper contains the proposed 

encryption techniques without the expansion of the pixel and 

the concept of shared key. The secret share is divided into 2-3 

shares and encrypted. Using a key, shares are generated. The 

results in this paper highlight the fact that system security is 

highly dependent on the shared key and the total number of 

shares needed to update the confidential image. 

According to Ref. [4], in the RGB image method, the 

encrypted shares are removed from the stack image and 

matched with the original image. Decryption and encryption are 

done with the Blowfish Algorithm. 

According to Ref. [5], a method is used to create a visual 

sharing of Visual cryptography, original color rendering (RGB) 

and 2 shares are created and those are encrypted and then 

decrypted. Used with MATLAB code and RSA algorithm. This 

results in good quality RGB color images. 

According to Ref.  [6], various aspects of VC are discussed. 

Criteria used to evaluate the efficiency of visual coding systems 

are explained. Significant use of VC has also been summarized 

in the study. In this case it suggests that during the encryption 

phase, the user can see the secret obtained through their 

detection system, without the intervention of equipment. 

According to Ref. [7], the paper suggests an algorithm i.e., 

the Floyd Steinberg dithering algorithm which is used to 

manipulate the code of 256-bit image to low code image and for 

information sharing RGB image is used. In place of the 

dithering algorithm, we use a half toning process. 

According to Ref. [8], the paper suggests an algorithm i.e., 

a blowfish algorithm for encrypting a data file. This algorithm 

requires less memory. Each cycle contains XOR functionality 

and function. Each cycle contains important extensions and data 

encryption. Blowfish can access active data encryption. Ideal 

for applications where the key does not change constantly, such 

as a link. 

According to Ref. [9], during the encryption phase the real 

image collapses into three shares this can be done with a large 

amount of future production sharing for security enhancement. 

This paper uses a VC for color images in a biometric 

application.  

According to Ref. [10], the paper suggests how the 

biometric data is protected from various attacks by splitting the 

enclosed secret image into 2 separate sheet images so that the 

image can be reconstructed only if two shares are available 

together. Enhancing the expansion pixel feature will increase 

share storage requirements. 
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III. PROPOSED METHOD 

 Biometrics can be used to authenticate a person's identity. 

The two stages of biometric systems are registration and 

recognition. The first step involves extracting the feature and 

pre-processing. The features are stored as templates on the 

database. Therefore, Visual Cryptography is used. It is a 

private sharing system where we can recover the privacy of 

any k-share image which is piled together. The entire image 

contains Red, Blue and Green of 8-bit colours each. 

A. Working 

This proposed method is divided into 3 parts, namely Image 

Encryption, Image Decryption and Face Matching. There are 

many ways we can continue this process. VC can be 

categorized on the basis of embedded images and logical 

performance during resharing. Based on the included images 

can be categorized as binary images and Grayscale / colour  

 
Fig. 1:  Data Flow diagram for the Proposed System 

 

scales and based on logical operation OR based and XOR 

based. Here Halftoning “Floyd Steinberg Dithering 

Algorithm” for image capture and Blowfish Algorithm is 

used to protect against illegal attacks and work faster than 

printed algorithms and keep the algorithm strong. The 

dithering algorithm is used instead of image stabilization. The 

potency of the actual image is maintained by this method. 

B. Encryption 
Every image consists of 3 shares, RGB, hence each image 

is divided into 3 shares. This is known as Sieving. XOR- 

based VC method is used to generate shares. These RGB 

shares are divided into 2 more shares each i.e., R1, G1, B1, 

R2, G2, B2 a total of 6 small shares. This is called Division. 

Further these 6 shares are shuffled. This is called Shuffling. 

Then a random share is generated to form 2 different shares 

and saved, these are then shared to different users or database. 

This is called Combining. 

 
Fig. 2: Encryption method 

C. Floyd- Steinberg Dithering Algorithm 

The Floyd-Steinberg algorithm is basically an image 

classification algorithm, which is used to manipulate image 

tools. It uses image separation using the error distribution 

process, which means it adds the remaining pixel quantization 

error to nearby pixels. Dither is commonly used to process both 

audio and video data. The pixels of the distribution coefficient 

have a feature i.e., if the actual pixel value is exactly the same 

as that of the closest colors, the combined result is a test board 

pattern. The structure is used in the VC sharing process. 

D. Decryption 
The 2 randomly generated images are chosen to obtain the     

 

 
Fig. 3: Decryption method 

 

decrypted image i.e., the original image. Next process is face 

recognition/matching, where it matches the original image with 

the decrypted image and checks for the similarity. 

E. Face Matching 

After the encryption and decryption process, verification of 

the image is necessary. This is done through RANSAC method. 

It is used to detect the face edges which is helpful for the 

detection and face verification process.  

II. RESULTS AND DISCUSSION 

1. A. Encryption Process 

Source Image: image.png 

Source image used: 

 
Number of shares generated: 6 

Image Division: 
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Encryption Process: 

 

2. B. Decryption Process 

Number of shares used: 6 

Reconstructed (Decrypted) Image: 

 

 
 

3. C. Face Matching 

 

III. CONCLUSION 

VC is basically an encryption method which has a 

merit of decrypting encrypted images rather than 

cryptographic computations. The significance of VCS in 

enhancing the security and integrity of secret information has 

also been considered. The proposed system is done with Floyd 

Steinberg and the blowfish algorithm. 
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