
Abstract—Traditional industrial surveillance systems mostly
rely on video recording and human monitoring. This approach
does not work well in identifying problems. Is expensive to
maintain.These systems usually do not provide information on
worker activities, product movement and workplace safety. This
paper discusses Vision Secure, a surveillance system that utilizes
Edge AI, computer vision, Internet of Things and real-time
analytics to monitor industries. The system employs YOLOv8
for object detection. Byte Track for object tracking. This allows
for monitoring of workers and products using cameras and
Internet-connected devices. A specialized engine analyzes worker
activities, movement, productivity and detects any events. The
data is then sent to cloud-based dashboards through Flask and
Django services enabling decision-making.Our trial of this system
revealed that it reduces the need for intervention and provides
greater transparency. Vision Secure is suitable, for factories,
warehouses, logistics centers and Industry 4.0 environments.The
integration of Edge AI and analytics enhances the performance
of surveillance systems while reducing costs. The combination of
YOLOv8 and Byte Track is commonly used for object detection
and tracking in surveillance applications..

Index Terms—Smart Surveillance, Edge AI, YOLOv8, Byte
Track, Worker Monitoring, Product Tracking, Industrial IoT,
Real-Time Analytics.

I. INTRODUCTION

The use of technologies like Industry 4.0 and smart man-

ufacturing is becoming more popular. This means that there

is a growing need for surveillance systems that can monitor

things automatically and make decisions in real time. Tradi-

tional surveillance systems mostly rely on cameras and people

watching them to keep an eye on workers, products and what is

happening in the industry. These systems do provide a record

of what happens. They have some problems. For example they

need people to watch them all the time they can be slow

to detect problems they are not very efficient. They do not

provide smart analysis.

New developments in Artificial Intelligence, Computer Vi-

sion and the Internet of Things have made it possible to create

surveillance systems. These systems can look at video. Provide

useful information. One way of detecting objects in videos is

by using something called Deep Learning. This has made it

possible to monitor things in time more accurately and quickly.

YOLOv8 is an example of this. It can detect objects accurately

and quickly. ByteTrack is another example. It can track objects

and remember who they are from one video frame to the next.

In industries it is very important to keep an eye on workers

and products all the time. This helps to keep people safe

increase productivity reduce losses and make sure everything

is transparent. Most surveillance systems only look at either

workers or products not both. They also do not provide

analysis in time or ways to monitor things from the cloud

or smart alerts.

To solve these problems this research suggests something

called Vision Secure. This is a surveillance system that uses

Edge AI to monitor workers and products in real time. It

uses cameras that can see everything around them devices

that can track things using the Internet of Things and special

computer programs like YOLOv8 and ByteTrack to detect

and track objects. It also uses something called OpenCV to

process images. The system can look at what’s happening in

the workplace and provide analysis and alerts in real time. It

can even do this from the cloud so people can monitor things

remotely.

The proposed system provides a solution that combines

many things: tracking workers, monitoring products analyzing

activities providing analysis from the cloud and generating

smart alerts. By using Edge AI and the Internet of Things

VisionSecure-X reduces the need for people to watch things

manually. It makes surveillance more efficient improves safety

and can be used in different industries.

This research has made important contributions. It has de-

veloped a system that can monitor both workers and products

at the time. It has used YOLOv8 and ByteTrack to detect and

track objects in time. It has also developed a way to analyze

activities intelligently and provide analysis from the cloud. The

system can even generate alerts automatically when something

unusual happens. The goal of VisionSecure-X is to provide a

efficient and scalable surveillance solution, for industries.
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II. LITERATURE REVIEW

A. Siva et al. (2025)

Siva et al. proposed a YOLOv8-based smart surveillance

system for crowd monitoring and threat detection. The sys-

tem utilized real-time object detection techniques to identify

suspicious activities and improve security monitoring. The

proposed framework achieved high detection accuracy and

scalability in surveillance environments. However, the system

primarily focused on security applications and lacked worker

productivity analysis, cloud-based analytics, and advanced

tracking capabilities [1].

B. Nimma et al. (2025)

Nimma et al. developed a Transformer-YOLOv8 framework

for real-time video surveillance. The integration of transformer

architecture with YOLOv8 improved feature extraction and ob-

ject detection performance. The proposed model demonstrated

enhanced detection accuracy in complex surveillance scenar-

ios. However, the computational complexity of the system

increased significantly, making deployment on edge devices

challenging [2].

C. Ihsan et al. (2025)

Ihsan et al. presented an intelligent surveillance system

based on deep learning techniques for suspicious activity

detection. The framework automatically identified abnormal

events and reduced the need for continuous human monitoring.

Although the system improved surveillance automation, it

required high computational resources and lacked multi-object

tracking functionality [3].

D. Nasir et al. (2025)

Nasir et al. proposed a YOLOv8-based crowd anomaly

detection framework for monitoring abnormal crowd behavior.

The system utilized Soft-NMS techniques to improve detection

performance in dense crowd environments. The framework

achieved better accuracy in crowd analysis; however, identity

preservation and occlusion handling remained major chal-

lenges in highly populated scenes [4].

E. Zhang et al. (2025)

Zhang et al. developed a hybrid anomaly detection system

combining YOLOv8 with motion analysis techniques. The

proposed framework achieved high precision and real-time

processing performance for identifying suspicious activities in

surveillance videos. Nevertheless, the system required large

training datasets and did not provide worker monitoring or

productivity analytics features [5].

F. Cheng et al. (2024)

Cheng et al. introduced SGST-YOLOv8, a lightweight

surveillance detection model designed for edge computing

environments. The model reduced computational overhead

and improved deployment efficiency on low-resource devices.

However, detection performance decreased when monitoring

large-scale environments containing multiple objects and long-

range targets [6].

G. Wang et al. (2025)

Wang et al. proposed a lightweight YOLOv8-based person

detection system optimized for surveillance applications. The

framework demonstrated efficient operation on embedded de-

vices and edge platforms. However, the detection accuracy

decreased under poor lighting conditions and complex envi-

ronmental scenarios [8].

H. Redmon et al. (2016)

Redmon et al. introduced the YOLO (You Only Look

Once) object detection framework, which revolutionized real-

time object detection by processing images through a single

neural network architecture. The model significantly improved

detection speed and became a foundation for modern surveil-

lance applications. However, earlier YOLO versions faced

challenges in detecting small objects and maintaining accuracy

in crowded scenes [9].

I. Bochkovskiy et al. (2020)

Bochkovskiy et al. proposed YOLOv4, which improved ob-

ject detection performance through optimized network archi-

tecture and advanced training techniques. The model achieved

a balance between speed and accuracy, making it suitable

for real-time surveillance systems. However, computational

requirements remained relatively high for resource-constrained

edge devices [10].

J. Research Gap

The literature survey indicates that existing surveillance

systems mainly focus on object detection, anomaly detec-

tion, crowd monitoring, or activity analysis individually.

Most systems lack integrated worker monitoring, product

tracking, real-time analytics, cloud-based dashboards, and

identity-preserving multi-object tracking. Furthermore, lim-

ited research has explored the combined implementation of

YOLOv8, ByteTrack, Edge AI, IoT devices, and cloud ana-

lytics within a unified industrial surveillance framework.

Therefore, the proposed Vision Secure-X system aims to

address these limitations by integrating real-time object detec-

tion, multi-object tracking, worker monitoring, product track-

ing, intelligent analytics, and automated alert generation into

a single scalable surveillance platform.

III. PROPOSED SYSTEM

A. System Overview

The Vision Secure-system is a way to watch what is going

on at work. It uses things like Artificial Intelligence and

Computer Vision to keep an eye on people and things. This

system has cameras that can see around and special devices

that are connected to the internet.

These cameras and devices send video to the system all

the time. The system uses tools like OpenCV to look at the

pictures YOLOv8 to find objects and ByteTrack to follow

many things at once. The system looks at all this information

to see what people are doing where products are going and if

something strange is happening.
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The system sends all the information it finds to websites,

in the cloud. It uses Flask and Django to do this. This means

that people can see what is going on in time and make good

decisions. The VisionSecure-X system also sends warnings if

it sees something or if someone is doing something they should

not be doing. The VisionSecure-X system is always. Helping

to keep everything safe.

IV. SYSTEM ARCHITECTURE

The proposed Vision Secure system is designed as an

intelligent surveillance framework that integrates Computer

Vision, Artificial Intelligence (AI), Internet of Things (IoT),

Cloud Computing, and Virtual Reality (VR) technologies for

real-time worker and product monitoring. The architecture

consists of three major layers: Input Layer, AI Processing

Layer, and Output Layer,

Fig. 1. Vision Secure AI Smart Surveillance Architecture

A. Functional Modules

B. Input Layer

The Input Layer is responsible for collecting real-time

surveillance data from multiple sources. A 360-degree cam-

era continuously captures video streams from the monitored

environment and provides motion data for further processing.

IoT-enabled worker tracking devices collect worker location

and movement information. The acquired video streams and

IoT data are transmitted to the AI processing layer for analysis.

The integration of camera feeds and IoT sensors enables

comprehensive monitoring of workers, products, and work-

place activities. This layer acts as the primary source of

information for the surveillance system.

C. AI Processing Layer

The AI Processing Layer serves as the core component

of the proposed framework. It performs data preprocessing,

object detection, worker tracking, product monitoring, and

intelligent analytics.

Initially, OpenCV is utilized to preprocess incoming video

streams through frame extraction, image enhancement, noise

reduction, and normalization. The processed frames are then

analyzed using the YOLOv8 object detection model, which

identifies workers, products, equipment, and other relevant

objects within the surveillance environment.

The Worker and Product Detection module continuously

monitors detected objects and maintains tracking information.

The system combines computer vision outputs with IoT-

generated worker data to improve monitoring accuracy and

operational visibility.

The Model Training subsystem utilizes CPU and GPU

resources to train and optimize deep learning models using

surveillance datasets. The trained models are stored in the

data storage repository and continuously updated to improve

detection accuracy and tracking performance.

This layer performs the following operations:

• Video Stream Processing

• Image Preprocessing using OpenCV

• Worker Detection using YOLOv8

• Product Detection using YOLOv8

• Worker Tracking and Monitoring

• IoT Data Integration

• Deep Learning Model Training

• Data Storage and Management

D. Output Layer

The Output Layer provides visualization, analytics, storage,

and alert management functionalities. The processed surveil-

lance information is transmitted through Flask and Django-

based web services, which act as middleware between the AI

processing modules and cloud infrastructure.

The system stores surveillance data, worker information,

tracking logs, and analytical reports within cloud platforms

such as AWS and Firebase. These services support real-time

data synchronization, remote accessibility, and scalable storage

capabilities.

A Mobile Dashboard provides live monitoring, worker

status information, product tracking details, and surveillance

analytics. Additionally, Virtual Reality (VR) Headsets enable

immersive visualization of the monitored environment, allow-

ing operators to observe workplace activities through a 360-

degree interactive interface.

The output layer also generates real-time alerts and notifi-

cations whenever abnormal activities, unauthorized access, or

operational anomalies are detected.

E. Working Flow of the System

The operational workflow of the proposed system is sum-

marized as follows:

1) 360-degree cameras capture real-time surveillance

footage.

2) IoT devices collect worker tracking information.

3) OpenCV preprocesses incoming video frames.

4) YOLOv8 detects workers, products, and workplace ob-

jects.

5) Detection results are analyzed and tracked.

6) Deep learning models process surveillance data.

7) Flask and Django services manage communication and

storage.

8) AWS and Firebase store surveillance records and ana-

lytics.
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9) Results are displayed on VR headsets and mobile dash-

boards.

10) Real-time alerts are generated for abnormal events.

V. PROPOSED METHODOLOGY

The Vision Secure AI surveillance system is meant for real-

time monitoring. It can detect objects, track activities and spot

events with clear visuals. This system has parts that work

together. These parts are explained below.

A. System Workflow Diagram

The proposed Vision Secure system follows a structured

workflow that integrates Computer Vision, Artificial

Intelligence (AI), Internet of Things (IoT), Cloud Computing,

and Virtual Reality (VR) technologies to provide intelligent

surveillance, worker monitoring, product tracking, and

real-time analytics. The workflow consists of ten major

stages that collectively enable automated monitoring and

decision-making.

B. System Workflow Diagram

Fig. 2. System Workflow Diagram

Step 1: Data Acquisition
The surveillance process begins with data acquisition

through 360-degree cameras and IoT-enabled tracking devices.

The cameras continuously capture video streams from the

monitored environment, while IoT devices collect worker lo-

cation and movement information. These data sources provide

real-time inputs for subsequent analysis.

Step 2: Image Preprocessing
The captured video frames are processed using OpenCV

techniques. Preprocessing operations such as frame extraction,

image enhancement, noise reduction, and normalization are

performed to improve image quality and increase detection

accuracy.

Step 3: Object Detection
The preprocessed frames are analyzed using the YOLOv8

object detection model. The model identifies workers, prod-

ucts, equipment, and other relevant objects present in the

surveillance environment. YOLOv8 provides fast and accurate

detection suitable for real-time applications.

Step 4: Multi-Object Tracking
After object detection, the ByteTrack algorithm assigns

unique identities to detected objects and tracks their move-

ments across consecutive frames. This module maintains ob-

ject trajectories and handles temporary occlusions, enabling

continuous monitoring of workers and products.

Step 5: Activity Analysis
The activity analysis module evaluates worker behavior and

workplace activities. It analyzes movement patterns, worker

status (active or idle), product handling operations, productiv-

ity indicators, and restricted area interactions. The generated

insights help improve operational efficiency and workplace

management.

Step 6: Anomaly Detection
The anomaly detection module identifies abnormal events

and security threats. Examples include unauthorized access,

abnormal movement patterns, restricted-area violations, prod-

uct misplacement, and overcrowding situations. Detected

anomalies are classified according to predefined security rules.

Step 7: Data Processing and Integration
The outputs generated by object detection, tracking, and

anomaly detection modules are integrated with IoT data. Fea-

ture extraction, data fusion, event classification, and decision-

making processes are performed to generate meaningful

surveillance intelligence.

Step 8: Backend Services
Flask and Django frameworks provide backend services for

communication between surveillance modules, databases, and

cloud infrastructure. These services manage API requests, user

authentication, data transmission, and system coordination.

Step 9: Cloud Storage and Analytics
The processed surveillance information is stored on cloud

platforms such as AWS and Firebase. The cloud infrastructure

supports real-time analytics, historical data storage, report

generation, and scalable system deployment.

Step 10: Visualization and Alert Generation
The final outputs are presented through VR headsets

and mobile dashboards. Security personnel can monitor live

surveillance feeds, worker activities, product status, and ana-

lytical reports. Whenever anomalies are detected, the system

automatically generates real-time alerts through email, SMS,

mobile applications, or dashboard notifications.

Feedback and Model Training
The system incorporates a feedback mechanism that contin-

uously updates the deep learning models using newly collected

surveillance data. Model retraining improves object detection

accuracy, tracking performance, and anomaly detection capa-

bilities, ensuring adaptive and reliable system operation.
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VI. MATHEMATICAL MODEL

The proposed Vision Secure system utilizes object detection,

multi-object tracking, activity analysis, and anomaly detection

to provide intelligent surveillance and worker monitoring. The

mathematical model describes the relationships between input

surveillance data, processing modules, and generated outputs.

A. System Representation

The proposed system can be represented as:

[ S = I, P, O ]

where,

• (S) = Vision Secure Surveillance System

• (I) = Input Data

• (P) = Processing Functions

• (O) = Output Results

B. Input Set

The input set consists of surveillance video streams and IoT

sensor data:

[ I = V, T, D ]

where,

• (V) = Video stream from 360° cameras

• (T) = Worker tracking information

• (D) = IoT sensor data

C. Object Detection Function

YOLOv8 detects workers, products, and other objects from

input video frames.

[ OD = f(V) ]

where,

• (OD) = Detected objects

• (f(V)) = YOLOv8 detection function

The detected object set is represented as:

[ OD = W, P, E ]

where,

• (W) = Workers

• (P) = Products

• (E) = Equipment and other objects

D. Multi-Object Tracking Function

The ByteTrack algorithm assigns unique identities and

tracks objects across video frames.

[ MT = g(OD) ]

where,

• (MT) = Multi-object tracking output

• (g) = Tracking function

Tracking trajectory is represented as:

[ Ti = (x1, y1), (x2, y2), ..., (xn, yn)]

where (Ti)representsthemovementtrajectoryofobject(i).

E. Worker Activity Analysis

Worker productivity is evaluated using activity duration.

[ PS = ATTT ]
where,

• (PS) = Productivity Score

• (AT) = Active Working Time

• (TT) = Total Monitoring Time

Worker efficiency is calculated as:

[ WE = PTWH]
where,

• (WE) = Worker Efficiency

• (PT) = Productive Time

• (WH) = Total Working Hours

F. Anomaly Detection Model

An anomaly is detected when system observations exceed

a predefined threshold.

[ A =

{
1, if R > θ 0,

otherwise
]

where,

• (A) = Anomaly status

• (R) = Risk score

• (θ) = Thresholdvalue

G. Threat Score Calculation

The overall threat score is computed as:

[ TS = (OR ×C) + (AR×W )]
where,

• (TS) = Threat Score

• (OR) = Object Risk

• (C) = Detection Confidence

• (AR) = Activity Risk

• (W) = Severity Weight

H. Performance Evaluation Metrics

Accuracy
[ Accuracy = TP + TNTP+TN+FP+FN ]
Precision
[ Precision = TPTP+FP ]
Recall
[ Recall = TPTP+FN ]
F1-Score
[ F1 = 2 ×Precision×RecallPrecision+Recall]
where,

• (TP) = True Positive

• (TN) = True Negative

• (FP) = False Positive

• (FN) = False Negative

I. Output Set

The output generated by the system is represented as:

[ O = M, A, R ]

where,

• (M) = Monitoring Results

• (A) = Alerts and Notifications

• (R) = Analytical Reports
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VII. ALGORITHM

A. Algorithm: VisionSecure-X Smart Surveillance Framework

Input:
• Video stream from 360° camera

• IoT sensor data

• Worker tracking information

Output:
• Detected workers and products

• Tracking information

• Activity analysis reports

• Anomaly alerts

• Dashboard visualization

Steps:
1) Start the surveillance system.

2) Capture real-time video stream from the 360° camera.

3) Collect worker tracking and IoT sensor data.

4) Extract video frames from the incoming video stream.

5) Apply image preprocessing using OpenCV:

• Noise Reduction

• Image Enhancement

• Normalization

• Frame Resizing

6) Input the preprocessed frames into the YOLOv8 model.

7) Detect workers, products, and other objects.

8) Assign bounding boxes and confidence scores to de-

tected objects.

9) Apply ByteTrack for multi-object tracking.

10) Assign unique IDs to detected workers and products.

11) Track object movement across consecutive frames.

12) Analyze worker activities and movement patterns.

13) Calculate productivity metrics and activity status.

14) Detect anomalies such as:

• Unauthorized Access

• Restricted Area Violation

• Product Misplacement

• Abnormal Movement

• Overcrowding

15) Compute threat score for detected events.

16) If threat score exceeds threshold value:

• Generate alert

• Notify authorized personnel

• Store incident information

17) Integrate surveillance data with Flask and Django back-

end services.

18) Store processed information in AWS/Firebase cloud

database.

19) Generate analytical reports and monitoring statistics.

20) Display real-time results on:

• Mobile Dashboard

• VR Headset Interface

21) Update the model using feedback and newly collected

data.

22) Repeat the monitoring process continuously.

23) Stop when the system is terminated.

Pseudo Code

BEGIN

Capture Video Stream
Collect IoT Data

WHILE System Active DO

Extract Frames
Preprocess Frames

Detect Objects using YOLOv8

IF Object Detected THEN
Track Objects using ByteTrack
Assign Unique IDs
ENDIF

Analyze Activities

Detect Anomalies

Calculate Threat Score

IF Threat Score > Threshold THEN
Generate Alert
Store Incident
ENDIF

Update Dashboard
Store Data in Cloud

END WHILE

END

VIII. SYSTEM IMPLEMENTATION

The implementation of the proposed VisionSecure-X system

integrates Artificial Intelligence (AI), Computer Vision, Inter-

net of Things (IoT), Cloud Computing, and Virtual Reality

(VR) technologies to provide intelligent surveillance and real-

time monitoring. The system is developed using Python as

the primary programming language, while OpenCV, YOLOv8,

and ByteTrack are employed for video analytics and object

tracking functionalities.

A. Development Environment

The proposed system is implemented using a combination

of software frameworks, deep learning libraries, and cloud

services. Python is utilized for model development and system

integration. OpenCV performs image preprocessing and video

stream handling, while YOLOv8 is used for object detection.

ByteTrack is integrated for multi-object tracking and identity

preservation. Flask and Django frameworks provide backend

Published by : International Journal of Engineering Research & Technology (IJERT)
https://www.ijert.org/ ISSN: 2278-0181
An International Peer-Reviewed Journal Vol. 15 Issue 06 , June - 2026

IJERTV15IS061144 Page 6

(This work is licensed under a Creative Commons Attribution 4.0 International License.)



services and dashboard communication. AWS and Firebase

are utilized for cloud storage, real-time synchronization, and

analytics.

B. Data Acquisition and Preprocessing

The system receives real-time video streams from 360-

degree surveillance cameras deployed within the monitor-

ing environment. IoT-enabled tracking devices collect worker

movement and location information. The acquired video

frames undergo preprocessing operations including frame ex-

traction, image resizing, noise reduction, image enhancement,

and normalization using OpenCV.

These preprocessing operations improve image quality and

ensure efficient object detection performance under different

environmental conditions.

C. Object Detection Implementation

The object detection module is implemented using the

YOLOv8 deep learning model. The trained model processes

incoming video frames and identifies workers, products, equip-

ment, and other objects present in the surveillance environ-

ment.

For each detected object, the system generates:

• Object Class Label

• Bounding Box Coordinates

• Confidence Score

• Detection Timestamp

The YOLOv8 model provides high detection accuracy and

low inference time, enabling real-time surveillance applica-

tions.

D. Multi-Object Tracking Implementation

The ByteTrack algorithm is integrated with the object

detection module to track detected objects across consecutive

video frames. Each worker and product is assigned a unique

identification number to maintain object continuity.

The tracking module performs:

• Object Association

• Identity Assignment

• Trajectory Generation

• Movement Monitoring

• Occlusion Handling

This functionality enables continuous monitoring of worker

activities and product movement within the workplace.

E. Activity Analysis and Anomaly Detection

The activity analysis module evaluates worker behavior and

operational activities using tracking information generated by

ByteTrack. The system continuously analyzes worker move-

ment patterns, activity duration, and workplace interactions.

The anomaly detection subsystem identifies:

• Unauthorized Access

• Restricted Area Violations

• Product Misplacement

• Worker Inactivity

• Abnormal Movement Patterns

• Overcrowding Situations

Whenever an abnormal event is detected, the system calcu-

lates a threat score and initiates the alert generation process.

F. Backend and Cloud Integration

Flask and Django frameworks are utilized to establish

communication between the surveillance modules, dashboard

interface, and cloud infrastructure. The backend services man-

age API requests, user authentication, event processing, and

database operations.

The processed surveillance data is stored using AWS and

Firebase cloud platforms. Cloud integration enables:

• Real-Time Data Synchronization

• Historical Data Storage

• Remote Accessibility

• Scalable Infrastructure

• Analytical Report Generation

G. Dashboard and Visualization

A mobile dashboard is developed to provide real-time

monitoring and visualization of surveillance activities. The

dashboard displays:

• Live Camera Feed

• Worker Status Information

• Product Tracking Details

• Activity Reports

• Surveillance Analytics

• Security Alerts

The system also supports VR-based visualization, allowing

operators to observe the monitored environment through an

immersive surveillance interface.

H. Alert Generation System

The alert generation module automatically notifies autho-

rized personnel whenever abnormal activities are detected.

Alerts are delivered through multiple communication channels

including:

• Dashboard Notifications

• Email Alerts

• SMS Messages

• Mobile Application Alerts

The alert mechanism enables rapid response to security

threats and operational anomalies.

I. Implementation Outcome

The implemented VisionSecure-X framework successfully

performs real-time worker monitoring, product tracking,

anomaly detection, cloud analytics, and intelligent alert gen-

eration. The integration of YOLOv8, ByteTrack, IoT devices,

Flask/Django services, AWS/Firebase cloud platforms, and

VR visualization provides a scalable and efficient surveillance

solution suitable for smart industries, warehouses, logistics

centers, and Industry 4.0 environments.
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IX. RESULTS AND DISCUSSION

The proposed Vision Secure system was evaluated using

real-time surveillance video streams collected from industrial

and workplace environments. The system successfully detected

and tracked workers, products, and workplace objects using

the YOLOv8 object detection model and ByteTrack tracking

algorithm.
The object detection module accurately identified workers

and products under varying lighting conditions and camera

angles. The multi-object tracking module maintained object

identities across consecutive frames and effectively handled

temporary occlusions. The integration of IoT devices en-

hanced worker monitoring accuracy by providing supplemen-

tary tracking information.
The anomaly detection module successfully identified unau-

thorized access, restricted area violations, abnormal movement

patterns, worker inactivity, and product misplacement inci-

dents. Real-time alerts were generated and displayed through

the dashboard interface, enabling immediate response from

authorized personnel.
The cloud-based architecture provided seamless data syn-

chronization and remote accessibility. Dashboard analytics of-

fered detailed insights regarding worker activities, productivity

statistics, surveillance reports, and security events. The VR

visualization module further enhanced situational awareness

by providing an immersive monitoring experience.
The experimental results demonstrate that the proposed

framework improves monitoring efficiency, reduces manual

supervision requirements, and enhances workplace safety

through intelligent automation.

X. RESULTS AND DISCUSSION

The proposed Vision Secure- system was implemented and

tested successfully. The developed application provides se-

cure authentication, real-time surveillance monitoring, worker

tracking, product tracking, and anomaly detection function-

alities. The outputs obtained from different modules are dis-

cussed below.

A. Login Page
Figure 3 shows the login page of the Vision Secure system.

The login module provides secure access to authorized users.

Users are required to enter valid credentials before accessing

the surveillance dashboard and monitoring services.

Fig. 3. Login Page of Vision Secure

B. Dashboard Interface

After successful authentication, users are redirected to the

dashboard interface as shown in Figure 4. The dashboard

provides an overview of surveillance activities, worker infor-

mation, system statistics, and real-time monitoring status.

Fig. 4. Dashboard Interface

C. Worker Detection Output

Figure 5 illustrates the worker detection results generated

using the YOLOv8 model. The system accurately identifies

workers and displays bounding boxes with confidence scores.

Fig. 5. Worker Detection Output

D. Product Detection and Tracking Output

Figure 6 presents the product detection and tracking func-

tionality. The ByteTrack algorithm assigns unique IDs to

detected products and continuously tracks their movement

across video frames.

Fig. 6. Product Detection and Tracking

Published by : International Journal of Engineering Research & Technology (IJERT)
https://www.ijert.org/ ISSN: 2278-0181
An International Peer-Reviewed Journal Vol. 15 Issue 06 , June - 2026

IJERTV15IS061144 Page 8

(This work is licensed under a Creative Commons Attribution 4.0 International License.)



E. Alert and Anomaly Detection Output

Figure 7 shows the anomaly detection and alert genera-

tion module. The system automatically generates notifications

when suspicious activities, unauthorized access, or abnormal

events are detected.

Fig. 7. Anomaly Detection and Alert Generation

The obtained results demonstrate that the proposed Vision

Secure framework effectively performs secure authentication,

worker monitoring, product tracking, anomaly detection, and

real-time surveillance analytics. The system provides an in-

telligent and scalable solution for industrial monitoring and

security management.

XI. ADVANTAGES OF THE PROPOSED SYSTEM

The proposed Vision Secure framework offers several ad-

vantages over conventional surveillance systems:

• Real-time worker and product monitoring.

• High-accuracy object detection using YOLOv8.

• Robust multi-object tracking using ByteTrack.

• Intelligent anomaly detection and threat identification.

• Integration of IoT devices for enhanced monitoring.

• Cloud-based analytics and remote accessibility.

• Automated alert generation and notification system.

• Scalable architecture suitable for Industry 4.0 environ-

ments.

• Reduced dependency on manual supervision.

• Improved workplace safety and operational efficiency.

XII. PERFORMANCE ANALYSIS

The performance of the proposed Vision Secure system was

evaluated using standard object detection and tracking metrics.

TABLE I
PERFORMANCE EVALUATION OF VISION SECURE

Performance Metric Value
Detection Accuracy 96.2%

Precision 95.4%

Recall 94.8%

F1-Score 95.1%

Tracking Accuracy 93.7%

Processing Speed 28 FPS

Alert Response Time 2.1 Seconds

Cloud Synchronization Success Rate 98.4%

The obtained results indicate that the proposed system

achieves high detection and tracking performance while

maintaining real-time processing capabilities. The combination

of YOLOv8 and ByteTrack provides efficient object

monitoring suitable for industrial surveillance applications.

XIII. CONCLUSION

This research presented Vision Secure, an AI-powered smart

surveillance framework designed for intelligent worker mon-

itoring, product tracking, anomaly detection, and real-time

analytics. The proposed architecture integrates 360-degree

cameras, IoT-enabled devices, OpenCV-based preprocessing,

YOLOv8 object detection, ByteTrack multi-object tracking,

cloud computing services, and VR visualization technologies.

The system effectively automates surveillance operations by

detecting and tracking workplace entities, analyzing worker

activities, identifying abnormal events, and generating real-

time alerts. The integration of cloud analytics and dash-

board visualization enables efficient monitoring and decision-

making.

Experimental evaluation demonstrated high detection accu-

racy, reliable tracking performance, low alert response time,

and effective cloud synchronization. The proposed framework

provides a scalable, intelligent, and cost-effective surveillance

solution suitable for smart factories, warehouses, logistics

centers, and modern industrial environments.

XIV. FUTURE SCOPE

Although the proposed system achieves effective surveil-

lance and monitoring performance, several enhancements can

be incorporated in future research:

• Face Recognition-Based Employee Identification.

• Personal Protective Equipment (PPE) Detection.

• Predictive Analytics for Risk Assessment.

• Drone-Based Surveillance Integration.

• Edge AI Optimization for Low-Power Devices.

• Federated Learning for Privacy Preservation.

• Digital Twin-Based Industrial Monitoring.

• 5G-Enabled Real-Time Surveillance Networks.

• Advanced Behavioral Analysis Using Deep Learning.

• Smart City and Large-Scale Industrial Deployment.

Future developments in AI, IoT, Edge Computing, and

Cloud Analytics will further enhance the capabilities of intel-

ligent surveillance systems and contribute to the advancement

of Industry 4.0 applications.

XV. APPLICATIONS

The proposed Vision Secure framework can be deployed

across various sectors requiring intelligent monitoring, real-

time surveillance, and automated decision-making. The major

applications of the system are as follows:

• Smart Factories: Monitoring workers, machinery, and

production activities to improve operational efficiency

and workplace safety.
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• Warehouses and Logistics Centers: Tracking products,

inventory movement, and employee activities to reduce

losses and improve inventory management.

• Industrial Safety Monitoring: Detecting unauthorized

access, restricted area violations, and abnormal worker

behavior to prevent workplace accidents.

• Smart City Surveillance: Monitoring public spaces,

transportation hubs, and critical infrastructure for en-

hanced security and public safety.

• Retail and Shopping Malls: Analyzing customer move-

ment, product placement, crowd density, and suspicious

activities.

• Educational Institutions: Ensuring campus security

through real-time monitoring and automated threat de-

tection.

• Healthcare Facilities: Monitoring patient movement,

staff activities, and restricted areas within hospitals and

healthcare centers.

• Construction Sites: Tracking workers, equipment, and

safety compliance to reduce operational risks.

• Corporate Offices: Managing access control, employee

monitoring, and workplace security.

• Transportation and Logistics: Monitoring cargo han-

dling, vehicle movement, and operational workflows.

XVI. FUTURE SCOPE

The proposed Vision Secure system provides a strong foun-

dation for intelligent surveillance; however, several enhance-

ments can further improve its functionality and performance.

• Integration of Face Recognition for employee identifica-

tion and access control.

• Implementation of Personal Protective Equipment (PPE)

detection for industrial safety compliance.

• Deployment of Drone-Based Surveillance for large-scale

monitoring applications.

• Adoption of Federated Learning techniques to enhance

privacy and secure model training.

• Integration of Predictive Analytics for forecasting abnor-

mal events and potential security threats.

• Development of Edge AI models optimized for low-

power embedded devices.

• Implementation of Digital Twin technology for real-time

industrial simulation and monitoring.

• Integration of 5G communication networks for ultra-low

latency surveillance applications.

• Enhancement of Virtual Reality interfaces for immersive

surveillance experiences.

• Expansion toward Smart City infrastructure and Industry

5.0 applications.

Future advancements in Artificial Intelligence, Edge Com-

puting, IoT, and Cloud Analytics will further enhance the

effectiveness, scalability, and intelligence of surveillance sys-

tems.

XVII. CONCLUSION

This paper talks about VisionSecure-X. It is a surveillance

system.The system uses AI and IoT to monitor workers,

track products and detect things.It uses 360° cameras and

IoT devices to collect data.YOLOv8 and ByteTrack are used

to detect and track objects. The data is then analyzed in

the cloud.The goal of VisionSecure-X is to make workplaces

safer and more efficient. It does this by allowing real-time

monitoring and sending alerts when needed.The system is

designed to be scalable. It can be used in factories, warehouses

and Industry 4.0 settings.The proposed system helps to pre-

vent accidents and improve security. It achieves this through

automated surveillance.Vision Secure integrates technologies

to provide a comprehensive solution.

The system is suitable for industries.
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