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Abstract: Wireless sensor networks (WSN) are typically
deployed in an unattended environment, where the legitimate
users can login to the network and access data as and when
required . Consequently, user authentication is a primary
concern in this resource-constrained environment before
accessing data from the sensor/gateway nodes. User
authentication is essential for customized services and
privileged access control in wireless sensor network.
Designing a user authentication protocol for wireless sensor
networks is a difficult task because wireless networks are
susceptible to attacks and sensor nodes have limited energy,
processing and storage resources. In this letter, we present a
two-factor user authentication protocol for WSN, which
provides strong authentication and achieves efficiency.

1. INTRODUCTION

Advance in wireless communication technology are
enabling the deployment of networks of small sensors.
A wireless sensor network is a collection of sensor nodes
organized into a cooperative network. wireless sensor
network  (WSN) of spatially distributed automated
sensors to monitor physical or environmental conditions,
such  as temperature, sound, pressure  etc. and to
cooperatively pass their data through the network to a main
location. Generally Wireless sensor networks (WSNs) are
large scale, usually slow moving or static. A Wireless
Sensor Network typically consists of a large number of
tiny, low- power and multifunctional sensor nodes that are
deployed in a region of interest The sensor nodes (motes)
in such networks are designed to sense the environment
and collect data. A sensor node, also known as a mote that
is capable of performing some processing, gathering
sensory information and communicating with other
connected nodes in the network. A mote is a node but a
node is not always a mote. In a WSN, each sensor node is
able to independently perform some processing and sensing
tasks. Furthermore, sensor nodes communicate with each
other in order to forward their sensed information to a
central processing unit or conduct some local coordination
such as data fusion. The sensor nodes are equipped with
sensors, embedded micro-processors and radio transceivers
for sensing ,data processing and communicating
capabilities. They communicate over short distance via a
wireless medium and collaborate to accomplish a common
task.
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Fig 1. Sensor Node

Over the years, Wireless Sensor Networks (WSN) have
attracted in increasing interest from researchers due to its
ubiquitous nature, easy deployment, and the range of
applications they enable. Networks of thousands tiny
sensor devices, which have low processing power, limited
memory and energy play important roles for an economical
solution to some of the challenging problems. Wireless
Sensor Networks (WSNs) have many promising
applications including environmental monitoring, traffic
monitoring, fire alarming, logistics, military sensing and
tracking, Health monitoring and so on. In general, most of
the queries in WSN applications are issued at the points of
base stations or Gateway (GW) nodes of the network.
Gateway is a router or a proxy server that routes between
networks. That is, gateway is a network point that acts as
an entrance to another

Gateway
Sensor Nod

Fig 2.Wireless Sensor Network

network. However, one can foresee that there should have
great needs to access the real-time data inside WSN, where
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real-time data from the sensor nodes may no longer be
accessed through the GW-node only, instead, the data are
to be accessed directly by the external party (user) as and
when demanded. If the data in WSN are made available to
the user on demand, then authentication of the user must be
ensured before allowing the user to access data.

Fig 3. Gateway Nodes

The efficient user authentication in WSN application layer
has not been addressed adequately in comparisons with the
network and link layers protocol in WSN. One of the
possible factors could be the resource-constrained WSN
environment. User authentication is essential for
customized services and privileged access control in
wireless sensor network. Designing a user authentication
protocol for wireless sensor networks is a difficult task
because wireless networks are susceptible to attacks and
sensor node has limited energy, processing and storage
resources .This letter, present an efficient user
authentication protocol for WSN. The protocol uses the
two-factor authentication concept and resists many logged
in users with the same login identity, stolen-verifier,
guessing, impersonation and replay threats. A two-factor
authentication is a concept used to describe an
authentication mechanism, where more than one factor
(e.g., password and chip card) is required to authenticate
the communicating party.

Il. RELATED WORKS

There have been significant progresses in WSN for link
layer security and network layer security . However, the
application layer security in WSN has not been addressed
effectively. Benenson et al. proposed a protocol for WSN,
“User authentication in sensor networks” where user can
successfully authenticate with any subset of sensors out of
a set of n sensors. Subsequently, Watro et al. proposed a
user authentication protocol, named TinyPK, using the
RSA and Diffie-Hellman algorithms . We observe that the
TinyPK protocol suffers from the “masquerade as sensor
node to an unknowing user” attack explained as follows.
On having user’s public key, the intruder encrypts a session
key along with other parameters and sends the encrypted

string to the user. Upon receiving the encrypted string, the
user would assume that it has come from the sensor node,
though it has come from the intruder. Consequently, the
user decrypts the received string using her/his private key
and uses the session key for subsequent operations with the
intruder. Wong et al. proposed an efficient user
authentication protocol for WSN using only hash function,
named “A dynamic user authentication scheme for
wireless sensor networks “which is based on user’s
password. We observe a security flaw in Wong et al.’s
protocol as explained below. The protocol is vulnerable to
many logged in users with the same login-id threat, that is,
who has a valid user’s password can login to the sensor
network. The protocol also suffers from stolen-verifier
attack, because both the GW-node and login-node maintain
the lookup table of registered users’ credentials. This letter
aims to devise a user authentication protocol that
eliminates the weaknesses of Wong et al.’s protocol and
provides better security.

I11.THE PROPOSED PROTOCOL

WSN are deployed in a confined area, which could

be divided into different zones. Authorized users can
access WSN using their mobile devices (e.g., Notebook
PC, PDA). Before issuing any queries to or access data
from sensor network, the user has to register with the GW-
node of the network. Upon successful registration, the user
can submit query to the WSN at any time within a
predefined or administrative configurable period. The basic
idea of the protocol is that a user will receive a
personalized smart card from the GW-node at the time of
the registration process and then, with the help of user’s
password and smart card the user can login to the
sensor/GW node and access data from the network. The
protocol is divided into two phases: Registration phase and
Authentication phase.

U User

ID Identity of U

PW Password of U

DID Dynamic login identity of
U

GW Gateway node of WSN

K Symmetric key of GW-
node

h( -) Cryptographic hash
function

S18S2 String S1 is XOR-ed with
string S2

Table 1: Notations used in the protocol
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A.Registration Phase

This phase is invoked when a user, Ui, wants to register
with the WSN. Ui submits his/her identity (IDi) and
password (PWi) to the GW-node in a secure manner. Upon
receiving the registration request, the GW-node computes
Ni = h(IDi || PWi) @©h(K), where K is a symmetric key

known to only GW-node, and‘ ||’ is bit-wise concatenation
operator. Then the GW-node personalizes a smart card with
the parameters h( - ), IDi, Ni, h(PWi) and xa, where h( *)
is a cryptographically secure hash function. Here, xa is a
secret parameter generated securely by the GW-node and
stored in some designated sensor nodes before deploying
the nodes in the field, who are responsible to exchange data
with users (we assume that a node is responsible for many
applications. If the WSN is built for only one application
then this secret parameter is known to all nodes). The GW-
node now sends the personalized smart card to Ui in a
secure manner. We note that xa is not known to the user, as
it is generated and stored in user’s smart card securely by
the GW-node.

B. Authentication Phase

The authentication phase is invoked when Ui wants

to perform some query to or access data from the network.
The phase is further divided into Login and Verification
phases.

1) Login Phase: Ui inserts her/his smart card to a terminal,
and keys IDi and PWi. The smart card validates IDi and
PWi with the stored ones in it. If the entered IDi and PWi
are correct, the smart card performs the following
operations:

Step-L1) Compute DIDi = h(IDi || PWi)& h(xa || T), where
T is the current timestamp of Ui’s system.

Step-L2) Compute Ci = h(Ni || xa || T). Then send <DIDi,
Ci, T > to the GW-node.

2) Verification Phase: Upon receiving the login request <
DIDi, Ci, T > at time T *, the GW-node authenticates Ui by
the following steps:

Step-V1) Validate T. If (T * — T ) < AT then the GW node
proceeds to next step, else abort, where AT denotes the
expected time interval for the transmission delay.

Step-V2) Compute h(IDi_PWi)* = DIDi @ h(xa_T ) and Ci
"= h((h(IDi || PWi)* || h(K)) || xa || T)

Step-V3) If Ci *= Ci, the GW-node accepts the login
request; else rejects it.

Step-V4) GW-node now sends a message < DIDi,Ai, T ‘>
to some nearest sensor node, say, Sn, over a public
channelto respond the query/data what Ui is looking for,
where Ai = h(DIDi || Sn || xa || T’) and T ° is the current
timestamp of GW-node’s system. Here, Ai is used to
ensure the sensor node that the message < DIDi,Ai, T ¢ >
has come from the legitimate GW-node, as Ai is generated
with secret parameter xa which is known to both sensor
and GW nodes.

Step-V5) Sn first validates T ¢ in similar line of Step-V1.
Then Sn computes h(DIDi || Sn || xa || T”) and checks
whether it is equal to Ai. If these two checks pass correctly
then Sn responds to Ui’s query.

IV.ANALYSIS OF THE PROTOCOL

This section shows our protocol’s strength in terms of
security and efficiency.

A. Security Analysis
we assume that an intruder can physically capture a node,
but cannot able to extract data from the node.

With these assumptions, the proposed protocol resists the
following attacks:
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Fig 4. Authentication Phase

Replay Attack: A replay attack (replaying an
intercepted message) cannot work in our protocol.
Suppose the intruder intercepts a valid login
request < DIDi, Ci, Ti > and tries to login to the
GW:-node by replaying the same. The verification
of this login

request fails because of the interval (Ti’— Ti) >
AT, where Ti’ is the GW-node’s system time
while receiving the replayed message.
Impersonation Attack: On intercepting a valid
login request < DIDi, Ci, Ti >, the intruder will
have DIDi, but, to login again,

DIDi needs to be recomputed with a new
timestamp, say Tnew, to avoid the replay attack,
which is not possible without knowing PWi and
xa, as DIDi = h(IDi_PWi) @ h(xal[T ). It is
practically infeasible to obtain PWi and/or xa
from the intercepted parameters, because of the
one-way property

of h(+). Therefore, the intruder cannot
impersonate auser. It should be noted that no one
(including a valid user) can forge GW-

node or others’ login request. A valid user,
say, Ui knows PWi, but obtaining xa from DIDi or
smart card is again a hard problem,

as a valid login request requires both PWi and xa.
Ui may also try to obtain h(K) and if

s/he succeeds over it then s/he can personalize as
many as registered users without GW-node’s
knowledge. But, s/he cannot succeed to get h(K),
because to get h(K) s/he has to have Ni which is
stored in her/his smart card and the smart card
uses it for on-card computation to generate login
request. Consequently, impersonating user or
GW-node is prevented in our protocol.
Stolen-verifier Attack: One of the interesting
characteristics of our protocol is that it is free
from password/verifier table, which prevents our
protocol from stolen-verifier attack. The insider of
the network cannot get/steal user’s password, as
the GW/sensor node does not need to maintain
any password/ verifier table to validate user’s
login request. Although the user submits her/his
PWi to the GW-node during registration process,
the GW-node (a trusted entity in the network)
should delete user’s password record once the user
registration process is over. As a consequence,
stolen-verifier attack is prevented in our protocol.
Guessing Attack: Guessing attack is a crucial
concern in any password-based system. We note
that our scheme is free from password/verifier
table, and user password is not transmitted simply
hash of the password. Instead, we let password to
be transmitted as a digest of some other secret
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components. Although the intruder will have DIDi
which contains user password and secret
parameter xa, the intruder cannot guess either
user’s password or xa from DIDi, as the security is
based on the one-way property of the hash
function.

e Denial-of-Service Attack: Denial-of-service attack

is a potential attack in every system, where
communication channel is public (insecure). A
value-added customer will be deprived from the
service due to network/service provider’s rival or
intruder. Our protocol does not provide any
protection against this attack. This is due to the
fact that it is a one-way protocol in which the
GW-node sends message without expecting any
acknowledgement. If the adversary blocks the
message from reaching the nodes, neither the GW-
node nor the sensor node will know about it.
Up to a certain limit we can control the denial of
service attack by sending an acknowledgement
message from the gateway node to the user after
the verification process. If the acknowledgement
message receives from gateway to the user then
the user can confirm that his request is accepted
and can wait for the data up to some time. After
sometimes if the requested data is not received,
then the user should confirm that his request is
being hacked. If the acknowledgement message
doesn’t receive, then the user may confirm that his
request is being hacked at the initial stage and
there is no need to wait for the data.

e Node Compromise Attack: Typically, WSN are
deployed in an unattended and hostile
environment. One could easily capture a node and
try to collect some secret information from it
about the networks. Implementation of one-time
sensors can prevent this attack, but it is limited to
some applications such as fire alarm, where
confidentiality of the transmitted data is not
required/important. When confidentiality of data
is a concern, it is a difficult task to prevent this
attack if sensor nodes are not tamper-proof and the
environment is unattended. The GW-node,
however, can monitor periodically whether any
node is captured or not. If user authentication and
data access from node are allowed to the user
directly (i.e., without GW node’s notice) then the
impact of “node compromise” attack is very high,
which occurs in Watro et al. protocol. Whereas, in
our protocol, the wuser’s request first gets
authenticated by the GW-node and then the
instruction is sent to the node for responding to
the user query. We note that none of the three
protocols (Watro et al., Wong et al.and Proposed
one) provides an inherent method to detect a
compromise node. This opens a prominent future
scope of this work to mitigate the node
compromise attack. Additionally, the proposed
protocol successfully prevents the many logged in

users with the same login-id threat. Most of the
password-based systems which maintain the
verifier table to validate user login suffer from this
threat. However, our protocol resists this threat
without maintaining any verifier table at the
GW/sensor node, as one has to have a valid
<ID,PW > and a smart card corresponding to <
ID,PW > to login to the network. The proposed
protocol requires oncard computation for login to
the network and once the smart card is removed
from the user system, the login session will be
terminated.

B. Efficiency

In order to analyze the efficiency of our protocol, we
compare the protocol with Watro et al. and Wong et al..
The Table-2 shows efficiency of our protocol.
1.Computational cost:

The computational cost for user registration is a one-time
job for certain period of time. But, the computational cost
for user authentication is of prime concern, as this is
required as and when a user wants to login to the WSN.
From Table-2, it is easy to see that the computational cost
of our protocol is well-suited to the resource-constrained
sensor node, as the

Registration Authentication
User GW | Sensor| User GW | Sensor
node| node node| node
Watro et fpu +rpr rpr - ztpr'l'th - jtpu + th
al’s [7]
Wong et | - 3y | - - th | 3ty
al’s [9]
Proposed || - 3y | - 4ty dy |ty

fpu: public-key computation; f,,: private-key computation:fy : hash
computation.

Table 2. performance of the protocol

sensor node requires only 1 hash operation, whereas the
sensor node in the Wong et al.’s protocol requires 3 hash
operation. The computational cost of Watro et al.’s
protocol is high in comparison with our and Wong et al.’s
protocols, as Watro et al.’s protocol requires modular
exponentiation which is computationally expensive. In our
protocol, the GW-node handles major computational
burden, as it computes 4 hash operation for a successful
user authentication, and the user also requires to compute 4
hash operation. We assume GW-node and user’s device
will haveenough computational resource to compute these
operations.We believe this is a reasonable assumption, as
the GW-node needs to collect huge information in a form
of query-response from all sensor nodes. Our goal is to
minimize computational

overhead on sensor nodes, and in this context our protocol
achieves efficiency in comparison with other protocols.
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2. Communication cost:

From Figure-4, it is easy to visualize that a successful user
authentication in our protocol requires three message
exchanges, whereas Wong et al.’s and Watro et al.’s
protocol requires four and two exchanges, respectively.
Although Watro et al.’s protocol requires less number of
message exchanges, their protocol is computationally
expensive for the resource-constrained environment.
Moreover, the message size (i.e., the number of sub-
messages and their sizes) of our protocol is lesser than the
Wong et al.’s and Watro et al.’s protocols. We note that the
actual number of message exchanges could vary if the
message transmission between the GW-node and sensor
node requires multi-hop.

3. Node Energy cost:

Node energy cost combines both computational and
communication costs. The sensor node of Watro et al.’s
protocol consumes battery for nonce validation, checksum
generation and verification and two public key operations,
then responds to the user query. InWong et al.’s protocol,
the sensor node consumes battery for a lookup table query
and three hash operations for parameters generation and
then wait time for GW-node’s response before responding
to the user query. In contrast, the sensor node in our
protocol requires timestamp validation and one hash
operation for parameter generation and then responds to the
user query. Consequently, sensor node’s energy
consumption in our protocol is significantly lesser than
other two protocols. Considering computational,
communication and node energy costs, it is clear that our
protocol is efficient compared to Wong et al.’s and Watro
et al.’s protocols.

V.CONCLUSION

The letter proposed a two-factor user authentication
protocol for WSN using only hash function. The proposed
protocol avoids many logged in users with the same login-
id and stolen-verifier attacks, which are prominent threats
for a password-based system if it maintains verifier table at
the GW-node or sensor node. In addition, the proposed
protocol resists other attacks in WSN such as Denial of
service attack up to a certain limit by sending an
acknowledgement message from gateway node to user after
the verification process. We have showed the efficiency of
the proposed protocol in comparisons with the related ones.
However, a simulated/experimental result would have been
a better picture to show the feasibility of the proposed
protocol and the work can be further extended with an
experimental result along with the counter measure against
the node compromise security threats.
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