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Abstract - The rapid growth of digital platforms has led to 

an increase in the spread of fake and manipulated media 

content across various formats such as text, images, videos, 

and audio. Identifying such misleading information has 

become a challenging task due to the advancement of 

artificial intelligence techniques that generate highly 

realistic fake content.This paper presents TruthCheck, a 

multi-modal fake media detection system designed to 

analyze and classify different types of digital content within 

a unified framework. The system utilizes machine learning 

and deep learning models to process input data through 

stages such as preprocessing, feature extraction, and 

classification. Each media type is handled using dedicated 

modules to ensure effective detection.The proposed system 

provides outputs in the form of truth score, fake score, and 

confidence level, improving transparency and user 

understanding. The use of lightweight models ensures 

efficient performance on standard computing 

environments. The results demonstrate that the system is 

capable of accurately detecting fake content across multiple 

media formats, making it suitable for real-world 

applications. 
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I. INTRODUCTION 

In recent years, the increasing reliance on digital platforms 

for information sharing has created new challenges in 

verifying the authenticity of content. Online sources such as 

social media, news portals, and multimedia platforms enable 

rapid distribution of information, but they also contribute to 

the uncontrolled spread of misleading and manipulated 

content. 

Advancements in artificial intelligence have further 

intensified this issue by enabling the creation of highly 

realistic synthetic media. Techniques such as deep learning-

based content generation allow the production of altered 

images, fabricated videos, synthetic speech, and misleading 

textual information. These forms of manipulated content are 

often difficult to identify using traditional verification 

methods, making users vulnerable to misinformation. 

Most existing detection approaches are designed to handle 

only a specific type of data, such as text-based fake news or 

image-based deepfake detection. This fragmented approach 

limits their effectiveness in real-world scenarios where  

 

multiple forms of media coexist. Additionally, many systems 

rely on complex models that demand significant 

computational resources, reducing their accessibility for 

general users [2], [6]. 

Another important concern is the limited interpretability of 

current detection systems. Many tools provide only a final 

classification result without offering insights into how the 

decision was made. This lack of clarity reduces user 

confidence and restricts the practical usability of such 

systems [1], [4]. 

Recent research has explored various advanced techniques 

such as transformer-based models, convolutional neural 

networks, and multi-modal frameworks for improving 

detection accuracy. These approaches have shown promising 

results in identifying manipulated content across different 

domains, including text, images, videos, and audio  [3]. 

To overcome these limitations, this work introduces 

TruthCheck, a unified system capable of analyzing diverse 

forms of digital content within a single framework. The 

proposed solution focuses on efficiency by utilizing 

optimized machine learning and deep learning models that 

can operate on standard computing environments [6], [11]. 

Furthermore, the system emphasizes result interpretability by 

presenting confidence measures and indicative patterns that 

support the prediction outcome. This approach not only 

improves detection capability but also enhances user 

understanding and trust [1], [16]. 

Deepfake speech detection has also gained significant 

attention, where models analyze audio patterns and 

spectrogram features to identify synthetic voice content. 

Techniques such as neural network-based classifiers have 

been effectively used to distinguish between real and 

manipulated audio signals [5]. 

Studies focusing on smart grid and energy optimization 

introduced real-time electricity management frameworks to 
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improve efficiency and reduce operational costs. While 

technically advanced, these systems were primarily designed 

for energy optimization rather than holistic residential 

governance [11], [13]. 

Data collection scheduling techniques were proposed to 

optimize IoT-based utility monitoring networks. These 

methods enhanced system efficiency and reliability but did 

not emphasize user-level application interfaces for 

administrative and resident interaction [15]. 

By combining multi-modal analysis with transparent output 

representation, the proposed system contributes toward 

building a more reliable mechanism for identifying 

manipulated digital content and reducing the impact of 

misinformation in online environments [17], [20]. 

II. METHODOLOGY 

The proposed system, TruthCheck, is developed as a 

multi-modal fake media detection platform that analyzes 

various types of digital content including text, images, videos, 

and audio. The system follows a structured pipeline where 

user input is first collected and then processed through 

different stages such as preprocessing, feature extraction, and 

model prediction.Each type of media is handled by a 

dedicated module designed specifically to identify patterns of 

manipulation. The processed data is analyzed using machine 

learning and deep learning models, which generate prediction 

results indicating whether the content is real or fake. 

The overall workflow ensures efficient handling of 

multiple media formats within a single system. The results are 

presented in the form of truth score, fake score, and 

confidence level to improve transparency and user 

understanding. 

A. Text Analysis Module 

The text analysis module is designed to detect fake 

information from textual data such as news articles, blogs, 

and social media posts. Initially, the input text undergoes 

preprocessing steps including removal of punctuation, stop 

words, and irrelevant characters. This step ensures that only 

meaningful textual information is retained for further 

analysis. 

After preprocessing, the cleaned text is transformed into 

numerical format using the TF-IDF (Term Frequency–

Inverse Document Frequency) technique. This method helps 

in identifying the importance of words within the document 

and across the dataset. 

 

Figure 1: Text Analysis Workflow 

A Logistic Regression model is used for classification, as it is 

efficient and suitable for text-based problems. The model is 

trained on labeled datasets containing both real and fake news 

samples. It learns patterns such as word usage, frequency, and 

contextual differences between genuine and fake content. 

Based on the learned features, the model predicts whether the 

given text is real or fake. The system also provides additional 

outputs such as truth score and fake score, which indicate the 

confidence level of the prediction. 

B. Image Analysis Module 

he image analysis module is designed to detect manipulated 

or deepfake images by analyzing visual patterns and 

identifying inconsistencies present in digital images. With the 

rapid advancement of deep learning techniques, it has become 

possible to generate highly realistic fake images, making 

detection a challenging task. This module aims to address this 

issue by using robust feature extraction and classification 

techniques. 

Initially, the input image is preprocessed to ensure 

consistency and compatibility with the model. This includes 

resizing the image to a fixed resolution, normalizing pixel 

intensity values, and converting the image into a suitable 

format for processing. These preprocessing steps help in 

reducing noise and improving the overall performance of the 

model. 
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A Convolutional Neural Network (CNN) is employed for 

feature extraction, as it is highly effective in capturing spatial 

information from images. The CNN automatically learns 

important features such as edges, textures, shapes, and 

patterns that distinguish real images from manipulated ones. 

Unlike traditional methods, CNN does not require manual 

feature engineering, making it more efficient and accurate. 

The model focuses on identifying subtle artifacts that are 

commonly introduced during image manipulation. These 

include inconsistencies in lighting, unnatural blending of 

objects, distorted facial structures, and pixel-level 

irregularities. Such features are often difficult to detect by 

human observation but can be effectively captured by deep 

learning models. 

 

Figure 2:Image Analysis Workflow 

C. Video Analysis Module 

The video analysis module is designed to detect deepfake 

videos by analyzing both spatial and temporal information 

present in video data. Since a video consists of a sequence of 

frames, the system first extracts key frames at regular 

intervals to reduce computational complexity while 

preserving important visual information.Each extracted 

frame is processed using a Convolutional Neural Network 

(CNN) to identify visual inconsistencies such as unnatural 

facial expressions, irregular movements, and mismatched lip 

synchronization. These anomalies are common indicators of 

manipulated or synthetic video content. 

In addition to frame-level analysis, the system considers 

temporal consistency across consecutive frames to improve 

detection accuracy. The predictions obtained from individual 

frames are aggregated to produce a final classification result 

for the entire video. This approach ensures a balanced and 

reliable detection process. 

 

 

Figure 3: Video Analysis Workflow 

D. Audio Analysis Module 

The audio analysis module focuses on detecting synthetic or 

manipulated audio signals by analyzing their frequency and 

temporal characteristics. The input audio is first converted 

into a spectrogram representation, which provides a visual 

representation of frequency variations over time. 

A deep learning model is used to extract features from the 

spectrogram and identify patterns associated with real and 

fake audio. The model analyzes characteristics such as pitch 

variation, frequency distribution, and signal consistency to 

detect irregularities in the audio signal. 

Based on the extracted features, the system classifies the 

audio as real or fake and provides a confidence score. This 

module enhances the system’s ability to detect deepfake 

speech and improves overall detection capability. 
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Figure 4: Audio Analysis Workflow 

E.Output Generation 

The final stage of the system involves generating the output 

based on the predictions obtained from different modules. 

Each module processes its respective input and produces 

classification results indicating whether the content is real or 

fake. 

The system presents the results in a structured and user-

friendly format to improve interpretability. The output 

includes a truth score, fake score, and an overall confidence 

level, which helps users understand the reliability of the 

prediction.In addition to classification, the system ensures 

that the outputs are clear and easily understandable, allowing 

users to make informed decisions about the authenticity of the 

given content. This final stage plays an important role in 

enhancing transparency and usability of the TruthCheck 

system. 

III. SYSTEM ARCHITECTURE 

 

The TruthCheck system follows a well-structured 

architecture designed to support efficient and accurate multi-

modal fake media detection. The system integrates multiple 

components including the user interface, processing units, 

and machine learning models, which work together to analyze 

and classify different types of digital content. 

The architecture is designed to handle multiple input formats 

such as text, images, videos, and audio within a unified 

framework. Each type of input is processed through dedicated 

modules, ensuring that appropriate techniques are applied for 

analysis. This modular design improves scalability, 

flexibility, and maintainability of the system. 

The overall workflow of the system ensures smooth data flow 

from input collection to final output generation. Each layer in 

the architecture performs a specific function, and proper 

communication between layers ensures efficient processing 

and accurate results. 

 

 
 

Figure 8: Overall System Architecture of TruthCheck 

 

A. Input Layer 

 

The input layer acts as the entry point of the system, where 

users provide data in different formats such as text, images, 

videos, or audio files. The system interface is designed to 

accept multiple types of inputs, making it user-friendly and 

flexible for real-world usage. 

This layer is responsible for validating the input data and 

ensuring that it is in the correct format before passing it to the 

next stage. It also handles file uploads and text inputs 

efficiently, allowing seamless interaction between the user 

and the system. By supporting multiple media formats, the 

input layer plays a key role in enabling multi-modal analysis 

within a single platform. 

 

B. Processing Layer 

The processing layer is responsible for preparing the input 

data for analysis. This includes preprocessing and feature 

extraction, which are essential steps in improving model 

performance. 

 

Different preprocessing techniques are applied based on the 

type of input data. For text, cleaning operations such as 

removal of stop words and noise are performed. For images, 

resizing and normalization are applied. In the case of videos, 

frames are extracted at regular intervals, while audio data is 

converted into spectrogram representations. 

After preprocessing, feature extraction techniques are used to 

convert raw data into meaningful representations. These 

features capture important patterns and characteristics 

required for accurate classification.This layer ensures that all 

input data is transformed into a consistent and suitable format 

before being passed to the model layer. 

 

C. Model Layer 

The model layer consists of machine learning and deep 

learning models used for detecting fake content. Different 

models are assigned for different types of media to improve 

accuracy. 

• Logistic Regression is used for text analysis  

• Convolutional Neural Networks (CNN) are used for 

image and video analysis  
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• Spectrogram-based deep learning models are used 

for audio analysis  

Each model processes the extracted features and generates 

prediction results. This layer plays a crucial role in identifying 

patterns and detecting manipulated content. 

 

D. Output Layer 

The output layer is responsible for presenting the final results 

to the user. The predictions generated by the model layer are 

converted into a structured format that includes truth score, 

fake score, and confidence level.The results are displayed in 

a clear and understandable manner, allowing users to interpret 

the authenticity of the content easily. This layer ensures 

transparency and improves user trust in the system. 

IV. RESULT AND DISCUSSION 

The proposed system, TruthCheck, was successfully 

developed and tested for detecting fake media across multiple 

formats including text, images, videos, and audio. The system 

was evaluated based on functionality, performance, usability, 

and reliability under different test conditions. The results 

demonstrate that the system is capable of accurately 

identifying manipulated content while maintaining efficient 

performance.  

A.Functional Testing Results 

All modules of the system were tested individually and 

collectively to ensure proper functionality. The text analysis 

module was able to classify fake and real news content 

accurately based on trained datasets. The image analysis 

module successfully detected manipulated images by 

identifying visual inconsistencies such as artifacts and 

unnatural patterns. 

The video analysis module effectively analyzed extracted 

frames and detected deepfake content by identifying temporal 

and spatial inconsistencies. The audio analysis module was 

able to detect synthetic speech by analyzing spectrogram 

features and identifying irregular frequency patterns. 

The system generated prediction outputs including truth 

score, fake score, and confidence level for all types of input. 

These results confirm that the system functions correctly 

across different media types. 

B.Performance Evaluation 

The system demonstrated efficient performance during 

testing. Since lightweight machine learning and deep learning 

models were used, the system was able to run smoothly on 

CPU-based environments without requiring high-end 

hardware.The response time for processing different types of 

input remained within acceptable limits. Text and image 

processing produced faster results, while video and audio 

processing required slightly more time due to additional 

computations such as frame extraction and spectrogram 

generation.Overall, the system maintained stable 

performance even when handling multiple inputs, indicating 

good scalability and efficiency. 

C.Usability Analysis 

The system interface was designed to be simple and user-

friendly, allowing users to easily upload or input different 

types of media. The output results were presented in a clear 

and understandable format, including prediction labels and 

confidence scores. 

Users were able to interpret the results without requiring 

technical knowledge, which improves the practical usability 

of the system. The multi-modal capability also enhances user 

experience by allowing analysis of different media types 

within a single platform. 

D.System Reliability and Security 

The system showed reliable performance across all modules. 

The models were able to consistently detect fake content 

based on learned patterns and features. The use of multiple 

modules improved the overall detection capability of the 

system.The inclusion of confidence scores and structured 

outputs improved transparency and helped users understand 

the reliability of the predictions. The system also maintained 

consistency in results across repeated tests, indicating 

stability and robustness. 

V. PERFORMANCE ENHANCEMENT 

 

The performance of the TruthCheck system is improved 

through the use of efficient machine learning and deep 

learning models combined with optimized data processing 

techniques. Lightweight models such as Logistic Regression 

for text analysis and Convolutional Neural Networks (CNN) 

for image and video processing ensure that the system 

operates effectively even on CPU-based environments 

without requiring high-end hardware. This makes the system 

more accessible and practical for real-world applications. 

The system also benefits from efficient preprocessing 

methods applied to different types of media. Techniques such 

as text cleaning, image normalization, frame extraction for 

videos, and spectrogram generation for audio help in 

improving the quality of input data. These steps enhance 

feature extraction and contribute to better accuracy in 

detecting fake content across multiple media formats. 

Furthermore, the use of separate modules for handling 

text, image, video, and audio data improves processing 

efficiency and scalability. This modular approach reduces 

computation time and allows the system to handle multiple 

inputs effectively. As a result, the system achieves faster 

response time, improved accuracy, and reliable performance 

compared to traditional single-modal detection systems. 

VII. CONCLUSION 

The TruthCheck system provides an effective solution for 

detecting fake media across text, images, videos, and audio. 

By integrating machine learning and deep learning models, 
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the system is able to analyze multiple types of content and 

generate accurate prediction results. 

The use of lightweight models and efficient preprocessing 

techniques ensures smooth performance on standard systems. 

The inclusion of truth score, fake score, and confidence level 

improves transparency and helps users understand the results 

easily. 

Overall, the system offers a reliable and scalable approach to 

reduce the spread of misinformation and supports real-world 

applications. 
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