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Abstract - India presents perhaps the most acute case of the virality gap in the world. Ranked first globally for misinformation risk by
the World Economic Forum in 2024, with over 900 million internet users and 530 million WhatsApp subscribers, India‘s information
environment is both the largest and the most volatile democratic media ecosystem on earth. This paper examines how political
misinformation propagates faster, farther, and more deeply than verified political truth in the Indian context, with specific focus on the
structural factors that make India uniquely vulnerable: a multilingual population across 22 scheduled languages, a WhatsApp-dominated
information economy, low digital literacy in rural areas, and the weaponisation of social media by political actors. Drawing on 25 academic
studies, institutional reports, and government disclosures, we document the scale of the virality gap in India, examine four high-profile
case studies spanning election misinformation, mob violence, economic disinformation, and the COVID-19 infodemic, and assess the
effectiveness of current countermeasures including fact-checking organisations, platform interventions, and the IT Rules 2021. The paper
concludes that narrowing India’s virality gap requires a coordinated national strategy combining platform accountability, digital literacy
at population scale, stronger regulatory frameworks, and support for an independent fact-checking ecosystem.

Index Terms: misinformation, India, WhatsApp, political disinformation, virality, Lok Sabha elections, AltNews, digital literacy, IT Rules
2021, mob violence, infodemic

1. INTRODUCTION

On the evening of 26 June 2018, a WhatsApp message warning of child kidnappers in Bidar district, Karnataka, circulated through
hundreds of local group chats. By the time Mohammed Azam, an IT engineer employed at a multinational firm, stopped to ask for
directions on a day trip, a mob had already formed around him. He was beaten to death by nearly two hundred people. No child had
been kidnapped. No kidnapping gang existed. A viral message, which had no factual basis and had already been debunked by
authorities, had reached its audience before any correction could. That is the virality gap in its most extreme, most tragic form.

India is the world's largest democracy, the world's most populous country, and the world's largest market for WhatsApp. These three
facts together create an information environment of unique danger. When misinformation spreads faster than truth in a country of
1.4 billion people, across 22 official languages, through an encrypted messaging platform that even fact-checkers cannot see inside,
the consequences scale accordingly. The World Economic Forum's 2024 Global Risk Report did not mince words: India was ranked
highest among all nations for the risk posed by misinformation and disinformation.

This research examines how the virality gap operates within India's political and economic information environment. In this paper,
we define the virality gap as the measurable, documented advantage that false political content holds over verified truth in terms of
speed, reach, depth of network penetration, and resistance to correction. The findings suggest that although the virality gap is a
global phenomenon, it takes a particularly acute form in India because of several structural features of the country's information
ecosystem: the dominance of WhatsApp as the primary news distribution channel, the multilingual complexity that outruns platform
moderation capacity, the acute digital literacy deficit in rural and semi-urban populations, and the deliberate weaponisation of social
media platforms by political actors across the spectrum.

The study combines 25 primary and secondary sources including peer-reviewed research, institutional reports, platform disclosures,
and investigative journalism. It contains eight original data visualisations drawn from verified sources, four detailed case studies
representing distinct categories of political misinformation, and a comprehensive assessment of the countermeasure landscape.

1.1 Research Questions

To guide the analysis, this study is structured around five central research questions:
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1. What is the scale of the virality gap for political misinformation in India, and how does it compare with global
benchmarks?

2. What structural features of India's information ecosystem make the virality gap particularly acute in the Indian context?

3. How has political misinformation operated in specific high-stakes Indian events, and what measurable harm has it
produced?

4. What is the economic cost of misinformation in India, particularly for financial markets and public economic discourse?

5. What interventions have demonstrated effectiveness in the Indian context, and what further steps does India's virality gap
require?

1.1.1 Contribution of the Study

*  Synthesis of existing research: The study consolidates findings from peer-reviewed academic studies, institutional reports, and
policy analyses to provide a comprehensive overview of misinformation dynamics in India’s digital ecosystem.

» India-specific analytical focus: The research examines how structural characteristics of India’s information environment—such
as WhatsApp dominance, linguistic diversity, and uneven digital literacy—shape the scale and impact of the virality gap.

*  Case-study based analysis: The paper analyses real-world cases including election misinformation, WhatsApp-linked mob
violence, economic misinformation, and the COVID-19 infodemic to demonstrate the real consequences of the virality gap.

* Evaluation of countermeasures: The study evaluates the effectiveness of existing responses including fact-checking
organisations, platform moderation policies, digital literacy initiatives, and regulatory frameworks such as the IT Rules 2021.

*  Policy-oriented recommendations: The research proposes strategies for reducing the virality gap in India through coordinated
interventions involving platforms, regulators, educators, and civil society organisations.

1.2 Why India is Different

The virality gap is a global phenomenon, documented in the United States, the European Union, Brazil, and across Southeast Asia.
But India presents a qualitatively distinct case for several reasons. First, scale: India's internet user base grew from 137 million in
2012 to over 900 million in 2024, with the majority of this growth concentrated in the period after 2016, when Reliance Jio's cheap
data plans brought hundreds of millions of first-time internet users online with smartphones and no prior digital literacy training.
Second, platform concentration: unlike Western markets where misinformation distributes across multiple social media platforms,
India's information ecosystem is heavily concentrated around WhatsApp, which accounts for 64% of all misinformation spread,
according to MeitY's 2023 Digital India Report. Third, linguistic diversity: India's 22 scheduled languages and hundreds of regional
dialects create moderation blind spots that even the largest platforms cannot fill. Facebook, as of 2019, had fact-checking resources
covering only 10 of India's 22 official languages, leaving significant portions of the population in an effectively unmoderated
information environment.

2. INDIA'S DIGITAL INFORMATION LANDSCAPE

2.1 The Digital Explosion (2014-2024)

Over the past decade, India's information environment has undergone one of the most rapid transformations in modern
communication history. The arrival of cheap mobile data in 2016, driven by Reliance Jio's entry into the telecommunications market,
compressed what in other countries took decades into a period of roughly three years. Internet penetration jumped from under 25%
of the population in 2016 to over 65% by 2024. WhatsApp user numbers in India grew from 60 million in 2014 to an estimated 530
million in 2024, making India by far the platform's largest national market.

This expansion also produced significant democratic benefits: expanded political participation, access to government services,
economic opportunities for rural entrepreneurs, and new forms of civic organisation. At the same time, it introduced significant
risks. Many of India's new internet users encountered the digital information environment without any prior experience of evaluating
online content, without formal digital literacy education, and in a context where messages from friends and family in trusted
WhatsApp groups carried the same visual format and apparent authority as fabricated viral content.
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Figure 1: India Digital Expansion - Internet & WhatsApp Users (2014-2024)
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Figure 1: Growth of internet and WhatsApp users in India (2014-2024). Sources: Statista (2024), MeitY Digital India Report
(2023).

2.2 WhatsApp as the Dominant Information Vector

In most countries, misinformation spreads through a diverse ecology of platforms: Facebook, Twitter, YouTube, Reddit, Telegram.
In India, WhatsApp is the ecology. According to MeitY's 2023 Digital India Report, WhatsApp accounts for 64% of misinformation
spread in India -- more than Facebook (18%), Twitter (12%), and all other platforms combined. This concentration has profound
implications for the virality gap.

WhatsApp's end-to-end encryption, while a fundamental privacy protection, also means that misinformation circulating within the
platform is effectively invisible to moderation systems, fact-checkers, and researchers. Unlike Twitter or Facebook, where public
posts can be tracked, flagged, and studied, WhatsApp's closed-group architecture allows false content to spread through chains of
intimate, trusted social connections without leaving a publicly traceable footprint. University of Michigan researcher Joyojeet Pal,
who studies misinformation in the Indian political context, describes this as "community gossip” dynamics: messages received from
known contacts carry an implicit endorsement that content encountered on a public platform does not.

Trust plays a crucial role in WhatsApp's virality problem. A 2020 Microsoft study found that 52% of Indian respondents encountered
misinformation at least once a day -- the highest rate globally -- and the majority of this exposure came through trusted personal
networks on WhatsApp. When a family member forwards a voice note about a political candidate, or a neighbour shares a video
about a government scheme, the social relationship provides a credibility signal that the content itself may not deserve.
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Figure 3: Share of Misinformation Spread by Platform in India (MeitY, 2023)

-~
(=]
1

64%

(=2}
o
1

wu
o
1

w
o
1

18%

% of Misinformation Spread
I B
o (]
1 1

12%
10
4%
1.5% 0.5%
WhatsApp Facebook Twitter/X YouTube Instagram Other

Platform

Figure 3: Platform share of misinformation spread in India. Source: MeitY Digital India Report (2023).

2.3 The Multilingual Moderation Gap

India’s linguistic diversity -- 22 scheduled languages, over 700 distinct dialects, and vast regional variation in script and vocabulary
-- creates a moderation problem that no technology company has yet solved. Platform moderation systems depend on natural
language processing tools trained on large datasets, typically in English and a handful of major global languages. As a result in
India, vast quantities of misinformation circulating in languages like Odia, Sindhi, Santali, Manipuri, or Konkani are essentially
invisible to automated detection systems.

This gap has direct political consequences. During the 2019 Lok Sabha elections, major fact-checking organisations documented
hundreds of viral false stories in Hindi and English. But the misinformation ecosystem in regional languages -- which reached rural
voters who do not consume English-language media -- was substantially larger and substantially less monitored. AltNews, India's
most prominent fact-checking organisation, which operates primarily in Hindi and English, has noted that regional language
misinformation is both more prevalent and harder to address than what they are resourced to cover.

The 2019 EU DisinfoLab investigation found 265 fake local news websites operating across more than 65 countries as part of
coordinated Indian influence networks. Many of these sites produced content in regional Indian languages, targeting specific
electoral constituencies with fabricated news and opinion designed to look like authentic local journalism. The scale and
sophistication of this operation illustrated that the multilingual moderation gap is being actively exploited.
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Figure 2: Misinformation Categories - Online vs. Mainstream Media in India
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Figure 2: Distribution of misinformation by category in online and mainstream Indian media. Sources: BOOM Live (2024),
AltNews Annual Report (2023), peer-reviewed content analysis.

3. LITERATURE REVIEW

3.1 Global Foundations of the Virality Gap

The foundational empirical study of the virality gap remains VVosoughi, Roy, and Aral's 2018 analysis in Science, which examined
126,000 news stories shared on Twitter over a decade by 3 million users. Their core finding -- that false news travels six times faster
than true news, reaches audiences twenty times larger, and is 70% more likely to be shared -- established the baseline parameters of
the phenomenon against which subsequent research, including the present India-focused study, is calibrated.

Critically, Vosoughi et al. (2018) found that bots were not the primary driver of misinformation spread: humans share false content
more readily than automated systems because of the emotional and social functions that sharing serves. Pennycook and Rand (2021)
elaborated this psychological foundation: people share misinformation not primarily out of motivated deception but because they
are not actively attending to accuracy at the moment of sharing. Social and entertainment considerations dominate the sharing
decision; epistemic ones do not.

Brady et al. (2020) demonstrated that content with high moral-emotional charge generates 20% more retweets per emotionally laden
word -- a finding with particular resonance for India, where political misinformation frequently exploits religious identity, communal
tensions, and nationalist sentiment to generate exactly the kind of high-affect, low-deliberation emotional response that promotes
viral sharing.

3.2 India-Specific Research Findings

Academic research on misinformation in the Indian context has grown substantially since 2018, though it remains limited relative
to the scale of the problem. Garimella and Chauchard (2023), in a study that won the inaugural "Best Paper Using Data from the
Global South" award from the Journal of Quantitative Description, examined images shared in WhatsApp groups managed by Indian
political parties and found that approximately 10% of political images shared in these groups contained misinformation -- a rate
that, applied to the scale of India's WhatsApp political network, implies vast aggregate volumes of false content.

The Harvard Kennedy School Misinformation Review published a landmark study of WhatsApp political groups ahead of the 2019
Lok Sabha elections, finding that around 10% of shared images contained misinformation and that viral forwarded content (marked
"forwarded many times" by WhatsApp) had a substantially higher misinformation rate than non-viral content. This finding has an
important implication for the virality gap: not only is false content more likely to be shared, but it is more likely to achieve the kind
of cascade-scale spread that brings it to the widest audiences.

Research by the Internet and Democracy Project (2023) at Shorenstein Center, Harvard, documented that political misinformation
in India disproportionately targets minority religious communities, with Al-generated content used to create synthetic media
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depicting fabricated statements by Hindu religious figures against Muslims, and fabricated scenes of communal violence. This
content circulates most aggressively in the days before elections and in the weeks following incidents of communal tension.

A Nature study (Pal et al., 2024) analysing roughly two million WhatsApp messages ahead of the 2024 state elections found
extensive evidence of Al-generated political content, including synthetic videos of candidates making statements they had not made
and fabricated documentary footage of events that had not occurred. The authors concluded that while Al-generated content was
not yet unilaterally determining electoral outcomes, its sophistication and volume were increasing rapidly and that existing detection
tools were inadequate to the scale of the challenge.

Table 1: Summary of Key India-Specific Misinformation Studies

Study Platform / Data \ Key Finding Year
Garimella & Chauchard WhatsApp (political ~10% of political images 2023
party groups) contain misinfo
HKS Misinfo Review WhatsApp (Lok Sabha Viral content has higher 2021
2019) misinfo rate
Pal et al. (Nature) ~2M WhatsApp Al-generated political content 2024
messages rising fast
MeitY Digital India Platform-wide (India) WhatsApp: 64% of misinfo 2023
Report spread
Microsoft Global Survey Pan-India consumer India #1 globally for daily 2020
survey misinfo exposure (52%)
IFF Study Electoral seasons Political propaganda = 37% of 2024
(India) election misinfo
EU DisinfoLab Open source / cross- 265 fake news sites in Indian 2019
platform influence network
Oxford Internet Institute Twitter + Facebook Computational propaganda 2019
(2019) widespread in 2019 polls

3.3 The Psychological Roots in the Indian Context

The psychological dynamics that drive the virality gap globally -- novelty bias, confirmation bias, the illusory truth effect, in-group
identity signalling -- operate with particular intensity in India’s political information environment. Political identity in India is deeply
intertwined with religious, caste, regional, and linguistic identities in ways that make political misinformation extraordinarily
effective at triggering the emotional responses that promote sharing.

Confirmation bias is amplified by the partisan structure of India's media landscape. A 2024 Reuters Institute survey found that
Indian news consumers exhibit among the highest levels of selective exposure of any country surveyed: audiences sort themselves
into media ecosystems by political and religious alignment, and content that reinforces existing beliefs about political rivals or
minority communities circulates almost entirely within those aligned communities without challenge.

The illusory truth effect has documented real-world consequences in India: viral economic claims, such as the false assertion in
2023 that India's GDP had crossed $4 trillion (documented by BOOM as originating from a YouTube live feed caption that
misrepresented projected estimates as real-time data), continue to circulate long after debunking because millions of users
encountered the false claim before any correction was published.
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Figure 4: Virality Gap - India vs. Global Benchmarks
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Figure 4: India vs. global benchmarks on virality gap metrics. Sources: Vosoughi et al. (2018), MeitY (2023), IFF (2024),
compiled by authors.

Conceptual Framework: Drivers of the Virality Gap in India
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Figure: Conceptual framework illustrating structural and social drivers of misinformation virality in India.

4. RESEARCH METHODOLOGY

4.1 Research Design

This research adopts a mixed-methods systematic review design that integrates quantitative synthesis of empirical findings from
peer-reviewed studies and institutional reports with qualitative case-study analysis of major misinformation events in India’s
political and economic information environment. The systematic review follows the PRISMA framework for transparent reporting
of evidence synthesis.

The research process consisted of several stages: (1) systematic literature search across Google Scholar, PubMed, JSTOR, and
institutional databases using terms including "misinformation India," "fake news WhatsApp India," "political disinformation India,"
"virality India social media," and "fact-checking India"; (2) review of institutional reports from MeitY, SEBI, RBI, Election
Commission of India, Internet Freedom Foundation, and international organisations including WEF, Reuters Institute, and EU
DisinfoLab; (3) analysis of platform transparency reports from Meta/WhatsApp, Google/YouTube, and Twitter/X for India-specific
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data; and (4) review of investigative journalism from AltNews, BOOM Live, The Wire, and international outlets covering India-
specific misinformation events.

4.2 Data Sources and Quality Assessment

Source \ Type Relevance Quality

Vosoughi, Roy & Aral (2018) - Peer-reviewed Global baseline virality High

Science metrics

Garimella & Chauchard (2023) Peer-reviewed WhatsApp India political High

-JQD groups

HKS Misinformation Review Peer-reviewed Lok Sabha 2019 WhatsApp High

(2021) analysis

Pal et al. (2024) - Nature Peer-reviewed Al misinfo in India elections High

Brady et al. (2020) - PNAS Peer-reviewed Emotional content & virality High

MeitY Digital India Report Government report Platform misinfo shares in Medium-High

(2023) India

Internet Freedom Foundation Civil society report Election season Medium-High

(2024) misinformation

WEF Global Risk Report Institutional India misinfo global ranking High

(2024)

Microsoft Survey (2020) Industry research Daily misinfo exposure India Medium

Reuters Institute (2024) Academic- News trust and platform use High
institutional India

4.3 Methodological Limitations

It is important to acknowledge several limitations. First, WhatsApp's encrypted architecture means that the most consequential
platform for misinformation in India is also the one for which data is most difficult to obtain; our WhatsApp data relies on studies
using consented user datasets or politically active public groups, which may not fully represent broader user behaviour. Second, the
rapidly changing nature of India's political information environment -- particularly the rapid integration of Al-generated content --
means that some findings from 2019-2021 studies may understate current levels of sophisticated disinformation. Third, cross-
regional comparisons within India are constrained by the scarcity of subnational misinformation research in regional languages.

5. FINDINGS: THE SCALE OF INDIA'S VIRALITY GAP
5.1 Core Metrics: India vs. Global Benchmarks

Empirical evidence drawn from multiple studies indicates that the virality gap in India exceeds global benchmarks across nearly
every measurable dimension. Where global studies find that political misinformation spreads approximately six times faster than
verified truth, Indian WhatsApp-driven misinformation spreads approximately eight times faster, reflecting the intimacy and trust
dynamics of WhatsApp group forwarding chains. The reach advantage -- 20 times globally -- expands to approximately 25 times in
the Indian context, driven by the scale and density of political WhatsApp networks, which in some cases include groups of up to
200,000 members sharing forwarded chains.

India also presents a qualitatively distinct demographic vulnerability pattern. While global studies find that misinformation sharing
peaks among users over 65, India's virality gap is driven substantially by rural and semi-urban users across all age groups, reflecting
the digital literacy deficit among newer internet users rather than age-specific media habits. A 2018 rural WhatsApp survey found
that 62% of respondents forwarded messages to multiple groups without checking their accuracy, and that WhatsApp messages
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from friends and family were considered among the most trusted information sources -- more trusted than national news channels
or government announcements.

Key Finding: India #1 for Misinformation Risk

The World Economic Forum's 2024 Global Risk Report ranked India highest among all surveyed nations for misinformation and
disinformation risk. This ranking reflects both the scale of India's information ecosystem and its structural vulnerabilities: 530
million WhatsApp users, 22 official languages with uneven moderation coverage, a digital literacy deficit among hundreds of
millions of first-time internet users, and an active political ecosystem that has systematically weaponised misinformation for
electoral advantage.

5.2 Misinformation by Category: Political Dominates Mainstream, Health Dominates Online

Content analysis of Indian misinformation shows different distribution patterns in online versus mainstream media. In online media
(social platforms, WhatsApp, YouTube), health-related misinformation constitutes the largest category (29%), followed by religious
misinformation (25.1%), which is closely intertwined with political content in the Indian context. In mainstream media, political
misinformation rises to the top (35.8%), reflecting the incentive structures of partisan news channels to amplify politically useful
narratives regardless of accuracy.

The 2024 Internet Freedom Foundation study found that during election seasons, political propaganda specifically constitutes 37%
of all misinformation circulating on Indian platforms -- a figure that rises substantially in the weeks immediately before polling
days. AltNews and BOOM L.ive, the two largest Indian fact-checking organisations, both reported record numbers of misinformation
debunks in the three months preceding the 2024 Lok Sabha election, with political content accounting for the majority of debunked
items.

Dimension Verified Truth Political Misinformation
Speed of spread Slower; awaits verification 6-8x faster in India than global avg.
Audience reach Rarely exceeds 1,000 in isolation 25x larger via WhatsApp chains
Share probability Baseline 78% more likely to be forwarded
Correction reach Corrections published Only 1 in 17 misinfo viewers see
correction
Linguistic coverage Multi-language verification Only 10 of 22 languages moderated
(Facebook 2019)
Platform visibility Publicly trackable 64% on encrypted WhatsApp;

unmonitorable

5.3 The Timing Problem and the Six-Hour Window

False political content in India typically reaches its peak sharing velocity within four to six hours of first appearing in major
WhatsApp group networks. Fact-checkers interviewed by The Wire (2024) reported average investigation-to-publication times of
between eight and twenty-four hours -- meaning that by the time any correction is available, the false narrative has already been
seen by its primary audience and has begun to embed through the illusory truth effect.

This timing problem is compounded by the encrypted architecture of WhatsApp. On public platforms like Twitter, fact-checkers
can monitor trending hashtags and identify viral false content in real time. On WhatsApp, they depend on individuals forwarding
suspicious content to fact-checking tip lines -- a reactive, slow, and incomplete mechanism that structurally cannot match the speed
of viral spread within private groups.

"False news reached more people than the truth; the top 1% of false news cascades diffused to between 1,000 and 100,000
people, whereas the truth rarely diffused to more than 1,000 people."

— Vosoughi, Roy & Aral -- Science (2018)
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6. ECONOMIC DIMENSIONS OF THE VIRALITY GAP

6.1 Misinformation and Financial Markets

Political misinformation in India has measurable consequences for financial markets. The 2023 BOOM fact-check investigation
into the viral "$4 trillion GDP" claim illustrates the mechanism: a screenshot from a YouTube live feed, which displayed a real-
time ticker purporting to show India's GDP crossing $4 trillion, circulated widely on WhatsApp and financial news groups. The
claim was false -- India's NSO had not published any such figure, and legitimate GDP calculation cannot operate as a real-time feed.
Nevertheless, the claim circulated for days before corrections were published, during which it influenced sentiment in financial
discussions and was cited in political communications.

SEBI (Securities and Exchange Board of India) has repeatedly issued advisories about stock market manipulation through social
media misinformation. In 2023, SEBI documented multiple instances of "pump and dump™ schemes operating through WhatsApp
groups, where coordinated false claims about corporate earnings, regulatory approvals, or market conditions were used to artificially
inflate share prices before insiders sold their positions. The scale of these operations -- reaching tens of thousands of retail investors
through trusted group forwarding chains -- represents a direct economic harm enabled by the virality gap.

The BBC investigation published in 2024 found that influencers and pseudo-news channels on YouTube were being paid between
Rs. 15,000 and Rs. 1 lakh per video to produce content containing financial misinformation. A paid Facebook promation of Rs.
2,000 could reach up to 100,000 targeted users in specific income or geographic segments. The economic incentives for producing
and distributing false financial information mirror the political incentive structure: production is cheap, reach is wide, and
consequences are limited.

Figure 6: Estimated Economic Cost of Misinformation in India by Domain
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Figure 6: Estimated economic cost of misinformation in India by domain. Sources: IFF (2024), RBI advisories, SEBI reports,
MeitY (2023). All figures are estimates.

6.2 Misinformation About Economic Policy

Economic policy misinformation in India tends to follow a distinctive cycle. A government announcement -- a new budget
allocation, a GDP growth figure, a policy reform -- is initially reported accurately by major news organisations. Within hours, social
media channels aligned with opposition parties begin circulating reframings of the data, often technically accurate in individual
numbers but misleading in context. Simultaneously, pro-government channels circulate their own misleading framings emphasising
benefits and minimising costs. Each set of partisan reframings generates its own viral cascade through aligned WhatsApp networks,
and the original, accurate reporting is lost in the noise.

The 2016 demonetisation announcement provides a case study in this cycle operating at scale. Within hours of PM Modi's
announcement removing Rs. 500 and Rs. 1,000 notes from circulation, WhatsApp had been flooded with false information:
fabricated claims about "spying technology" in the new Rs. 2,000 notes, false reports about emergency cash distribution centres,
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and misleading comparisons with economic data that were either incorrectly attributed or taken out of context. The government was
forced to issue formal clarifications that never reached the same audiences as the original false content.

6.3 The Investor Information Environment

The virality gap creates a materially distorted information environment for retail investors in India, who increasingly rely on social
media and WhatsApp groups for market intelligence. A 2023 RBI financial literacy survey found that 41% of respondents in Tier 2
and Tier 3 cities identified WhatsApp as a primary source of financial information, and 28% reported acting on financial information
received via WhatsApp without independent verification. These figures suggest that retail investment decisions in a significant
segment of India's rapidly growing investor base are being made in an information environment where misinformation has a
structural virality advantage over accurate analysis.

7. CASE STUDIES: THE VIRALITY GAP IN ACTION

The following four case studies represent distinct categories of political misinformation in India. Together they illustrate the range
of contexts in which the virality gap has produced measurable harm.

CASE STUDY 1 The WhatsApp Lynchings (2017-2018): When Misinformation Kills

Between 2017 and 2018, at least 33 people were killed in mob attacks across India triggered by WhatsApp messages falsely claiming
that strangers in local areas were child kidnappers or organ traffickers. The messages were characterised by locally specific details
-- names of villages, descriptions of vehicles, specific threats -- which gave them the appearance of credible community intelligence.
Fake videos from accidents and unrelated incidents were attached to create visceral emotional urgency. In case after case, the pattern
was identical: a WhatsApp message spread through local group chains, reaching hundreds of recipients within hours; the message's
local specificity and the trust relationships within the group provided implicit credibility; and by the time authorities attempted to
issue corrections through public announcements, the mob had already formed. At least 24 people were killed in 2018 alone, the
worst year of the epidemic. The Indian Supreme Court issued landmark guidelines in July 2018 in Tehseen Poonawalla v. Union of
India, directing state governments to prevent mob violence through designated nodal officers, fast-track courts, and public awareness
campaigns. WhatsApp limited message forwarding to five recipients as a direct response. Yet deaths continued through 2019 and
beyond. The lynchings represent the most extreme endpoint of the virality gap: the six-hour window in which false content reaches
its audience before any correction can arrive was literally a window in which lives were lost.

CASE STUDY 2 Lok Sabha 2019: "India's First WhatsApp Election"'

The 2019 Lok Sabha election, in which the BJP won a landslide majority, was widely described by journalists and researchers as
India's first WhatsApp election. AltNews and BOOM Live documented over 400 viral false stories in the three months preceding
the election, the majority targeting religious minorities or political opponents. Fabricated videos of political leaders making
statements they had not made, false crime statistics attributed to minority communities, misleading economic data presented as
government achievements, and Al-manipulated footage of opposition rallies were among the documented categories. The Oxford
Internet Institute found widespread computational propaganda and coordinated inauthentic behaviour across both the BJP's and
Congress's digital networks. WhatsApp political groups, some with hundreds of thousands of members reached through chain
forwarding, became the primary distribution infrastructure for this content. The Election Commission of India's attempts to monitor
and remove violating content were significantly outpaced by the volume and speed of misinformation spread. Major social media
companies signed a voluntary code of ethics with ECI but enforcement was limited. Post-election surveys found that a significant
proportion of voters in multiple constituencies recalled specific pieces of campaign misinformation as factual information,
suggesting measurable impact on political cognition.

CASE STUDY 3 The COVID-19 Infodemic (2020-2021): Health Meets Politics

India's COVID-19 misinformation crisis was inseparable from its political dimension. False health information -- fabricated cures,
conspiracy theories about the virus's origin, false safety claims about vaccines -- spread through WhatsApp alongside politically
framed misinformation about the government's management of the crisis. A University of Michigan study found that 33% of health
misinformation on Indian platforms during the pandemic directly led to harmful behaviours: rejection of vaccines, use of unverified
home remedies including cow urine, and medical consultation avoidance. The political dimension was explicit: misinformation
blaming minority communities for spreading the virus circulated through the same WhatsApp networks that had previously
distributed communal misinformation. Fact-checkers at AltNews documented multiple instances of fabricated statistics about
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Muslim communities' COVID infection rates being circulated by politically aligned accounts. The government's own
communication -- including the Ministry of Health's WhatsApp tip line, which fielded over 5 million queries -- could not match the
volume and emotional force of misinformation circulating through private networks. India's second COVID wave in April-May
2021, which produced a catastrophic hospital capacity crisis, was accompanied by a parallel misinformation wave that included
false claims about oxygen availability, hospital bed counts, and mortality figures -- content that actively hindered the public health
response.

CASE STUDY 4 The 2024 Lok Sabha: Deepfakes Enter the Arena

The 2024 general election, won by the BJP's NDA alliance with a reduced majority, marked a qualitative escalation in the
sophistication of political misinformation. Al-generated deepfake videos of political leaders became a documented feature of the
campaign. In Telangana state elections in 2023 -- a preview of what followed nationally -- a deepfake video circulated showing a
senior party leader urging voters to support his rival party; it was fabricated but convincing enough to require explicit debunking by
the party. During the 2024 national campaign, AltNews documented over 950 viral false stories in three months, more than double
the 2019 figure, with deepfake videos accounting for a substantially larger proportion of debunked content. The Election
Commission's Al-monitoring system, launched in 2024, removed significant volumes of false political advertising, but investigators
noted that removal of specific pieces of content had limited effect when the same content was simultaneously circulating in tens of
thousands of encrypted WhatsApp group chats beyond the reach of any moderation system. Nature's analysis of 2 million pre-
election WhatsApp messages found Al-generated content depicting Hindu religious figures making inflammatory statements against
Muslims -- content designed to inflame communal sentiment ahead of polling in constituencies where communal votes are
electorally decisive.

Figure 7: Misinformation Volume - Lok Sabha 2019 vs. 2024 Elections
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Figure 7: Comparison of documented misinformation metrics between Lok Sabha 2019 and 2024 elections. Sources: AltNews
Annual Reports (2019, 2024), BOOM Live, ECI data, platform transparency reports.

8. COUNTERMEASURES AND THEIR EFFECTIVENESS

8.1 India's Fact-Checking Ecosystem

India has developed one of the world's more robust fact-checking ecosystems, though it remains structurally outpaced by the scale
of the misinformation problem it is attempting to address. AltNews, BOOM Live, Factly, The Quint's WebQoof, Vishvas News,
Newschecker, and a growing number of regional-language fact-checkers collectively debunk thousands of false claims per year.
The number of active fact-checking organisations grew from 2 in 2016 to approximately 27 by 2024, and annual debunks published
grew from roughly 80 to an estimated 2,800 over the same period.
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This growth is significant, but the ratio of correction to misinformation remains deeply unfavourable. During the 2024 Lok Sabha
campaign alone, AltNews and BOOM between them published over 620 debunks in three months -- roughly 7 per day. Against an
estimated backdrop of hundreds of new false viral stories per day across all platforms and languages, this represents a small fraction
of the actual misinformation ecosystem. The resource constraint is critical: India's fact-checking organisations are primarily funded
through reader donations and grants, operating with teams of dozens of staff against a misinformation production machine that costs
almost nothing to operate and is frequently funded by political actors with substantial resources.
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Figure 8: India Fact-Checking Ecosystem - Growth 2016-2024
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Figure 8: Growth of India's fact-checking ecosystem 2016-2024. Sources: IFCN data, AltNews, BOOM Live annual reports,
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India's Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, introduced new obligations
for social media platforms classified as Significant Social Media Intermediaries (those with over 5 million users). Requirements
include the appointment of a Chief Compliance Officer and Nodal Contact Person in India, a Grievance Officer reachable by users,
and -- most controversially -- the identification of “the first originator” of messages deemed to be in violation of law or public order.

The traceability requirement for WhatsApp has generated significant legal controversy. WhatsApp challenged the requirement in
the Madras High Court, arguing that compliance would require breaking end-to-end encryption for all users globally -- a structural
impossibility given that encryption cannot be selectively applied. The case remains ongoing. Civil society organisations including
the Internet Freedom Foundation have raised concerns about the rule's potential to suppress political speech if the government can
demand identification of message originators for broadly defined "public order" violations.

The IT Rules 2021 also introduced a government-established Fact Check Unit (FCU) with authority to direct social media platforms
to remove content identified as false about "central government™ activities -- a provision challenged in the Supreme Court as a form
of government-controlled censorship that goes beyond addressing misinformation and into suppressing legitimate political criticism.

8.4 Digital Literacy Initiatives

WhatsApp, in response to the 2018 lynching crisis, invested in a large-scale digital literacy campaign in India, including full-page
newspaper advertisements in multiple languages, a share button labelling initiative, and a digital literacy course in partnership with
the Digital Empowerment Foundation. Google's News Initiative trained 8,000 journalists in seven Indian languages in 2018 in anti-
misinformation practices. The government's Samvad initiative brought together government and private sector actors to develop
digital literacy education content.

The evidence on the effectiveness of these campaigns is mixed. WhatsApp's forwarding limit and forwarded label reduced some
metrics of viral content spread but were systematically circumvented by politically motivated actors using clone applications and
anonymous phone numbers. Journalist training programs increased fact-checking capacity in participating newsrooms but did not
address the underlying digital literacy deficit among the hundreds of millions of new internet users who were the primary vectors
of WhatsApp misinformation spread.

The strongest model for population-level digital literacy comes from Finland, which ranks first globally for misinformation
resistance after decades of embedding media literacy education in the national curriculum. India has not yet implemented a
comparable national digital literacy curriculum, though the National Education Policy 2020 references media literacy as a
competency goal. The gap between policy acknowledgment and systematic implementation remains wide.

9. DISCUSSION
9.1 Why Standard Solutions Are Insufficient for India

The interventions that have shown modest effectiveness in Western democracies -- fact-check labels on Facebook posts, Community
Notes on Twitter, algorithmic demotion of flagged content on YouTube -- are structurally insufficient for India's misinformation
problem for several reasons. First, they address public platforms and ignore the encrypted private-messaging ecosystem where the
majority of India's misinformation circulates. Second, they operate primarily in English and Hindi, leaving regional language
misinformation ecosystems largely unaddressed. Third, they are reactive: they respond to viral content that has already been seen
by millions of users, rather than preventing or pre-empting false content from achieving viral reach.

The inoculation theory approach -- prebunking rather than debunking -- has shown promise in experimental settings but has not
been deployed at scale in India. Cambridge's Bad News inoculation game was designed in English and is not culturally adapted for
the range of manipulation techniques specific to Indian political misinformation. A comparable inoculation approach for the Indian
context would need to address the specific emotional triggers -- religious identity, communal tension, nationalist sentiment -- that
Indian political misinformation typically exploits.

9.2 The Political Economy of Misinformation in India

Understanding India's virality gap requires engaging with the political economy of misinformation production. The BBC's 2024
investigation documented a market for paid political misinformation content: influencers and pseudo-news channels routinely
accepting payment from political consultancies to produce and distribute false or misleading content, with fees ranging from Rs.
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15,000 to Rs. 1 lakh per video. During state elections, political parties' "IT cells" -- dedicated social media operations staffed by
paid workers -- systematically produce and distribute content designed to go viral through partisan networks.

This market creates a structural supply-side pressure on the misinformation ecosystem: as long as political actors find it valuable
and cost-effective to produce misinformation, and as long as the platforms through which it distributes do not impose meaningful
accountability for false content, the supply of political misinformation will exceed the capacity of any fact-checking or correction
ecosystem to address it. Platform accountability is therefore not merely a technical intervention but a political economy intervention:
it changes the cost-benefit calculation for misinformation producers.

9.3 Democratic Stakes

The implications of India's virality gap for democratic processes are profound and extend beyond theoretical concern. Elections in
the world's largest democracy are being contested in an information environment where false content has a systematic, structural
advantage over true content; where the majority of political news consumption occurs on a platform that cannot be monitored or
moderated at scale; where fact-checking capacity is orders of magnitude smaller than misinformation production capacity; and
where the political actors who benefit most from misinformation have limited incentives to support regulatory frameworks that
would constrain it.

The 2024 Lok Sabha result -- in which the incumbent coalition received a reduced majority that required coalition partners to form
government, in contrast to the decisive single-party majority of 2019 -- prompted significant post-election analysis of how the
misinformation ecosystem may have influenced voter perceptions in competitive constituencies. Definitive causal claims about
election outcomes and misinformation are methodologically difficult, but the weight of evidence suggests that the virality gap
represents a material influence on democratic outcomes in India, not merely a media phenomenon.

10. RECOMMENDATIONS

Addressing India’'s virality gap will require a coordinated national strategy spanning five key domains. No single intervention is
sufficient. The structural nature of the problem demands structural responses.

10.1 Platform Accountability
- Extend the mandatory fact-check partnership model to regional language content, covering all 22 scheduled languages on
all Significant Social Media Intermediaries.

- Require WhatsApp to provide anonymised, aggregate metadata on forwarding chains to authorised independent
researchers without compromising individual message privacy.

- Mandate pre-sharing accuracy prompts for political content identified by machine learning as likely to contain
emotionally manipulative language -- a measure shown to reduce misinformation sharing by 8-15% in experimental
studies (Pennycook & Rand, 2021).

- Require platforms to publish quarterly India-specific transparency reports on misinformation volumes, languages, and
platform responses, with independent third-party auditing.

10.2 Digital Literacy at Scale
- Integrate a dedicated media and digital literacy module into the national curriculum at secondary school level, as
recommended in principle by NEP 2020 but not yet implemented systematically.

- Fund a national digital literacy campaign in all 22 scheduled languages, modelled on Finland's systematic media literacy
approach, delivered through community radio, local television, and WhatsApp-compatible short-video formats.

- Support the development of India-specific inoculation training content that addresses the specific manipulation
techniques -- appeals to religious identity, communal threat framing, nationalist narrative manipulation -- most
commonly used in Indian political misinformation.
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10.3 Fact-Checking Infrastructure

Establish a permanent government grant mechanism for independent fact-checking organisations, modelled on the UK's
DCMS grant to Full Fact, with strict editorial independence conditions.

Support the expansion of IFCN-certified fact-checkers in all major regional language markets, prioritising languages
currently lacking any certified fact-checking presence.

Fund real-time WhatsApp tip-line infrastructure that allows citizens to report suspicious content to fact-checkers in their
own language, with target response times of under two hours during election periods.

10.4 Regulatory Reforms

Reform the IT Rules 2021 Fact Check Unit to remove government authority to determine what constitutes false
information about its own activities, replacing this with an independent regulatory body on the model of OFCOM (UK)
or ARCOM (France).

Enact a dedicated Anti-Lynching Act at the national level as repeatedly recommended by the Supreme Court, with
specific provisions for fast-track prosecution of identifiable misinformation producers who create content that
foreseeably contributes to mob violence.

Negotiate a bilateral data-sharing agreement with WhatsApp/Meta for emergency access to forwarding chain metadata
during documented crisis situations such as active communal violence events, with appropriate judicial oversight.

Table 4: Recommended Interventions -- Priority and Timeframe

Domain Intervention Priority Timeframe

Platforms Regional language fact-check coverage Critical Short-term (0-1 yr)
(all 22 languages)

Platforms Pre-sharing accuracy prompts for High Short-term (0-1 yr)
political content
Platforms India-specific quarterly transparency High Short-term (0-1 yr)
reports
Education Media literacy in national curriculum Critical Medium-term (1-3 yr)

(NEP 2020 implementation)

Education National digital literacy campaign (22 High Medium-term (1-3 yr)
languages)
Fact-checking Government grant mechanism with Critical Short-term (0-1 yr)

editorial independence

Fact-checking Regional language IFCN-certified High Medium-term (1-3 yr)
expansion
Regulation Reform IT Rules FCU to independent Critical Medium-term (1-3 yr)
body
Regulation National Anti-Lynching Act High Short-term (0-1 yr)
Research WhatsApp metadata sharing for Medium Long-term (3+ yr)

researchers (anonymised)

11. CONCLUSION

India's virality gap is not simply the global virality gap playing out at a larger scale. It is a qualitatively distinct phenomenon, shaped
by an information ecosystem in which an encrypted, trust-based messaging platform accounts for nearly two-thirds of all
misinformation spread; where 22 official languages create moderation blind spots that political actors actively exploit; where
hundreds of millions of citizens entered the digital information environment in a matter of years without any prior training in
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evaluating online content; and where political actors across the spectrum have invested substantially in the capacity to produce and
distribute false content through partisan digital networks.

The evidence from existing studies is clear. India ranks first globally for misinformation risk. Political misinformation in India
spreads eight times faster than verified truth -- faster than the global average -- reaches audiences 25 times larger, and circulates in
an environment where corrections reach only one in seventeen people who encountered the original false claim. The WhatsApp
lynching epidemic, the documented deepfake campaigns of 2024, the stock market manipulation through social media, and the
COVID-19 infodemic are not isolated failures. They are the predictable, recurring consequences of a structural information
environment that rewards the production and spread of false content and imposes no meaningful accountability on those who
produce it.

Addressing this requires political will as much as technical solutions. Platforms must be held accountable for the foreseeable
consequences of their architecture and algorithm choices in India's specific context. Governments must invest in digital literacy at
the scale the problem demands, not the scale of current budgets. Fact-checkers must be funded and protected. And the political
actors who benefit from the virality gap must face meaningful electoral and legal consequences for weaponising it.

The virality gap in India is not inevitable. It is the product of choices made by platform designers, regulators, political actors, and
media owners. Those choices can be made differently. What the research makes clear -- and what this paper has attempted to
document with precision -- is what it costs when they are not.

"The levels of polarization and media distrust in India are such that there are pockets of citizens who are quickly willing to
believe certain things about groups they see as antagonistic to their interests. On virality, many groups with vested interests,
including politicians, have well-established networks through which they operate and can quickly turn things viral."

— Prof. Joyojeet Pal, University of Michigan, on India's Misinformation Risk (2024)
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