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Abstract--Phishing involves the act of tricking individuals into
divulging their sensitive financial information to unauthorised
user and the need to survey and analyse different methods that
has used is paramount so as to help the incoming researchers.
This will help the researchers since some literatures has been
reviewed and this will motivate them to work under phishing
since the methods has been analysed. The analysis is based on the
different approaches, the result and conclusions of each work.

Keywords:Phishing attacks, Hyperlink, LinkGuard algorithm,
echololation,loudness, frequency.

I.  INTRODUCTION

Recent developments in information technology have led to a
renewed interest in internet security. Information technology
has seen as a key factor in the economy development of a
nation. The threat of technology-based security attacks is well
understood and Information Technology (IT) organizations
have tools and processes in place to manage this risk to
sensitive corporate and personal data.

Whilea variety of definitions of the term phishing have been
suggested, the definitionsuggested by [18] define Phishing as a
form of social engineering in which an attacker, also known as
a phisher, attempts to fraudulently retrieve legitimate users'
confidential or sensitive credentials by mimicking electronic
communications from a trustworthy or public organization in
an automated fashion to “fish" for passwords and financial
information from the sea of Internet users.

The impact of phishing on the global economy has been quite
significant: RSA estimates that worldwide losses from
phishing attacks cost more than $1.5 billion in 2012, and had
the potential to reach over $2 billion if the average uptime of
phishing attacks had remained the same as 2011[21].

The academic work on phishing has been diverse, with a
useful starting point being the book by Jacobson [18].
Researchers have tried to understand the psychology of the
process [3], how to block the spam email containing the initial
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enticement [6], and how server operators might automatically
detect fraudulent sites [14].

Phishing attacks affect millions of internet users and are a
huge cost burden for businesses and victims of phishing [2].
Gartner research conducted in April 2004 found that
information given to spoofed websites resulted in direct losses
for U.S. banks and credit card issuers to the amount of $1.2
billion [15].

According to the Russell Kay [5], up to 20% of unsuspecting
recipients may respond to them, resulting in financial losses,
identity theft and other fraudulent activity against them.
Financial institutions are at risk for large numbers of
fraudulent transactions using the stolen information [12].

Il. MATERIALS AND METHODS
The material used is the previous work that has been done on
phishing attack, their methods used as well as the output so
that it can serve as a guide for the incoming researchers on the
same area. Each method was well analysed and the result was

There are many research works to characterise or model
phishing attack [22]. In many cases, phishers attract users by
e-mail spoofing [8]. The acquisition trick which employs some
phishing sites is called web-spoofing [9]. Web-spoofing can
be categorised into three: downloading, cross siting scripture
(XSS) and deceit. Downloading attracts the user to download
and install free software out of which may be crime-ware. The
phisher can steal user’s financial information through this
software. XSS exploits the vulnerabilities of a legitimate site
to forward personal information to a phishing site.

Ahmad Alamgir Khan (2013) presented a novel approach for
Preventing Phishing Attacks using One Time Password and
User Machine Identification. This system called Anti-Phishing
Prevention Technique (APPT) is based on the concept of
preventing phishing attacks by using combination of one time
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random password and encrypted token for user machine
identification. The first step is to retrieve the password by
SMS or by alternate emails, during that process encrypted
token is created which have user specific data and is stored in
the user machine. Second step is to access the required website
with the password and valid token which are required for
successful authentication. The diagram below illustrates how
it works

S5L Encrypted Traffic

1. User login to get OTP

-
— 2. User authentic ation successfinl
3. User request o get OTP
#*
4. Server respone with OTP and token
Server
User receives OTP Token is stored
on mobile/email on User machine

The user will go to one time password (OTP) retrieval site to
receive the random password which they can receive through
SMS or e-mail, after authenticating the OTP, token will also
require to gain access to the website. Any disparity between
the two will lead to access not granted. The token at each log
in is different from the other so as to check the fraudsters. The
figure below demonstrate how the user and machine
authentication is performed

S5L Encrvpted Traffic

1. User logs m to sensitive site

2. Server verifies the user and encrypted —
token status of machine and after
successiul verification access is granted

Server User

After the login is successful, the financial transaction can then
made in the format below

APPT — Welcome User: agwert

Card Holder Name: |
Card Number:

Expiry Date:
Security Code:
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He concluded that by using APPT it can be assured that attack
like Phishing can be prevented to a large extent. However,
future work has to be done to provide more secure encryption
technology that will be difficult to break. Users also have to be
made aware of the risks they face on internet, and they should
responsibly use the internet for their benefit

M.Madhuri, K.Yesewini and U. VidyaSagar (2013)
designed an Intelligent Phishing Website Detection and
Prevention System by using Link Guard Algorithm. They
proposed a new end-host based anti-phishing algorithm by
utilizing the generic characteristics of the hyperlinks in
phishing attacks. These characteristics are derived by
analyzing the phishing data archive provided by the Anti-
Phishing Working Group (APWG). LinkGuard algorithm
works by analyzing the differences between the visual link and
the actual link (it is based on the characteristics of phishing
hyperlinks and has a verified very low false negative rate). It
uses the string pattern matching by classifying the hyperlink in
the previous attack to determine new ones. The algorithm used
were given below:
v_link: visual link;

a_link: actual_link;
v_dns: visual DNS name;
a_dns: actual DNS name;
sender_dns: sender’sDNS name.
intLinkGuard (v_link, a_link} {
1 v_dns = GetDNSName (v_link);
2 a_dns = GetDNSName (a_link);
3if ((v_dns and a_dns are not
4 empty) and (v_dns! = a_dns))
5 return PHISHING;
6 if (a_dns is dotted decimal)

7 return POSSIBLE_PHISHING;
8 if (a_link or v_link is encoded)
94
10 v_link2 = decode (v_link);
11 a_link2 = decode (a_link);
12 return LinkGuard (v_link2, a_link2);
13}

14 /* analyze the domain name for
15 possible phishing */

16 if (v_dns is NULL)

17 return AnalyzeDNS (a_link);

1763



International Journal of Engineering Research & Technology (IJERT)
ISSN: 2278-0181
Vol. 3 Issue4, April - 2014

}
intAnalyzeDNS (actual_link) {

/* Analyze the actual DNS name according
to the blacklist and whitelist*/
18 if (actual_dns in blacklist)
19 return PHISHING;
20 if (actual_dns in whitelist)
21 return NOTPHISHING;
22 return PatternMatching(actual_link);
}
intPatternMatching (actual_link){
23 if (sender_dns and actual_dns are different)
24 return POSSIBLE_PHISHING;
25 for (each item prev_dns in seed_set)
26 {
27 bv = Similarity(prev_dns, actual_link);
28 if (bv == true)
29 return POSSIBLE_PHISHING;
30}
31 return NO_PHISHING;
}
float Similarity (str, actual_link) {
32 if (str is part of actual_link)
33 return true;

34 intmaxlen = the maximum string
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35 lengths of str and actual_dns;
36 intminchange = the minimum number of
37 changes needed to transform str
38 to actual_dns (or vice verse);
39 if (thresh<(maxlen-minchange)/maxlen<1)
40 return true

41 return false;
}

They concluded that LinkGuard is effective, light-weighted
and can detect up to 96% unknown phishing attacks in real
time. It can also be useful to shield users from malicious or
unsolicited links in web pages and instant messages. Its
limitation is that it only implemented on Window XP
operating system.

Joshua S. White, Jeanna N. Matthews and John L. Stacy
(2012) designed a Method for Automated Detection of
Phishing Websites through both Site Characteristics and
Image Analysis. The method relies on real-time gathering and
analysis of URLs posted on social media sites. The pages
pointed to by each URL were characterized with a set of easily
computed values such as page title text and number of links,
images, forms, iframes and metatags. They take the screen
shot of the image using cutycapt and computed the hash
function of the resulting image. They compared the images on
the websites by calculating the Hamming distance (Aggarwal
et al, 1999) between their hash values. Hamming distance
detects the similarity of two equal strings that the exact same
length. The results demonstrated the feasibility of these
techniques by comparing legitimate sites to known fraudulent
versions from Phishtank.com, by actively introducing a series
of minor changes to a phishing toolkit captured in a local
honeypot and by performing the same process on a set of over
2.8 million URLs posted to Twitter over 4 days in August
2011. The representation of the method used was given below
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"logger" message
Direct APl Feed From Twitter Statistics Output Flat File Alert Logging On
(In This Example Twitter) [url_stats.csv] Simularity Score
[get_tweets.phpl [syslog]

3

char. mark pass image
pass JSON tweets stats similarity file name
3 3 write hash table,
Parse Out URL's Automatic Characteristic hamming distance score
From Larger Dataset Duplicate/Simularity
[parse_tweets.php] Searching Routine
pass parsed URLS l pass URLs for furthur Output Image Directory
processing [images/]
y b
Analyze Each URL For write
Site Characteristics Capture Imagt;s 0': Suspect lURth image read images
[get_stats_on_urls.php [get_images_and_sha2_on_urls.php]
Launch Virtual X Session : :
. [xvfl-run] |
| _ : SHAS5125um, MD5Sum or pHash
: Launch Virtual Browser | Calculation of Web Page
| [cutycapt] : Screenshots For Simularity
Searching Using Hamming
Take Full Web Page Screenshot Calculations
[imagemagic] J [PHamIN.py]
Fig 1: Phishing detection process overview
The result of their research using the model above
weregiven in the table below
Table 1: Known Phishing/Non-Phishing Site Characteristics
File IName File pHash | File MID5Sum File SHAS1?Sum Hamming Hammimg Score | Hamming Score
Score (pHash) (WID5Smm) (SHAS1ZSum)
darksen-paypal-pape- | 1844671081 | Bl314d7d2544 | 9555203e5535305M00e476d1a6 0 0 0
phishing-site- 7257852605 | f9TEsTa36adad | 4316d0F0Efcctad4dd 15TV aafod
original.png 52dal Sde24Bafe5813363058acdflaa40
dba3f5b18acleboceSh3ad08d
THbLETSaadl00Ds T
darkson-paypal-page- | 1844671081 | d2b33166025bI7 | 4d35160800e3250ded72108cdk: | a8 35
phishing-site-rev2.png | 72576526058 | dch838017a7c7 | 14373cd015f7a30d2d5%e01d=B83
d1Zhb Bae3073eel THcd2B000d3 2eabel
Siffebeldacdllec3Ede26dd5147
fea7Teb4a12191cETE9
clarkson-paypal-page- | 1844571081 | b5858446a3f38 | c3d09715301089660 20120205 0 8 g
phishing-site-revi.png | 72376526058 | 593116554583 | 213500b3ea434 7400533502025
1500 4063b TacTab 73355 Teel T4d
D14257e5ad55f5hf5d5%cb18585F
45c080da400a4daffE32
darkson-paypal-page- | 1844672840 | 34b551dal5320 | BO25e65CT234H6cBCI1ThEI135a | 7 g a8
phishing-site-revd.png | B306326113 | 373cd51b3eeTd | b3SEHML3I18TE2CcBESdd16abT40
chbb7ia 208432eci401bESLEE1 54 hafsT
SB844408414dh255f7154=05655
5028827113213 7HclEt
darkson-paypal-page- | 1844571081 | dfTEE130102B0 | 55215dae 23 75e3e53 TagboradT 3 10 24
phishing-site-revi.png | 6720738145 | c2fde@fSe4270b | 6A04iB5a134663460 75 0fB5aae
S ShSd85h TBCc2551B2f57a52a51d2
azbZh736b01 T3 E5d4h2a601e29
1437 3216b25=06318
ezine-screenshot-same- ( 1583571362 | Be434d107435 | £3c52d2d4fe608c0Bf5004661260 ( 1 1 q
characteristics-as- 2343309965 | 41c3SacdbdaZe | 204a8cdff8al6c24ad30513487d
paypal.png B ibk actf3ed18f5a4bdf33397H00dcTh
3f4d37T5eedlcheddeba®E12 156
aflc5ecGTh33BEEE

They concluded that this approach can compare known  future work can be done on how to use o routines that
phishing sites and their legitimate counterparts. This method automatically find correlations between potential phishing
has been able to find the a number of phishing sites from a live pages and known trusted sites. A cluster analysis can also be
dataset and also gained critical insight into how to effectively  used to identify clusters of pages with similar characteristics.
and efficiently gather format and analyse this social data. The
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MallikkaRajalingam, Saleh Ali Alomari and Putra Sumari
(2012), developed a system on Prevention of Phishing Attacks
Based on Discriminative Key Point Features of WebPages.
They present an effective image-based anti-phishing scheme
based on discriminative key point features in WebPages. They
use an invariant content descriptor, the Contrast Context
Histogram (CCH), to compute the similarity degree between
suspicious pages and authentic pages. The method used is in
three phases namely:

1) Web page snapshot

2) Image wizard

3) Comparison of web pages.

The first phase was to take the snapshot of the authentic
pageand save in the file system in the required image format.
It should be saved only in any of the image format because the
web page has to be compared with the actual image. The
second phase is to create a wizard to compare the images.s.
This Wizard is designed in such a way that everything appears
in the wizard is clear and systematic. Separators are used to
clearly distinguish each one. The last one is the comparison,
the image wizard module user can give the ratio of the
accuracy they need while comparing images [11]. The image
was then converted to its equivalent Red, Green and Blue
image format. The mean average and standard deviation of
each was then determined. The absolute value of the two
standard deviations was used to determine the authenticity of
that message. If the absolute value is zero, it shows that the
message is from a reliable source, else it is a phish message.
They concluded that developing an image based comparison
method which compares the images based on the color values
give an accurate result and only the company which created
that website knows about the color range of the images present
in the web page. None can design a fake web page similar to
the original page with that same color range. They suggested
that in future, one can develop a fully automated crawling
framework by using attribute-based phishing attacks that
developed for testing, along with main experimental results.

RadhaDamodaram and M.L.Valarmathi(2012)
presentedPhishing website detection and optimization using
Modified bat algorithm (MBAT). Bat Algorithm is an
intelligent resilient and effective model that is based on using
association and classification Data Mining algorithms. These
algorithms were used to characterize and identify all the
factors and rules in order to classify the website using the
relationship that correlate them with each other also compared
their performances, accuracy, number of rules generated and
speed. Even though the rules generated from the associative
classification model showed the relationship between some
important characteristics like URL and Domain Identity, and
Security and Encryption criteria in the final phishing detection
rate, there is no optimal solution. The MBAT is a
metaheuristic algorithm to get an optimal solution for the
search of fake websites. The MBAT algorithm optimizes a
problem by iteratively trying to improve a solution with regard
to a given measure of quality. The Modified Bat Algorithm is
based on the echolocation behaviour of micro-bats with
varying pulse rates of emission and loudness with Doppler
Effect. All bats use echolocation to sense distance, and they
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also determine the difference between food/prey and
background barriers in some magical way. Bats fly randomly
with velocity vi at position xi with a fixed frequency fmin,
varying wavelength A and loudness AO to search for prey.
Doppler Effect is the change in frequency of a wave for an
observer moving relative to the source of the wave. The
received frequency is higher (compared to the emitted
frequency) during the approach, it is identical at the instant of
passing by, and it is lower during the recession. The workflow
and the algorithm used were stated below

PHISHIN G
WEBSITES
[ejﬂ_ng 'I'I‘a.‘l.‘l'l.‘l.‘l'lg
FEATURE
EXTRACTION
ASSOCIATION
ULE MINTNG
Cenerate Rules
FUZEY
AS50CIATION

CLUSTERING

Defurzification

¢ FUZZIFICATION

Calculate
mesmbership WEBSTTE
values PHISHING RATE

Association and Classification Rule

Input: Webpage URL

Output: Phishing website identification

Step 1: Read web phishing URL

Step 2: Extract all 27 feature

Step 3: For each feature, Assign fuzzy membership degree
value and Create fuzzy data set
Step 4: Apply association
classification rule

Step 5: Aggregate all rule above minimum confidence.

Step 6: Defuzzification of fuzzy values into original values.
Step 7: Apply rule on test data and find whether the site is
phishing or not and these steps are shown in Fig.2

rule mining & generate

MBATAlIgorithm

Obijective function f(x), x=(x1....xd)T

Initialize the bat population xi = 1,2...n) and Vi Define Pulse
frequency fi atxi

Initialize the rates riand the loudness Ai

While (t < Max number of iterations)

Generate new solutions by adjusting frequency, Apply
equation (1)

And updating velocities and locations /solutions [Equations
(2) and (4)]

If (rand >ri)

Select a solution among the best solutions
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Generate a local solution around the selected best solution End
if

Generate a new solution by flying randomly If (rand <Ai
&f(xi) < f(x*))

Accept the new solutions

Increaseri and reduce Ai end if

Rank the bats and find the current best x*

end while

where,

f=f= == Fo . (1)
fi = fmin + (fmax — fmin)p, .......... 2
vit = vit-1 + (xit—x*)fi, ... 3
xit=xit-1 +vit, L (@)

Where C is the velocity of waves in the medium, V, is the
velocity of the receiver relative to the medium; positive if the
receiver is moving towards the source, Vs is the velocity of the
source relative to the medium; positive if the source is moving
away from the receiver.p[0, 1] is a random vector drawn from
a uniform distribution. Here x* is the current global best
location (solution) which is located after comparing all the
solutions 4 among all the n bats.

These characteristics were tested using the same association
and classification algorithm of previous bat algorithm. They
concluded that using MBAT, it is more accurate in combating
phishing activities than ordinary Bat Algorithms. Also, the
time consuming is lesser and the error rate is minimal than the
previous ones.

Ch.sonika and D.RaagaVamsi(2012) proposed a system on
Adaptive Classifier and Associative Algorithms for phishing
detection. They presented a novel approach to overcome the
challenge and complexity in detecting and predicting offline
phishing data. They proposed an intelligent effective model
that really based on using improved classification like
improvedC4.5, PRISM, PART and association mining
algorithms MCAR. This strategy uses different classification
algorithm and techniques to extract the phishing training
dataset to sort out their legitimacy. The proposed framework
was given below
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ANTI-FHISH
MECHANISMI

Fig 3: the proposed system

The phishtank from the phishtank.com were used to test the
implementation of this system. Phishtank.com was considered
to be the primary phishing report collections which consist of
the time of report and further details about the screenshots of
the webpages. Data mining algorithms require an offline
training phase, but the testing phase requires much less time

PART algorithm is based on account that it combines both
approaches to generate a set of rules. PRISM is naturally a
classification rule that may only trot out nominal attributes and
doesn't do any pruning. MCAR algorithm involves two
phases: rules generation and a classifier builder. In the initial
phase, MCAR scans the training data set to discover frequent
single items, after which recursively combines their products
generated to produce items involving more attributes. MCAR
then generates ranks and stores the rules. Supplied in the
second phase, the foundations are utilized to build a classifier
by considering their effectiveness on the training data set.
They also compared their performances, accuracy, range of
rules generated. They concluded that this research work
mainly identifies several new and generic features for
identifying phishing URLs. Proposed Improvedc45 classifier
and MCAR achieves a very high accuracy. One of the major
contributions of this work is a large scale measurement study
conducted on phishtank web urls.the future work future work
could investigate how well it can be adapted to perform online
phishing web classification.

PonnurangamKumaraguru, Steve Sheng, Alessandro
Acquisti, Lorrie Faith Cranor, and Jason Hong (2007)
carry out research on Lessons from a Real World Evaluation
of Anti-Phishing Training. This study was conducted at a large
Portuguese company and allemails and training materials were
translated into Portuguese. Allparticipants in the study worked
in the same floor of an officebuilding. They used PhishGuru
methodology to train users aboutspear phishing and test it in a
real world setting with employees of a Portuguese company.
The results demonstrated that the findings of PhishGuru
laboratory studies do indeed hold up in a real world
deployment. Specifically, the results from the field study

1767



1JERTV31S041278

showed that a large percentage of people who clicked on links
in simulated emails proceeded to give some form of personal
information to fake phishing websites, and that participants
who received PhishGuru training were significantly less likely
to fall for subsequent simulated phishing attacks one week
later. They concluded thatTargeted spear phishing attacks
have been more successful than generic phishing attacks in
coning people and causing damages to companies and
individuals.

CONCLUSION

In this work, different papers have been reviewed, the methods
and their result were well analysed and this will encourage
new researcher most especially on phishing attack. This will
enable the researcher to know how to review paper in any area
of their research which will definitely give them the focus in
their respective researches.

This work covers the different methods that has been used on
phishing attacks future works can be focused on another area
of computer security.
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