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Abstract- In this paper we propose a wireless sensor network, 

which is a new technology and that gathers the data from the 

hostile environment. The tradeoff between reliability gain v/s 

the energy consumption, they maximize the WSN system 

lifetime. For this, we determining best redundancy and also best 

intrusion detection system. The multipath routing provides the 

best communication for the nodes and also improves the load 

balancing and quality of service. So we are developing a novel 

probability model to analyze the best redundancy level in terms 

of path redundancy and source redundancy. 
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I. INTRODCTION 
 

The WSN’s satisfies QoS requirements such as 

scalability, reliability, timeliness and also  it minimize the 

energy consumption. The energy consumption is due to (1) 

transmitting/receiving data. (2) Processing query requests 

and (3) forwarding queries/data to neighboring nodes. One of 

the problems is the technique that is used for improving or 

reducing the reliability gain v/s energy consumption, they 

maximize the WSN system lifetime. So, to overcome this 

problem, clustering is the best solution and also it achieves 

the scalability, energy consumption, and reliability. To 

reduce the energy consumption, we propose a number of 

protocols. These protocols exploring the tradeoff between 

reliability gain v/s energy consumption.The WSNs are used 

in many applications such as military services, forest fire 

monitoring and also it comprises battery powered sensor 

nodes. The multipath routing of WSNs are often becomes 

target of malicious attacks. The attacker tampers the nodes 

physically. The wireless sensor networks contain more 

bandwidth compare to wired networks. 

The technique for sending data in a wireless sensor network 

which will contain some drawbacks 

 

 Utilization of available bandwidth is low. 

 There is Traffic in communication channel. 

 Efficient data transmission will not take place. 

 Packet loss is more. 

 Reliability of communication is low. 

 

Intrusion detection provides some challenges to WSNs, 

due to the lack of resources. The methods that are used to 

develop the traditional networks that  they are not directly 

applied to the WSNs, so they want the resources that are 

not present in the wireless sensor networks. Intrusion 

detection considers the  behavior of a normal system that is 

completely different from the behavior of a system under 

attack. 

 

The tradeoff between reliability gain v/s energy 

consumption will maximizes the WSN system lifetime. To 

overcome this problem, clustering is the best solution. This 

clustering achieves the scalability, energy consumption, and 

reliability. Many wireless sensor networks (WSNs) are 

involved in unattended environment so the energy 

conservation is difficult. So due to limit resources, a WSN 

does not satisfy the QoS requirements such as reliability, 

timeliness and security, scalability but it minimizes the 

energy  consumption. The tradeoff between energy 

consumption v/s reliability 

gain should maximizes the WSN system lifetime so if we 

considering this tradeoff, which is not working properly with 

the malicious attackers. 

 

 

In intrusion tolerance, we solving two problems (1) how 

many paths to be use and (2) what path to use. First we go 

the how many paths to be use problem then we go to the 

second problem that is what path to use. To solving these 

problems we are not consider the routing protocols. Rather, 

for energy conservation, we develop the IDS for intrusion 

detection is performed. The compromised nodes remove the 

HWSN so these compromised nodes are involved in 

intrusion detection to disturb the routing protocols. The first 
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problem “how many paths to use” that tolerates the  

compromised nodes to maximizing the HWSN system 

lifetime. 

 

In WSN, to improve the data delivery, multipath routing 

is an efficient mechanism for fault and intrusion tolerance. If 

we sending information from source to destination through 

multipath, if any one path reaches the destination mean the 

probability will be increases. The tradeoff between reliability 

gains vs. Energy consumption that will maximize the WSN 

system lifetime. To overcome this problem, clustering is the 

best solution and it achieves scalability, reliability, and 

energy consumption. 

 

For considering the management of redundancy, 

data are sending from source to destination through 

multipath in presence of unreliable and malicious nodes. If 

we ignore the tradeoff between reliability gain v/s energy 

consumption, it will shorten the WSN system lifetime. 

 

II. OBJECTIVE OF THE SYSTEM 

 

The project “The management of redundancy for 

multipath routing and intrusion tolerance in unreliable and 

malicious wireless sensor network “is implemented that 

provides the efficient data transmission in wireless sensor 

networkSYSTEM ARCHITECTURE 

 

 

Figure 6.1: Example of a wireless sensor network 

 

If we consider the shortest path from source node 1 

to destination node 6 in figure 6.1, 

 

N1N5N9N6 =  5 (a) 
 

After getting the shortest path (i.e., a), it will 

forward data to the remaining paths, if all  other paths are  

active  then  only  data  is  transmitted   successfully 

,which save the time and traffic and it will send data at high 

speed. 

To overcome this problem and to make a reliable 

communication between source and destination and to save 

time and bandwidth, we consider all shortest paths from 

source to destination 

 

N1N5N9N6 =5 

N1N2N9N6 =6 N1N5N4N6=6 

N1N3N8N10N6 =6 N1N3N8N4N6=7 

 

The nodes N9 and N8 are repeated in two paths, so 

we consider only one path that will contain shortest distance 

and also the throughput is 0 and also wasting of time and 

bandwidth. 

 

To Overcome this we are using management of 

redundancy for intrusion tolerance which, 

 First identifies the multiple path form source to destination. 

 Arrange it according to shortest path. 

 Finds the status of intermediate node active or inactive. 

 make group (cluster ) of Active nodes 

 Find any redundancy path is present if any, remove it and 

kept only valid path which does not contain redundancy path 

 Then send data from all available multiple paths. 

 
 

III. IMPLIMENTATION 

 

There are three modules in our project 

1. Multipath routing 

2. Intrusion tolerance 

3. Energy efficient 

 

1. Multipath routing- To improve the data delivery in WSN, 

multipath routing is an efficient mechanism in fault and 

intrusion tolerance. If we sending the information from 

source to destination through multipath, any one path that 

reaches the destination mean the probability will be 

increases. If we ignore the tradeoff between reliability gains 

vs. energy consumption, it will shorten the WSN system 

lifetime. 

 

2. Intrusion tolerance- In this module, we solve two problems 

I. How many path to be used 

II. What path to use 

The compromised nodes remove the HWSN so these 

compromised nodes are involved in intrusion detection to 

disturb the routing protocols. The first problem “how many 

paths to use” that tolerates the compromised nodes to 

maximizing the HWSN system lifetime. The second problem 

“what path to use tells about the data that reaches the 

destination? 

 

3. Energy efficient- The IDS is implemented in WSN, there are 

two approaches 

The first approach is applicable to flat WSN. Flat WSN are 
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used in between intermediate node that feedback the 

malicious nodes and the energy conservation of a 

neighboring node to the sender node. 

Another approach is to use local host-based IDS for 

energy conservation. 

 

IV. ALGORITHM 

 

 

 

 

 

 

 

 

 

 

 

 

 

V. CONCLUSION 

 

In this paper we performed a tradeoff analysis 

between energy consumption v/s QOS gain in reliability, 

timeliness, and security for redundancy management of 

clustered heterogeneous wireless sensor networks will 

maximizes the WSN system lifetime. The WSN satisfies 

the QoS requirements such scalability, reliability, and 

timeliness. If we ignore the tradeoffbetween reliability gain 

v/s energy consumption it will shorten the WSN system 

lifetime. So we developed a novel probability model to 

analyze the best redundancy level in terms of path 

redundancy (mp) and source redundancy (ms). In future 

work, we are using more malicious attacks for energy 

conservation, reliability, and scalability to investigate the 

intrusion detection and multipath routing based on the 

protocols. 

 

VII RESULTS AND DISCUSSIONS 

 

Finally we eliminate the redundancy path from a WSN 

and find out all shortest path from source to destination. 

This shortest path does not contain any redundancy path 

and shows the successful delivery of data. Once the data is 

delivered to the destination it clearly the shortest path that 

that containing shortest distance. 
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Multiple shortest paths algorithm 

Step 1: Generate a routing table. 

Step 2: Find all the possible paths from 

source to destination. 

Step 3: Find weightage of al the calculated 

possible paths. 

[Note: consider only connected paths] 

Step 4: Sort the paths. 
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