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Abstract— Cloud computing is becoming increasingly popular and is hosted in huge data centres. Such huge data centres have a huge 

number of physical servers that are, in effect, virtualized into a large number of Virtual Machines (VMs) managed by cloud 

infrastructure such as open stack, cloud stack, etc. Virtual Machine migration has become an important criterion for saving 

resources, growing resource utilization, and maintaining the quality of service (QoS) in cloud data centres with the increasing growth 

of cloud environments. Different techniques for migration of VMs are established for the efficient use of resources. This paper 

addresses the live migration of the virtual machine, with its components, drawbacks and resource management. 
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I. INTRODUCTION 

Cloud computing is a methodology for conveying information technology-friendly software innovation; resources are retrieved 

from the internet by digital devices and applications, rather than storing in a database. In comparison to keeping records on an 

exclusive local hard drive or community space, cloud-based ability makes it possible to store records in a remote server. It is 

called cloud computing because the data being accessed can be found in "the cloud" and does not allow a customer to be in a 

specific location to access this. This form of the system allows members to operate remotely.Cloud Services have been used by 

many business and organizations. The latest on-demand accessibility of cloud-based computing services has contributed to a 

significant technical and financial revolution within the IT industry. Conservation of energy is a global problem for the present 

world. There is a demand for alternative energy resources from various IT industries; it is increasing because the traditional 

energy resources are utilized exponentially. Many IT innovations are therefore concentrating on designing energy-efficient 

frameworks, and processes at cloud data centres, although cloud storage is referred to as an inherently energy-efficient platform 

due to its resource scalability and multi-tenant ability. Highly populated data centers are typically over-supplied and generate 

vast enormous amounts of energy in a competitive atmosphere between the service providers to ensure 24/7 customer support 

accessibility. 

Virtualization is a basic cloud computing element that divides a physical server into multiple single execution environments by 

installing a layer called a hypervisor or Virtual Machine Manager (VMM). Figure 1 shows the Virtualization, each execution 

situation, i.e. Virtual Machine (VM) which runs on any OS and applicationswithout any mutual interference. It makes it 

possible for users to use multiple host setups for managing multiple virtual machines. Virtual machines offer mobility and 

reliability in exchange for essential computing resources (memory, bandwidth, CPU). Virtualization makes it possible for the 

virtual machine to switch from one physical host to another. If due to shortage of resources, the server fails to provide Service 

Level Agreement (SLA) assurances, the hosting VM will move to another server with sufficient resources. Section 2 discusses 

the related work. Section 3 is about VM migration. Section 4 describes the resource management. Section 5 gives a comparison 

of different VM migration techniques. Section 6 discusses the research gaps. Section 7 describes the further work of the study 

and Section 8 concludes the entire paper. 
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Figure 1. Virtualization
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II.

 

RELATED

 

WORK

 

Zhen Xiao, and Qi Chen et al [1],

 

the estimation of resource allocation status is updated based on anticipated future demands 

from VMs. It does not offer any

 

demand or

 

request forefficient prediction.

 

Shuang Chen, Yanzhi Wang, MassoudPedram

 

et al [2], the method described in

 

this paper, is required to address the analysis of 

power hierarchy in data center and also complex power models.

 

Huiwang, and HuagloryTianfield

 

et al [3] VM positioning and HS policy for migration, called Space Aware Best Fit Decreasing 

(SABFD)

 

is proposed.

 

This carries

 

out the migration process many times.

 

In [4], the

 

authors proposed approximation unit embedded to forecast the system's potential loads, and then two schedulers were 

called to schedule, respectively, the anticipated and unpredicted loads. The Scheduler

 

uses the technique of column generation 

to handle the problem of linear/quadratic integer optimization.

 

In

 

[2], the

 

Ant Colony Optimization (ACO) algorithm

 

is proposed. The algorithm

 

is represented through

 

constant monitoring of 

resource usage by regional migration agents and then initiating virtual machine migration.

 

In [6],

 

the authors suggested a task-based scheduling algorithm with techniques for "particle swarm optimization". Rather than 

transferring the entire virtual machine, the algorithm moved extra tasks from an overloaded VM 

 

In [7], the authors suggested the principle of the queuing and allocation of bandwidth algorithms. The theory of the queuing 

modeled the relation between VMs. The algorithm enhanced the

 

performance of live virtual machine.

 

In [8], the

 

authors

 

suggested algorithm is based on task allocation with workload transformation in VMs. The workload resizes 

the relocation of the virtual machine.

 

In [9],

 

bee colony algorithm

 

is proposed,

 

which takes the job precedence of VMs standing in queues into consideration. The 

product reliability (QOS)

 

is optimized by the proposed algorithm.

 

In [10], the authors

 

introduced a meta-heuristic composite algorithm integration

 

of

 

ant

 

colony with optimization(ACO) of 

particle swarm. Tominimize the calculation time

 

and boost virtual machine migration time, the algorithm

 

is

 

attached to a PSO 

operator of

 

ACO algorithm.

 

In [11],

 

The proposed

 

Branch-and-Bound based

 

algorithm

 

reduces the data center energy. Due to high computation time, it

 

is 

not

 

suitable for a large cloud data center.

 

 

III

 

VM

 

MIGRATION

 

A.

 

What does

 

VM Migration

 

mean?

 

Migration of virtual machines seeks to shift a virtual machine from one physical device to another. It is part of operating 

applications for virtualization of hardware

 

1)

 

Types of VM migration

 

a)

 

Cold migration

 

–

 

Stop VM on the source machine, and again start

 

on destination

 

b)

 

Warm migration

 

–

 

Suspend VM on machine 1, copy across RAM and CPU registers, restart

 

on machine

 

2 (some 

seconds later) 

 

c)

 

Live migration

 

–It is of two types: 

 

i)

 

Post Copy: In this method

 

[20],

 

VM stops execution on origin machine and its execution environment 

(registry,

 

memory pages required to start

 

VM on

 

the target machine, CPU,) is transferred to target 

machine and VM starts its

 

execution, without the whole replacement of memory pages.

 

ii)

 

Pre-copy:

 

Pre-copy is used by hypervisors like Xen, KVM and VMware.

 

It is one of the live migration 

techniques.

 

There are two phases in this method.

 

I)

 

Warm-up phase: The memory pages are transferred from origin machine to target

 

machine. The 

VM at the source is not stopped until

 

the

 

required number of memory pages is

 

duplicated to the 

target

 

machine. If the pages are changed,

 

then it should be updated at the target

 

machine. The 

dirty page condition will occur if the rate of copying

 

page to the target host is less than the rate 

of sending a modified page.

 

II)

 

Phase

 

of stop and copy:

 

After the completion of the warm-up phase, the VM is stationary

 

at the 

source machine and it starts executing at the destination machine. The disadvantage of this 

approach is that modified pages have

 

to resend iteratively leading to inefficiency

 

as

 

it consumes 

more network bandwidth.

 

 

B.

 

Live virtual machine migration components:

 

On VM migration

 

[21][22], recognizing which content needs to be transferred

 

or what needs to be flocked is highly 

critical. In the migration process, it is important to research the lower limit of operator interruption by checking, how 

migration manages CPU state, memory information, and space content.
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1) Memory content. Data storage is a greater amount of information that includes data and guest OS RAM on the VM running 

processes. The VM is designed with a large amount of memory, but VM may not use it to its fullest, so there is no need to 

migrate unused memory. The following is the memory module to be transferred during the migration process: 

1. Memory built by VM: The amount of actual physical memory provided by the hypervisor to the guest VM. This 

memory was used by the VM as their physical memory. 

2. Memory distributed by the hypervisor: It is part of the memory configured by VM and is regularly used by VM, but 

its volume is smaller than the memory configured by VM.  

3. Memory used by VM: This type of memory is used frequently through the Virtual machine operating system. The 

guest VM keeps track of memory pages.  

4. Application Memory: This memory is used to run the applications within the VM. It is not compulsory that all 

allotted memory must be in the physical memory, but it is permitted to be in disk storage as well.  

2) Storage content: For ensuring the quality of data, a huge amount of information needs to be transmitted. Also, huge work is 

required within the network for the hard disk document change. To minimize the waiting time, hypervisor must differentiate the 

unwanted storage occupants and idle space to prevent migration. This enables the specific type of processing information 

content to be transferred to lower the migration time as follows: 

1. Virtual Disk Size: The VM is assigned a disk size of its usage, which is known as virtual disk size. The VM size 

is described upon the VM creation. The hypervisor allows to select available disk space upon VM creation or 

permits VM to expand dynamically. 

2. Blocks used by VM: Classifies the blocks which are used by the VM and lists the free storage area. 

3. Blocks distributed by hypervisor: When pre-allocation comes to an end, a VM is assigned for data storage via the 

hypervisor. If in casethe VM releases some blocks, the hypervisor will not reduce the assigned block sizebecause  

the VM stage is invisible to be checked. So avoidingthe idle space and garbage pool will significantly reduce the 

migration time. 

 

IV RESOURCE MANAGEMENT 

The quality of VM migration will be influenced by a range of factors. This section focuses on investigating the relationships 

between the efficiency of migration and the relevant factors. These are summarized as follows: 

• Bandwidth replication: This is the bandwidth between the origin of network and the destination server. Migration in 

LAN system has a significantly higher bandwidth than WAN. 

• Characteristic of workload: Moving applications in the migrated VM will affect the performance of migration. The 

systemwill become complex due to increased network size and CPU usage. The suitable migration strategy should be 

applied to the appropriate resources. 

•  Effective host efficiency: The available distribution resources and ideal servers are also critical for migration success 

since migration strategies depend on available resources. 

•  VM parameters: It implies fixed VM parameters consisting of memory size, utilized memory area, virtual disk width, 

virtual disk format, network buffer size, etc. 

• Virtual Machine Monitor (VMM): Migration approach is widely utilized in VMM. The implementation is different for 

each VMM. This is accompanied by one of the migration technique. 

 

 

A. Resource Allocation in Cloud Computing Systems forEnergy Cost Minimization 

 

The energy cost minimization is further classified into two groups: 1) Binpacking-based static resource allocation and  

2) Threshold-based dynamic resource consolidation. 

 

1) Bin Packing-Based Static Resource Allocation[10]: Latest studies have shown that in cloud computing, physical machines 

(PMs) use a large amount of energy. Intuitively, the problem of static energy-conscious resource allocation can be 

represented as the problem of bin-packing, where VMs and PMs are the objects and bins in the problem of bin-packing. To 

reduce theusage costs the bin packing problem is divided into 2 steps: 

i)First lower bound on the optimal solution (LB-OPT) is calculated 

       ii) Design of a polynomial resource allocation algorithm. By considering the multiple types of resources of PMs, an 

efficient VM allocation approach must be applied to improve the imbalanced utilization of the multiple resources. 

i) Threshold-Based Dynamic Resource Consolidation: Live migration software has proven effective in tackling 

complex resource consolidation, enabling a VM to be transferred from one Physical Machine (PM) to another PM. 

During VM migration, the system should move VMs on the low resource utilized source PM to another target PM; 

this allows the source PM to switch off without consuming any power. On the other hand, the system should also 

avoid the target PM over-utilization. The threshold-based approach towards resource reduction has been studied to 

achieve this goal. This approach works by predetermining the first two thresholds, the higher the thresholdthand 

the lower thresholdtl. When the resource utilization of a PM pi, exceeds th, the system will transfer some VMs on pi 

to another PM for hotspot avoidance. When the resource utilization of pi falls below tl, the system will migrate all 
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of the VMs on pi to another target PM for energy saving. In dynamic cloud systems, to predict the two thresholds 

th and tl precisely, there exists a central manager that monitors and maintains information about all PMs and VMs. 

As an alternate approach to the central manager is, allowing the PMs to manage resources in a distributed manner, 

thereby improving system robustness. Recently developed probability-based distributed VM consolidation 

approaches only focused on reducing energy cost, ignoring its negative effect on violating QoS. 

 

V. COMPARISON OF VM MIGRATION TECHNIQUES 

We address the comparison of different techniques used for live migration of VMs with their basic techniques and their 

advantages and limitations. 
TABLE I  VIRTUAL MACHINES MIGRATION TECHNIQUES WITH THEIR PROS AND CONS. 

 

Algorithms Technique Description Results Drawbacks 

“Pre-copy”[2]  Technique of Pre-

copy 

The memory is first transferred 

and then the execution is 

transferred. 

Down time < 1 sec. More number of duplicate 

page is transmitted. 

“Post-copy”[ 17] Technique of Post-
copy  

The execution of the VM is 
transferred first and later memory 

is transferred. 

Memory transferred in a single 
pass. Less network overhead 

 
Down time is more. 

Particle Swarm 

Optimization(PSO)[5] 

Particle Swarm 

Optimization 

Technique 

It does not move entirely 
VM, but only the extra tasks 

running on overloaded VM is 

moved. 

Minimizes execution time of 

tasks. Time consumption and the 

energy consumption is reduced. 

Partial optimization is 

obtained. 

Bee colony algorithm [9] 
 load balancing using 

the bee colony 

algorithm 

Dependent on the prioritization of 
tasks. The lowest priority task is 

selected for removal. 

Minimum waiting time, Reduces 
response time. Maximizes 

throughput. 

Energy consumption, VM 
Mips rate, and VM cost 

not considered. 

Genetic (GA)[15] 
load balancing of 
virtual machine 

resources using GA 

It maintains the load on the 
physical machine. So it should 

not be overloaded 

It provides the best load balance. 
The problem of load mismatch is 

solved. 

Time-Consuming because 

it has no bounds. 

non-live migration [20] non-live migration 
The entire VM stops its execution 

on the origin machine and it is 

transferred to the target machine. 

Reduces the number of VM 

migrations.  
Waiting time is more. 

Modified Best Fit 

Decreasing(MBFD)[18] 

Modified best fit 

decreasing algorithm 

Virtual machine dynamic 

relocation helps in significant 
energy savings. 

Minimizes Energy Consumption. 

Provides reliable QOS. 

Network interface and 

disk storage not 
considered 

 

 

 

 

 

VI RESEARCH

 

GAPS

 

Limitations of virtual machine live migration

 

1.

 

High WAN Bandwidth: Due to the huge image size, live virtual machine cannot migrate over low bandwidth WAN 

and  generates

 

high latency.

 

2.

 

The fault of the network: In the post-copy, if the VM tries to retrieve pages which is unavailable, VM

 

redirects to the 

source host and thus causes network error when VM stops.

 

3.

 

Network memory status: Live transition monitors

 

CPU action and data transfer among group of machines operating as 

VDSM (Virtual Distributed Shared memory) system.

 

4.

 

Overlapping of post-copy migration technique :The overlapping

 

of post-copy migration technique which occurs as a 

result of page errors. This is created for varying time intervals during VM performance on the target host. VM stops at 

the target host every time and it continues to wait for the

 

retransmission from the source host for

 

the necessary 

memory pages.

 

5.

 

Reduce the overall migration cost: The data transfer need to be reduced

 

(CPU state and memory pages) between host 

groups over the network.

 

6.

 

Page fault detection replication: It is a major disadvantage of the post-copy strategy and it must be configured to 

decrease the quantity of data retransmission cycles from the source host. This would improve the quality of the 

technique for post-copying migration.

 

7.

 

Workload of various types: If the VM has various types of workload,

 

it consumes a huge quantity of memory.

 

8.

 

Availability of resources: It helps to take an appropriate

 

decision on how to allocate the resources and when to 

migrate the VMs.

 

9.

 

Enclosing of network address:

 

One of the issues with WAN migration, is that,

 

the address of the VM is enclosed from 

the source server to the destination server complicating the WAN status

 

and the WAN connected LANs. Other 

problems include networking faults[23], overloaded VMs, memory and data intensive applications[24, 25], bandwidth 

usage and cloud resources.

 

 

VII

  

DIRECTIONS

 

FOR

 

THE

 

FUTURE

 

WORK
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 ➢

 

For

 

addressing heavy workloads, filtering and reducing technique can be used to allocate the data evenly among all the 

places so that workload can be shared equally.

 

It uses less amount of memory.

 ➢

 

Another problem in live migration is low bandwidth;

 

the network bandwidth

 

can be well-utilized

 

by allocating it 

dynamically.

 ➢

 

In order to reduce the complexity of the post-copy technique, memory and CPU transfer needs to be further optimized 

as a single VDSM system. 

 ➢

 

Page failure detection is done by hiding actual page and creating virtual page, which 

 

can be implemented in the cloud 

environment to manage target node failure in the post-copy migration approach.

 ➢

 

In cloud environment,

 

there are few network-conscious migration techniques available for VM migration. Pre-copying 

and post-copy migration approaches can be used as a hybrid technique.

 

During the VM migration,this will yield best 

results if the memory reuse concept is used during hybridization.

 

 VIII

 

CONCLUSIONS

 From this study, it can be decided that VM live migration is a significant part of the research that can increase the 

overall performance of data centers in the cloud environment. Optimal load balancing is a key feature of the data 

center. Cloud computing technologies including virtualization environment, live virtual machine migration modules, 

and resource management

 

are explained in this paper. Several problems with VM migration strategies are 

addressed.Comparison of different migration techniques with their drawbacks is mentioned. The major issues in the 

live migration process are illustrated, indicating that an ideal model of VM migration has to be delivered.The research 

gaps in the VM migration and also future research directions are highlighted.
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