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Abstract:- Internet of Things (IoT) has been growing rapidly
due to its importance in consumer, commercial, industrial, and
infrastructure spaces. Connecting any object together through
internet looks very difficult, but within a frame of time, 10T will
significantly change our day to day life. The 10T is a platform
where any objects can be equipped with identifying, sensing,
networking and processing capabilities. It will allow them to
communicate with one another and with other devices and
services over the Internet to accomplish some objective. The
main objective of this paper is to review various technologies as
well as uses of 10T field along with its merits and demerits. As
a vital improvement of the next age of Internet, the 10T pulls in
numerous considerations by industry world and scholarly
circles.
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I INTRODUCTION

The 10T is the network of physical objects (any things) such
as devices, home appliances, machines, vehicles, buildings
and other things embedded with electronics, software,
sensors and network connectivity that enables these objects
to collect, exchange, control and manage the data. These all
things communicate via Internet. Information is gathered
from various sensors, actuators and the appropriate
processing takes place accordingly. This pre-processing and
post processing of information is stored in the clouds. The
cloud information maintenance is done by the cloud service
providers. The 10T allows people and things to be connected
anywhere, anytime with anyone and anything. Across
various network infrastructures, 10T allows sensing of the
objects and remotely access which in turn creates an
opportunities for integrating real world into computerized
system. 10T technologies are being implemented for
agriculture development, remote machine diagnostics,
manufacturing automation, healthcare and supply chain
management. In this technology the devices, sensors,
actuators and other objects will communicate with each
other’s and thereby it make our day to day life far better and
easier than ever [1].

1. I0T TECHNOLOGIES
There are different technologies that can be used to
implement the concept of 10T. In this paper, we describe the
following technologies:

1. 1. RFID

Radio Frequency Identification (RFID) is a system that
transmits the identity of an object or person wirelessly using
radio waves to read and capture information stored on a tag
attached to an object. RFID technology plays an important
role in 10T for solving identification issues and provides a
unique identifier for that object. RFID system is composed
of one or more RFID reader and several RFID tags. Here in
this system RFID Tags uses radio-frequency
electromagnetic fields to transfer data attached to an object.
The tags contain electronically stored information. The
RFID device serves the same purpose as a barcode or a
magnetic strip on the back side of ATM card or credit card
and just as a magnetic strip or bar code must be scanned to
get the information, the RFID device must be scanned to
retrieve the identifying information [2, 3].

2. Cloud

All the collected data or information is stored in the cloud.
The pre-processing and post processing of information is
also stored in the clouds. The cloud information
maintenance is done by the cloud service providers. To
provide useful information for the end user, the gathered
data is transmitted to a cloud based service where the
information coming in from the 10T device is grouped with
other cloud based data. 10T devices can gather data and
process the gathered data either locally or send the data to
centralized servers or cloud-based application back-ends for
further processing [4, 5].

3. Machine to Machine Communication
Machine-to-Machine (M2M) refers to the communications
between machines (computers), embedded processors,
sensors, actuators and mobile devices. The use of M2M
communication is increasing in the scenario at a fast pace
M2M has several applications in various fields like medical,
healthcare, smart robots, transportation, manufacturing
systems, home automation, smart grids etc. [3].

4. Sensors and Actuators

When loT is augmented with sensors and actuators, the
technology becomes an instance of the more general class of
cyber-physical ~ systems, which also encompasses
technologies with smart things such as smart home, smart
grid, smart vehicle etc.

All 10T based systems need to have one or more sensors or
actuators to gather the data from the environment. Sensors
are essential components of smart objects. One of the most
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important feature of the 0T is context awareness, which is
not possible without sensor technology. 10T sensors are
usually small in size, have low cost, and less power
consumption.

An actuator is device that converts energy into physical
quantity (motion), which means actuators drive motions into
mechanical systems. It takes electric current, hydraulic fluid
or some other source of power. Actuators can create either
linear motion, rotary motion or oscillatory motion. Actuators
may cover short distances, up to 30 feet and communicate
with the speed less than 1 Mbps. Actuators typically are used
in industrial or manufacturing applications [6].

5. Network Connectivity

It allows personal computers and other physical devices to
communicate over a wireless signal. Sometimes Wi-Fi
technology or Wireless Sensor Network (WSN) is used to
communicate the computer with physical objects. Devices
that can use Wi-Fi technology include video-game consoles,
smartphones, digital cameras, personal computers, tablet
computers, digital audio players and modern printers. Wi-Fi
enabled devices can connect directly to the Internet via a
WLAN network and a wireless access point [5].

. USES OF 10T
1. Smart Cars
Now a days, smart cars are used to improve accident
prevention. These driverless cars will provide functioning
more than just safety such as they can save valuable time,
reduce stress of driving etc. [15].

2. Smart Parking

To detect the arrival and departure of vehicles the new Smart
Parking sensor’s or switches are used in parking spaces. The
Smart parking provides extensive parking management
solutions which helps motorists save time and fuel [7].

2. 3. Home and Building Automation

Smart home becomes a most important 10T application on
all measured channels. In day to day life, we are using
various electronic gadgets such as microwave ovens,
refrigerators, heaters, air conditioners, fan and lights.
Sensors and actuators will be installed in these devices in
order to utilize the energy sufficiently and also to add more
comfort in life. loT devices can be used to control and
monitor the mechanical, electrical and electronic systems
used in various types of areas (e.g. private and public,
industrial, institutions or residential) in building automation
and home automation systems [8, 9].

5. 3. Building Smart City

Smart city covers a wide variety of use cases such as traffic
management,  water  supply = management,  waste
management, urban security and environmental monitoring.
It’s popularity is fueled by the fact that many smart city
solutions promise to alleviate real pains of people living in
cities these days. 10T solutions in the era of smart city solve
the problem of traffic congestion, reduces the noise and
pollution and helps to make cities safer [10].

4. Smart Water Supply

Smart cities must monitor water supply to guarantee that
there is adequate access for resident and business need.
Wireless Sensor Networks (WSN) provide the technology
for cities to monitor their water pipeline systems more
accurately and discover their greatest water loss risks. Cities
that are facing water leakage problem with sensor
technology are producing high savings from their
investment [16, 17].

6. 5. Medical and Healthcare

0T based healthcare system can gather information about
health and send the gathered information to health
monitoring center. These centers can therefore examines the
health and provide the valuable report and information to the
individual person. The loT has important applications in
healthcare system like clinical wearables to first responder
tablets, sophisticated surgical suite equipments etc. loT
devices can be used to allow the remote health monitoring
[11] and emergency notification systems. These health
monitoring devices can range from heart rate monitors blood
pressure and t advanced devices capable of monitoring
specialized implants, such as pacemakers or advanced
hearing aids [12].

It is possible to detect heart rate of person using heart beat
sensing even though the person is sitting at home [13]. Also
one can detect many deadly diseases in very early stage with
the help of 10T health monitoring system [14].

6. Environmental Monitoring

Environmental monitoring applications based on 10T,
normally uses sensors to monitor the water or air quality, soil
or atmospheric situations, and also include areas like
monitoring the movements of wildlife and their habits [19].

7. Transportations

Cars or self-driving cars and intelligent transportation [18]
and logistics systems are connected using loT technology.
With this technology, it is possible to minimize the traffic
congestion while travelling and vehicle impact on the
environment, also save the life of people from accidents and
also minimize [18]. The loT can helps in integration of
communications, control, and information processing across
various transportation systems.

V. CHALLENGES OF 10T

1. Privacy Issues

Privacy is the important aspect to protect the information of
individuals from exposure in the 10T environment. The loT
devices will collects the user data without their permission,
examines them for to known the parent company. The social
embrace of the 10T devices allows the people to trust these
devices with collection of their personal data without
understanding the future consequences [22].

2. Security Concerns

Cyber attackers will use 10T devices as a potential entry
points to cause harm to other devices in the network, if they
are poorly secured. This will result into loss of personal data
out into the public.
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Security is major concern in 1oT implementation as more
number of devices are being connected over the network
thus there are more chances of getting our devices infected
with malware. Less expensive devices have higher chances
of getting tampered [21].

3. Availability

Availability of software denotes to the ability of the 10T
applications to provide services for everyone at different
places simultaneously. Availability of the 10T must be
realized in the software and hardware levels to provide
anytime and anywhere services for end users. Internet
connectivity should be available everywhere for
implementation of 10T in various areas. But in fact, even
today internet connectivity is not available in most parts of
the world. The 10T technology requires constant and reliable
connectivity. Because of unreliable source of connectivity,
lot of difficulties are being faced in IoT implementation [20].

4. Energy Management

Integration of systems with sensor and actuators connected
to the Internet, is likely to optimize energy consumption as
a whole. It is expected that 10T devices will be integrated
into all forms of energy consuming devices like power
outlets, televisions, switches, bulbs etc. and will be able to
connect with the utility supply company in order to balance
power generation and energy usage effectively [24].

5. Inter-Operability Standard Issues

In an ideal environment, exchange of information should
take place between all the interconnected 10T devices. But
the actual scenario is essentially more complex and depends
on various levels of communication protocols stacks
between such devices.

Connecting different systems through IoT interoperability
challenges arises [23]. There is a difficulty in creating real
cross-domain services for seamless movement of different
data and devices. Therefore interoperability of different
systems in 10T is the major concern.

CONCLUSION

The internet has significantly changed the way we lived, as
in scenario all the communication is done over the Internet.
loT has the potential to add a new dimension to this process
by allowing communication between smart objects. loT
should be considered as a part of future internet as
everything is going to be connected in a network so that
objects can interact, communicate with each other, but still
there are lots of issues which are to be solved to make this a
reality. Lot of research is required in this area, once
implemented successfully; the quality of life is improved
because of the reduction of the effort made by humans on
unimportant things.

This paper presents the overview of 10T, the technologies
which make the 10T to work efficiently, various challenges
faced when implementing it. l1oT and its services are
becoming part of our everyday life. But still there are several
IoT challenges related to the deployment, growth,
implementation and use of this technology. The lIoT involves

a complex and evolving set of social, technological, and
policy considerations across a diverse set of stakeholders.
But it will be a helpful for every one of us in upcoming
future.
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