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Abstract 

The advances in sensing and tracking technology 

enable location based many applications in 

wireless sensor network. These applications 

depends upon the information of personal 

locations. Monitoring personal locations with a 

potentially untrusted system poses privacy threats 

to the monitored individuals. The two algorithms 

are used , namely, resource-aware and quality-

aware algorithms. Both algorithms established k-

anonymity privacy concept to enable trusted 

sensor nodes to provide the aggregate location 

information .These algorithm aims to provide high 

quality location monitoring services for system 

users. The resource-aware algorithm aims to 

minimize communication and computational cost, 

while the quality-aware algorithm aims to 

maximize the accuracy of the aggregate locations. 

It use a spatial histogram approach that estimates 

the distribution of the monitored persons based on 

the gathered aggregate location information. It 

guarantees the location privacy of the monitored 

persons in wireless sensor network. 

 

Keywords— k-anonymity, spatial histogram, privacy,      
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network 

1. Introduction 

Wireless sensor networks (WSN) is a large 

collection of spatially distributed, autonomous 

devices or nodes that communicate through wireless 

and cooperatively monitor physical or 

environmental conditions. The sensor nodes such 

networks are deployed over a geographic area. Each 

sensor node can only detect events within a very 

limited distance, called the sensing range of the 

sensor node. Sensor nodes normally have fairly 

limited transmission and reception capabilities so 

that sensing data have to be passed through  multi-

hop path to a distant base station (BS), which is a 

data collection center with sufficiently powerful 

processing capabilities and resources.  

 

 

Monitoring personal locations with a potentially 

untrusted system poses privacy threats to the 

monitored individuals. Privacy is an important 

concept in our society, and has become very 

vulnerable in these technologically advanced times. 

Many technology has been proposed to protect 

individual privacy; a key component is the 

protection of individually identifiable data. 

Monitoring personal locations with a potentially 

untrusted system poses privacy threats to the 

monitored individuals, because an adversary could 

abuse the location information gathered by the 

system. The concept of aggregate location 

information is a collection of location data relating 

to a group or category of persons from which 

individual identities have been removed. It proposes 

a privacy-preserving location monitoring system for 

wireless sensor networks to provide monitoring 

services. The well established k-anonymity privacy 

concept requires each person is indistinguishable 

among k persons. A smaller k indicates less privacy 

protection, because a smaller cloaked area will be 

reported from the sensor node. However, a larger k 

results in a larger cloaked area will reduce the 

quality of monitoring services, but it provides better 

privacy protection. The system can avoid the 

privacy leakage by providing low quality location 

monitoring services for small. 

It has two in-network aggregate location 

anonymization algorithms, namely, resource and 

quality-aware algorithms. Both algorithms require 

the sensor nodes to collaborate with each other to 

blur their sensor areas into cloaked areas.  

Most commonly used privacy enhancing technique  

is to blur the users exact location into spatial region 

that is spatial cloaking .Spatial cloaking means 

extending the possible user location to entire region. 

The resource-aware algorithm aims to minimize 

communication and computational cost, while the 

quality-aware algorithm aims to minimize the size 

of the cloaked areas, in order to maximize the 

accuracy of the aggregate locations . The quality -

aware algorithm starts from a cloaked area, which is 

computed by the resource-aware algorithm. 
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It propose a spatial histogram that analyzes gathered 

aggregate locations to estimate the distribution of 

the monitored persons in the system. The estimated 

distribution is used to answer aggregate queries. 

The results show that the communication and 

computational cost of the resource-aware algorithm 

is lower than the quality-aware algorithm, while the 

quality-aware algorithm provides more accurate 

monitoring services than the resource-aware 

algorithm. The resource-aware algorithm is suitable 

for the system, where the wireless nodes have 

scarce communication and computational resources, 

while the quality-aware algorithm is favorable for 

the system, where accuracy is the most important 

factor in monitoring services. 

1.1 K-anonymity principle 

While anonymity is define as “being nameless” or 

“of unknown authorship”[4], information privacy 

researchers interpret it in a stronger sense. 

 According to Pfitzmann and Koehntopp, 

“anonymity is the state of being not identifiable 

within a set of subjects, the anonymity set”[5]. 

Inspired by Samarati and Sweeney [6], we consider 

a subject as k-anonymous with respect to location 

information, if and only if the location information 

presented is indistinguishable from the location 

information of at least k  1 other subjects. 

Privacy preservation  we have generally found that 

as long as location information is aggregated over a 

group of individuals, release does not violate 

privacy. k-anonymity provides a formal way of 

generalizing. This concept is user is k anonymous if 

and only if it is indistinguishable  among at least k 

users in its identifying information . The key step in 

making location information in anonymous is to 

generalization. The K-anonymity principle is :a 

query is considered private, if the probability of 

identifying the querying user does not exceed 1/K, 

where K is a user-specified anonymity requirement. 

K anonymity requirement is “each release of data 

must be such that every combination of values of 

quasi-identifiers can be indistinctly  matched to at 

least k -1 individuals”. 

 

2. Location Anonymization Algorithms 

It propose resource-aware and quality-aware 

anonymization algorithms in wireless sensor  

networks .In this algorithm concept of k-anonymity 

privacy requirement is used. The resource-aware 

algorithm aims to minimize communication and 

computational cost, while the quality-aware 

algorithm aims to maximize the accuracy of the 

aggregate locations by minimizing their monitored 

areas[1].  

2.1  The Resource-Aware Algorithm 

It indicates that the sensor nodes can communicate 

directly with each other. This algorithm consists of 

three steps: broadcast step, cloaked area step, 

cloaked area step. Algorithm 1 outlines the 

resource-aware location anonymization algorithm. 

 

Algorithm 1: Resource-aware location anonymizat- 

ion algorithm 

function RESOURCEAWARE (Integer k, Sensor 

m, List R) 

2: PeerList   { Ø } 

// Step 1: The broadcast step 

3: Send a message with m's identity m.ID, sensing 

area m.Area, and object 

count m.Count to m's neighbour peers 

4: if Receive a message from a peer p, i.e., (p.ID, 

p.Area, p.count) then 

5:  Add the message to PeerList 

6:  if m has found an adequate number of objects 

then 

7:   Send a notification message to m's 

neighbours 

8:  end if 

9:   if Some m's neighbour has not found an 

adequate number of objects then 

10:   Forward the message to m's 

neighbours 

11:  end if 

12: end if 

// Step 2: The cloaked area step 

13: S   { m }  

14: Compute a score for each peer in PeerList 

15: Repeatedly select the peer with the highest score 

from PeerList to S until the 

total number of objects in S is at least k 

16: Area    a minimum bounding rectangle of 

the senor nodes in S 

17: N    the total number of objects in S 

// Step 3: The validation step 

18: if No containment relationship with Area and R 

ϵ R then 
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19: Send (Area ,N) to the peers within Area and the 

server 

20: else if m's sensing area is contained by some R ϵ 

R then 

21:     Randomly select a R’ ϵ R such that 

R’.Area contains m's sensing area 

22:     Send R’to the peers within R’.Area 

and the server 

23: else 

24:        Send Area with a cloaked N to the peers 

within Area and the server 

25: end if 

Step 1: The broadcast step: 

It is to guarantee that each sensor node knows an 

adequate number of objects to compute a cloaked 

area. To reduce communication cost, this step relies 

on a heuristic that a sensor node only forwards its 

received messages to its neighbors when some of 

them have not yet found an adequate number of 

objects. 

In this step, after each node m initializes an empty 

list PeerList, m sends a with its identity m.ID, 

sensing area m.Area, and the number of objects 

located in its sensing area m.count, to its neighbors. 

When m receives a message from a peer p, m stores 

the message in its PeerList. Whenever m finds an 

adequate number of objects, m sends a notification 

message to its neighbors. If m has not received the 

notification message, some neighbor has not found 

an adequate number of objects, therefore m 

forwards the received message to its neighbors. 

Step 2: The cloaked area step:  

It is that each node blurs its sensing area into a 

cloaked area that includes at least k-objects  to 

satisfy the k-anonymity Privacy requirement. To 

minimize computational cost, this step uses a 

greedy approach to find a cloaked area based on the 

information stored in PeerList. For each node 

initializes in its PeerList. It includes at least k-

objects and has an area as small as possible. Finally, 

m determines the cloaked area that is a minimum 

bounding rectangle (MBR) that covers the sensing 

area of the nodes, and the total number of objects. 

An 

MBR is a rectangle with the minimum area that 

completely contains all desired regions. 

Step 3: The validation step 

It is to avoid reporting aggregate locations with a 

relationship 

to server. Each node maintains a list to store the 

aggregate 

locations  sent by other peers. 

 

2.2 The Quality-Aware Algorithm 

The Quality-aware algorithm initializes a variable 

current minimal cloaked area. When the algorithm 

terminates, the current minimal cloaked area 

contains the set of sensor nodes. This algorithm 

consists of three steps. 

Step 1: The search space step 

It is too costly for node m to gather the information 

of all the sensor nodes to compute its  minimal 

cloaked area. To reduce  communication and 

computational cost, m determines a search space 

based on the input initial solution. It is to compute 

the minimal cloaked area. 

Step 2: The minimal cloaked area step 

It takes a set of peers in search space, computes the 

minimal cloaked area for the sensor node. It 

propose two optimization 

techniques to reduce computational cost. The first 

optimization technique is that need not to examine 

all the combinations of the peers. This optimization 

mainly reduces computational cost by reducing the 

number of computations among the peers. The 

second optimization technique has two properties: 

a. Lattice structure: 

It is used to generate the combinations of the sensor 

nodes. It generates the lattice structure from the 

lowest level based on a simple generation rule. 

b. Monotonicity  property: 

This property propose two pruning conditions in the 

lattice structure. 1. If the combination gives the 

current minimal cloaked area, other combinations 

that contains at the higher levels of the lattice 

structure\should be pruned. 2. If a combination 

constitutes a cloaked area that is the same or larger 

than the current cloaked area, other combinations 

that contain at the higher levels of the lattice 

structure should be pruned. 

 

Algorithm 2 :Quality-aware location anonymization 

1: function QUALITYAWARE (Integer k, Sensor 

m, Set init_ solution, List R) 

2: current min cloaked area    init_ solution

 // Step 1: The search space step 

3: Determine a search space S based on init 

_solution 

4: Collect the information of the peers located in S

 // Step 2: The minimal cloaked area step 
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5: Add each peer located in S to C[1] as an item 

6: Add m to each itemset in C[1] as the _rst item 

7: for i = 1; i <= 4; i ++ do 

8:  for each itemset X = {a1…..ai+1} in C[i] do 

9:   if Area(MBR(X)) < Area(current 

_min _cloaked_ area) then 

10:               if N(MBR(X)) >= k then 

11:  current_ min_ cloaked _area   { X} 

12:    Remove X from C[i] 

13:    end if 

14:   else 

15:        Remove X from C[i] 

16:   end if 

17:  end for 

18:  if i < 4 then 

19:       for each itemset pair   X={x1….xi+1}, Y 

={y1…..yi+1} in C[i] 

                 Do 

20:           if x1 = y1,…. xi = yi and xi+1 !=yi+1 then 

21:        Add an itemset {x1…. xi+1, yi+1}  to C[i + 1] 

22:   end if 

23:     end for 

24:   end if 

25: end for 

26: Area   a minimum bounding rectangle of 

current min cloaked area 

27: N   the total number of objects in 

current_ min _cloaked_ area 

// Step 3: The validation step 

28: Lines 18 to 25 in resource aware algorithm 

 

4. Spatial Histogram 

It use a spatial histogram which is embedded inside 

the server to estimate the distribution of the 

monitored objects based on the aggregate locations 

from the sensor nodes. The use of spatial histogram 

is to provide approximate location monitoring 

services. The accuracy of the spatial histogram that 

indicates the utility of location monitoring system 

will be evaluated [1]. 
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4. Spatial Histogram 

It use a spatial histogram which is embedded inside 

the server to estimate the distribution of the 

monitored objects based on the aggregate locations 

from the sensor nodes. The use of spatial histogram 

is to provide approximate location monitoring 

services. The accuracy of the spatial histogram that 

indicates the utility of location monitoring system 

will be evaluated [1]. 

 

5. Conclusion 

We study the location anonymization algorithm for 

wireless sensor networks. The two in-network 

location anonymization algorithms are resource-

aware and quality-aware algorithms. These 

algorithm mainly uses the concept of k anonymity 

in which person is indistinguishable among k users. 

The resource-aware algorithm aims to reduce 

communication and computational cost while the 

Quality-aware algorithm aims to maximize the 

accuracy. The accuracy of Quality-aware algorithm 

which is 90% is higher when compared with 

resource-aware algorithm which is only 75%. It 

provides high quality location monitoring services. 
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