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Abstract—As with the increasing demand of the data mining
techniques the privacy preserving is consider as the important
factor. In this paper we discuss to provide the security during
data mining technique without compromised the utilization of
the data. Individuals are well familiar with the security threats
and are averse to share their personal information on network.
Because of this the outcome of data mining are negligent. By
taking into consideration the privacy factor several techniques
were proposed, but these methods are in the state of infancy.The
fame of these PPDM techniques is based on the accuracy
achieved by these algorithm and performance of the
algorithm.Nevertheless there is no such algorithm exist which
achieve accuracy as well as better performance. However
algorithm those perform better may lack in accuracy factor or
vice-versa. In this paper we discuss about various methods for
ensuring security in data mining and also explore the direction
of the future research work.
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. INTRODUCTION

With the rapid development of the storage technology and
understanding the importance of data collection enable any
organization to aggregate a large volume of the data. From the
observed analysis it has been found that the growth of the
information doubles in every 20 months and this lead to an increasing
size of the database [1].From this large database retrieving the useful
information is one of our challenging tasks. However because of this
gigantic size of the database the primitive tools and application of
data analysis are not applicable. Thus for processing this large
volume of data, data mining methods mingle the primitive tools of
analysis with the ingenious algorithm. The essential material is the
transactional data and the data mining algorithm have the ability to
refine this enormous database and filter out the desired information
[1]. It is the process of extracting useful information from the heap of
the available database. These data mining methods make use of the
computing devices for extracting the valuable, vital, understandable
information from the large available database [2, 3]. The importance
of data mining is not limited to one specific area, but it has its roots in
different direction such as in banking, education, telecommunication,
medical science, finance, commerce etc. Along with the usage of the
retrieved information (managing a list of all available components
along with the available quantity and prices, up to date profile of the
customer and its purchasing) this extracted dataset when merged with
the available data mining tools [4] are also helpful in obtaining the
hidden knowledge that was unknown ahead of time. This retrieval of

the hidden data knowledge is useful for market holders in making
business discussion and planning different market strategies
. Data mining evolve as one of the valuable method and is extending
its roots from one sector to another. However along with it
flourishing the privacy of the individual is a major concern during the
aggregation, processing, mining of data [6]. Thus we says that the
preserving an individual privacy is an important task during the data
mining process. As in data mining method, retrieved valuable
information are susceptible to different type of the attacks, misuse by
unauthorized user, and others [7, 8]. Thus preserving privacy in the
data mining technique is an important task for continuing the
flourishing root of its.Actually there is no need fortrespass the
security factor in data mining methods. The aim of the data mining
technique is to make the general among population rather than
disclosing the individual identity. The working procedure of the data
mining method is the factor of introducing privacy, as it works by
calculating individual information. Thus, emerges the need for
protecting the individual privacy. The aim of introducing this privacy
preserving algorithm is to decrease the risk of improper use of
individual information, and generate the same result as it was
generated before the application of this privacy preserving policies.

This paper presents the different issues of the privacy preserving
data mining methods. This paper is categorized into 5 sections.
Following the introductory section is the section 2 which described
the framework of the PPDM method and section 3 illustrate the
different classification method of the PPDM. In section 4 we discuss
the various criteria upon which the performance of the algorithm is
evaluated, and based upon these factors we evaluate the performance
of some algorithm of PPDM. And in section 5 we conclude our
work by presenting the direction of analysis for the future work.

Il. PPDMFRAMEWORK

Figure 1 represents the systematic diagram of framework of PPDM
methods. In data mining techniques or in extraction knowledge
pattern from database, process the data which is aggregated from the
various organization and stored in the respective databases. After
this stored data or the information is converted into a form which is
appropriate for analysis, stored in data ware house, in which
different data mining algorithm get operated for extracting the useful
information or discovering knowledge. By taken into consideration
the privacy protection different models have to be
proposed.Ensuring privacy is not the method acquire in one step,
even though it should be ensure in complete procedure from
aggregation of information to the generation of knowledge pattern.
The below diagram represent the three level of the security factor
are taken into consideration. During the levell the data are
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aggregated from single or the multiple data bases and it is
transformed into the form so that they make applicable for the
purpose of the analysis.At this stage we need the privacy factor to
consider. Researcher’s proposed different techniques operated at this
stage, but a large part of them deal with converting these raw data
into an analysis form.

|

Level-3

__\_/_

Level-2

!0|

Transformed
Data Level-1

-
-
-

Fig. 1: A framework for PPDM

After the level 1 is the level 2 in this level the data from its
warehouses are introduced with the different process that sanitized it
so that these data are now disclosed to several unknown
parties.Different methods applicable at this level are blocking,
suppression,

perturbation,  modification,  generalization, sampling etc.
After this the data mining techniques are applied so that we enable
to retrieve the useful information and discover knowledge patterns
from it Classification of privacy preserving.

I1l.  TECHNIQUES

The three different levels which introduce the privacy
preserving ability in the existing data mining techniques are as
discussed below: [3].

At level 1, different methods [4], [5], [6], [7]. [8].
[9], [10], [11] discussed below are applicable on the available
database or the raw data so to prevent the user from extracting
the critical or sensitive data. After level 1 i.e level 2 we
indulge both the privacy preserving methods [13-26] with the
existing data mining algorithms thus ensuring individual
privacy. At last the level 3 in which different researches
proposed various techniques [31], [32] for the output obtained

from the data mining methods.And this obtained output is
shared among the parties.

2.1 Privacy Preserving At Levell (Raw Data or Databases)

These are some way proposed by Clifton et al. [4] to ensure
the privacy protection at level 1 are:

«» Limiting the access

% Fuzz the data

¢ Eliminate the unnecessary data
% Augment the data

< Audit

In this level the two popular known methods for
preserving privacy of an individual are:

7

«+» The randomization method
< The anonymization method
2.1.1 The randomization method

In this randomization method the actual or the
original data is add up with some factor which may be a noise
or any random number. The added noise factor is should be
large enough so as to ensure that this would not be
reconstructed by any unauthorized party.In this method the
procedure for aggregating the data consist of the following
step [4], thus the systematic representation of it is shown in
figure 2

I
Reconstruet I
— e —

L

Randomize |
L ———

Bl

Fig.2.The model of Randomization

During first step the data providers randomized data and
transmitted it to the receiver end. In next step data receiver by
using the reconstruction algorithm, evaluate the actual
distribution of the data. The two popular and well known
techniques for randomization are the Random noise based and
randomized response.

2.1.2 The anonymization method

In case of demographic analysis or in health research
sector there is need for releasing the specific information
about a person( also referred as micro data) by some
organization such as the Health center or Government sector
[12].Because of this, the condition may arise which accidently
release the sensitive information about an individual. Thus this
jeopardy situation of connection private information is
handled with great care. For this we introduce different
privacy preserving methods to protect and safeguard the
individual sensitive information.

The three different types of micro data attributes are
1) identifiers (IDs) 2) quasi-identifiers (QIs), 3) sensitive
attributes (SAs). The first type of the micro data -identifier
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(e.g., name, social security number and other) is utilized in
identification of a tuple uniquely. Thus this type of identifier
must be covered or secured.Quasi identifier (e.g., date of birth,
zip code, gender) these micro data are combined together and
can be treated as identifier in carriage of exterior information.
SAs (e.g., salary, Criminal charge, diseases) this type of micro
data are also covered so we have a surety that no one obtained
its connection with other specific person.

TABLE 1.0RIGINAL TABLE [26]

Name  Race  Birth  Sex ‘ Zip ‘ Disease
Alice Blank 1965-3- M 02141 Flu
Bob Blank 19615?5-1 M 02142 Cancer
David Blank 1966-6- M 02135 Obesity
Helen Blank 19(138-7- M 02137 Gastritis
Jane White 19(138:-3- F 02139 HIV
Paul White 196’)8r34-1 F 02138 Cancer

TABLE 2.6 ANONYMIZATION OF TABLE 1[26]

Name  Race  Birth  Sex ‘ Zip ‘ Disease
Alice Blank 1965 M 0214# Flu
Bob Blank 1965 M 0214# Cancer
David Blank 1966 M 0213# Obesity
Helen Blank 1966 M 0213# Gastritis
Jane White 1968 F 0213# HIV
Paul White 1968 F 0213# Cancer

Bayardo and Agrawal [14] introduce an optimal technique,
which starts from the completely generalized table and
specialized this into a minimal k-anonymous table.

LeFevre et al. [15] introduced a technique which uses the
bottom up strategy and pre-evaluation concept. Fung et al.
[16] to obtain the k-anonymous table they suggest top-down
strategy.

Sweeney [17] introduces approximation techniques for the K—
anonymity and also considered the problem of k -
anonymityas NP hard. Different models were proposed
namely p-sensitivek-anonymity [18], t-closeness [19], and M-
invariance [20] with the objective, to solve the problem of k —
anonymity. Xiao and Tao [21] introduce a technique that
fulfill every one requirement by performing minimum
generalization and in turn preserve the large volume of data
from the actual data set.References [22-25] introduced the
clustered based methods which are helpful in reducing
significantly the loss of the information.

K-anonymity as a major topic for the research and
also present the various issues which are taken into
considerationsuch as combining this with an existing
techniques of the data mining. This ensures that the
transformed data which we obtained is correct and reduces the
loss of data during transformation.

2.2 Privacy Preserving At
algorithms and techniques)

Level2 (Data mining

With the rapid usage of an internet, individual are
interested in performing the data mining activity in jointly
manner. However, during the protected computation of
different parties there is a chance of getting the critical
information in the hand of an untrusted entity or even the
competitors. Here we suggest the two popular representation
of the distributed data mining such as horizontal and vertical
data mining[26].In horizontal partition each site equipped with
full information on different entities set. On the other hand in
vertical partitioning different information is equipped in each
different site.

The different techniques which are named above used a
protocol for performing encryption operation as Secure
Multiparty Computation (SMC) technology. The two basic
model of SMC are as below,

7

«» Semi-Honest model
< Malicious Model

2.3 Privacy Preserving At Level3 (output of data mining
algorithm and techniques)

At level 3 more protection and security is provided
by the privacy preserving data mining technique because at
this level no database or raw data are shared among parties.
At this level the obtained output of the data mining techniques
are shared among the parties.

Fig 3.Parties sharing rules

This systematic representation in fig.3 indicate that the parties
shared the discovered knowledge from the databases, by
eliminating the data which are sensitive , share the rule, while
no parties known that which knowledge is belong to which
intended party. The major challenge which introduce here is
the releasing all the discovered patterns which are not critical
or delicate.

IV. EVALUATION OF PRIVACY PRESERVING
ALGORITHMS

In this section we evaluate the outcome of the privacy preserving
data mining algorithm with the help of the following parameters as
discussed below [19]:

% Performance: The performance factor of these algorithm is
estimated as the time required by the algorithm to reach privacy
criteria

« Data Utility: This parameter is the estimation, of the loss of
information or loss of functionality in generating the result ,
which easily obtained in the absence of the PPDM techniques

< Uncertainty level: This is the estimation of the uncertainty level
by which the critical or secret information which is covered or
hidden can be forecast.
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