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Abstract: A data security is an issue for research from the
beginning. Different method and different technique have
been implemented for data security but no one gives the high
security provides for data. it can be use the chaotic map
technique for data security. The salient features of the
technique is that any authorized user can retrieve the
corresponding fingerprint information from the complex
encrypted and multiplexed image by a single decryption
process with the authentic key. An orthogonal coding scheme
with chaotic map is developed to encrypt the given fingerprint
image. In this paper, we presented a new algorithm of
encryption and decryption of images. The algorithm is based
on the concept of shuffling the pixels positions and changing
the gray values of the image pixels. To perform the shuffling
of the plain-image’s pixels, a block based shuffling scheme is
proposed, in which the plain-image is decomposed into 8x8
size blocks and a 2D Cat map is applied in three different
ways to achieve good shuffling effect. Moreover, the control
parameters of shuffling are randomly generated using a 2D
Standard map to enforce the secrecy of the image. The
encryption of the shuffled image is done using chaotic
sequence generated through a 2D standard map. A traditional
cryptosystems employ algorithms where confusion and
diffusion are linear function of the number of iteration and
key length. All the simulation and experimental analysis show
that the proposed image encryption system has a very large
key space, high sensitivity to secret keys. The proposed
cryptographic technique involves a simple architecture by not
requiring any mathematical transformation. Performance of
the technique is investigated through computer simulation
employing real-life fingerprint images.
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I. INTRODUCTION

Biometric features, including face, fingerprint, iris, have been
found to be unique for any human and hence been proposed to
be utilized as an efficient mean to establish the identity of a

person. A considerable amount of research interest has been
developed to devise biometric recognition techniques for a
wide range of applications, including border security,
authentication, identification, verification, protection of
identity theft, and so on[1][4][16]. However, the major
challenge of biometric recognition systems is to secure the
biometric features from any unauthorized access, information

leakage, and compromise or modification. Biometric
cryptosystems have the requirement of encrypting the feature,
securely storing the information and also of faithfully
reproducing the feature for authentication or identification
purpose[6]. Optical image processing techniques have offered
efficient information security and fraud prevention systems. A
couple of optical encryption methods have so far been
proposed in the literature[2][18], including double phase
encoding scheme wusing joint transform  correlation
(JTC)[3][11],exclusive-or encryption[26]security verification
using polarization-encoded mask[27], multiplexed minimum
average correlation energy phase-encrypted filter[28],and
fractional Fourier transformation[29].However, majority of
the techniques employ a pseudo-random number for encoding
purpose. Since these numbers are not totally uncorrelated
from one another, the security is not strong enough to prevent
a wrong code from being able to extract some of the features
of the coded information. The objective of this paper is to
develop a novel algorithm for securing fingerprint
information. a given fingerprint image is encrypted using a
orthogonal coding scheme which provides zero cross-
correlation between the code words[2]. The salient features of
the proposed technique are that it involves a simple
architecture  requiring no  complex  mathematical
transformation and additionally  multiple  encrypted
information can be multiplexed together to save storage
and/or transmission bandwidth. Computer simulation
investigation verifies that the confidential fingerprint
information can be retrieved successfully without any loss or
distortion provided the correct code is applied.

[l .ANALYSIS

Figure 1 shows the block diagram of the proposed security
system for fingerprints. First, the given fingerprint images are
encoded using individual orthogonal code. The input images
are expanded in one dimension and then multiplied by the
respective code as shown in Fig. 1(a). Then, the individual
encoded images are superimposed on a common spatial

domain. Let ti(x, y) be the expanded form of the i’th
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fingerprint image fi(x, y), and ci(x, y) is the respective code.

Thus the encoded and multiplexed image can be expressed

S(X y)=i=t (X V(X Y).onnn (1)
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Among different orthogonal coding teccode is employed in
the paper, which applying the Hadamard transform repeatedly
as described below
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The set of encryption keys are generate a square matrix,
where the length of power of 2. The length of the code
corresponding to the number of independent codes. As shown
in Fig. 1(b), the required information can be retrieved from
encrypted image by simply multiply respective code. Then a
threshold performed where an appropriate value is selected
based on the format of the set used. If ci (x,y) represents the
address code for the itch fingerprint to be decrypted, then the
after the correlation operation performed received signal can
be expressed as

doxy)=0s [ TC ()T uw] Ciu-xv-y)dudv............ @)

where C(u, v) and T(u, v) are the Fourier the spatial domain
signals, c(x, y) and T(x,y) respectively. It can be obvious from
eq.(4) the desired decrypted fingerprint will be the output
after the threshold operation, because other fingerprint will
contribute nothing as the cross the any two different codes is
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zero. The demultiplexing operation performed during
correlation processing is required for this purpose

I11. CHOATIC MAP

Nowadays, communication networks such as mobile networks
and the Internet are well developed. However, they are public
networks and are not suitable for the direct transmission of
confidential messages. To make use of the communication
networks already developed and to keep the secrecy
simultaneously, cryptographic techniques need to be applied.
Traditional symmetric ciphers such as Data Encryption
Standard (DES) are designed with good confusion and
diffusion properties[30]. These two properties can also be
found in chaotic systems which are usually ergodic and are
sensitive to system parameters and initial conditions. In recent
years, a number of chaos-based cryptographic schemes have
been proposed. Some of them are based on one-dimensional
chaotic maps and are applied to data sequence or document
encryption[31][32].For image encryption, two-dimensional
(2D) or higher-dimensional chaotic maps are naturally
employed as the image can be considered as a 2D array of
pixels[33][25].] suggested that a chaos-based image
encryption scheme should compose of two processes: chaotic
confusion and pixel diffusion. The former permutes the pixels
of a plain image with a 2D chaotic map while the latter
alternates the value (gray-level) of each pixel in a sequential
manner. This architecture formed the basis of a number of
chaos-based image ciphers proposed subsequently.Therefore
they suggested using a standard map for confusion while
keeping the logistic map for pixel value diffusion. To achieve
a satisfactory level of security, recommended performing four
overall rounds of confusion and diffusion[24] .In each
confusion stage, 4 permutation rounds should be performed.
These lead to a total of 16 permutation rounds and 4 diffusion
rounds. Although measures such as pre-computation of
permutation mode and sine table were 3 suggested to reduce
the computational complexity, the relatively slow diffusion
process still limits the performance of this cryptosystem. To
accelerate the encryption speed of cryptosystem and other
ciphers based on the iterative confusion-diffusion processes,
we propose to introduce certain diffusion effect in the
confusion process so that this effect is not solely contributed
by the slow diffusion process. Simulation results show that
the number of overall rounds and hence the number of time-
consuming diffusion processes is reduced without sacrificing
The security level. The overall encryption time is shortened
although the time required in the confusion stage is increased
slightly. The paper is organized as follows. In the next
section, the architecture of cryptosystems based on iterative
confusion-diffusion processes is introduced with Lian et al’s
scheme as an example. The design concept of our approach is
described in. Simulation results and performance analyses are
reported in. In the last section, a conclusion is drawn.
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Architecture of Chaos-based Image Cryptosystems:

typical architecture of the chaos-based image cryptosystems
is

mi rounds

71 rounds
Diffusion
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Plain (Pixel Permutation) d h Cipher
Image T T Image
—p Key Generator ‘
Secret Key

fig. Typical architecture of the chaos-based image cryptosystems

There are two iterative stages in the chaos-based image
cryptosystem. The confusion stage permutes the pixels in the
image, without changing its value. In the diffusion stage, the
pixel values are modified sequentially so that a tiny change in
one pixel is spread out to many pixels, hopefully the whole
image. To decorrelate the There are two iterative stages in the
chaos-based image cryptosystem. The confusion stage
permutes the pixels in the image, without changing its value.
In the diffusion stage, the pixel values are modified
sequentially so that a tiny change in one pixel is spread out to
many pixels, hopefully the whole image. To decorrelate the
relationship between adjacent pixels, there are n permutation
rounds in the confusion stage with n > 1. The whole
confusion-diffusion round repeats for a number of times to
achieve a satisfactory level of security. The parameters of the
chaotic maps governing the permutation and the diffusion
should better be different in different rounds. This is achieved
by a round key generator with a seed secret key as input.

In Lian et al’s cryptosystem[24] , the confusion process is
realized solely by permuting pixel positions without pixel
value mixing. It employs an invertible discretized 2D standard
map with the introduction of random scan couple (rx, ry) for
corner-pixel confusion, as given by.

Xk+1 =(XitYictrctry)modN
Y ks =(YiHyHKeSin2nxes/N)mod N

where (xk, yk) and (xk+1, yk+1) is the original and the
permuted pixel position of an N x N image, respectively. The
standard map parameter KC is a positive integer.

IV. The Proposed Scheme

The proposed image encryption algorithm has two major
steps. Firstly, the correlation among the adjacent pixels is
disturbed completely as the image data have strong
correlations among adjacent pixels. For image security and
secrecy, one has to disturb this correlation. To achieve this, a
block based image shuffling scheme is proposed using 2D Cat
map. Then the pixel values of the shuffled image are

encrypted by employing a 2d standard map. The periodicity of
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Cat map degrades the security, because the possible attack
may iterate the map continuously to reappear the plain-image,
this makes the Straight forward use of conventional Cat map
unsafe for image security. To withstand the periodicity attack
of Cat map, a new block based image shuffling scheme using
Cat map is proposed in which the two control parameters a, b
of map are randomly generated through a key dependent
chaotic sequences. The control parameters of Cat map are the
control parameters of shuffling. The shuffling effect obtained

after a number of iterations depends on these parameters.
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V. Experimental Result

Encryption of image :

Data | Spreading | Standar | H/W | Encrypti | Enc.Tim
base | length(2*n) | dsize ratio on key e

size

4 8 64 4 659 0.35265
4 8 128 4 659 0.49581
4 8 256 4 659 1.4255

Table 1. Encryption of image

2728



International Journal of Engineering Research & Technology (IJERT)
ISSN: 2278-0181
Vol. 2 Issue 7, July - 2013

Decryption of image:

Image no. Decryption key Decryption time
2 659 0.11291
2 659 0.15989
2 659 0.27194

Table 2.Decryption of image

VI. CONCLUSION

An efficient fingerprint Security system is proposed in this
paper employing orthogonal coding scheme. The technique
has been found to provide an efficient and successful
encryption, multiplexing and decryption performance. It
provide with excellent security features with a very simple
architecture. The technique can also be implemented optic to
yield an effective real-time security system.

In this paper, we presented a new algorithm of encryption and image no-2
decryption of images. The algorithm is based on the concept

of shuffling the pixels positions and changing the gray values

of the image pixels. To perform the shuffling of the plain-

image’s pixels, a block based shuffling scheme is proposed, in
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