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Abstract— An authentication algorithm is proposed in this paper
using speech watermarking of fingerprints. First, the fingerprint
image of a person is divided into non-overlapping blocks using
fixed dimensions for each block. The gravity centres for each
block are determined and used to generate perceptual hash value.
In order to identify the speaker, the perceptual fingerprint
hashing that represents the speaker must be closely related to the
speech signal. Therefore, the perceptual hashing value of the
fingerprint image is embedded as a watermark in the speech
signal. At the authentication stage, the fingerprint hashing value
is extracted from watermark signal and then it is matched with
another perceptual fingerprint hashing value of the same user,
already stored. The authentication is determined by the result of
the matching .This method also provides an additional layer of
security, apart from providing authentication.
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I. INTRODUCTION

E-Commerce is a set of services provided by a group of
networked bank branches via the internet. Bank customers may
access their funds and perform other simple transactions from
any of the member branch offices. The current internet banking
authentication system is established by utilizing the public key
cryptography system and the digital signature technology for
authenticating, which are susceptible to attacks. As the carrier
of the huge fund flow, internet banking is very easy to be
intruded illegally and viciously attacked. Presently, the internet
banking systems are exposed to a few information security
risks: clients' 1D authentication. Authentication is used to
guarantee the authenticity of the data prevent from positive
attacks such as altering and imitating. Due to unavoidable
hacking of the databases on the Internet, it is always quite
difficult to trust the information on the Internet. The password
is easily forgotten, vulnerable, leaked, while the smart card and
USB certificate token are easily stolen, lost, or spurious. Thus
the major issue in core banking is the authenticity of the
customer. By combining biometrics and cryptography,
Biometric encryption can be extensively exploited for
information security. One method is by considering the speaker
verification. The basic principle of traditional speaker
verification technology creates a personality description model
for every speaker. The speaker authentication is implemented
by comparing the suspicious speech with the saved speaker
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model. If the similarity exists, the speaker's identity will be
confirmed. Otherwise, the authentication doesn’t pass.
However, speech can be easily imitated due to the development
of high capability digital recorder that can achieve the sound
features of the speaker at a very low cost. Thus, using only the
voice feature reduces the identity reliability. Therefore, other
aided features are required in addition to voice features. The
biometric feature like fingerprint is considered for its high
recognition accuracy, small space for storage, ease of
procurement, low equipment cost and hence it can be used for
authentication purposes along with voice features.

However, the same individual’s fingerprint images may be
different due to the changed orientation, strength of pressing,
wetness/dryness of the fingers. Though perceptual hashing
function produces different numerical hash representations for
similar images, it enables same or similar hash values for the
same individual’s fingerprint having differences in input angle,
orientation etc. Perceptual hash values are obtained from
gravity centres. Gravity centres are geometric invariant to
rotation and translation and thus can tolerate small distortion.
Since gravity centres are calculated based on the image content,
the perceptual hash values generated due to the gravity centres
of different images are different. Thus, even if two fingerprint
images have the same perceptual elements, the hash values
developed will be different.

Il. PROPOSED ALGORITHM

Speech watermarking of fingerprint image using perceptual
hashing for authentication consists of two parts, encoding at the
transmitter side and decoding at the receiver side. First the
fingerprint image is read from the computer, and the gravity
centre of the fingerprint image is obtained by using perceptual
hashing model. Then the speech signal is read from the
computer. The generated perceptual hashing sequence is
embedded into the speech signal to form a watermarked signal.
At the receiver side the perceptual hash values are extracted
from the watermarked signal and compared with the hash
values stored at the receiver end. The authentication is
determined by the amount of matching. After comparison, if
the hash values are same the authentication is granted else it is
denied.

A. Encoding

The encoding method used at the transmitter side is data
hiding. The speech signal is the cover signal used for hiding the
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CoG values of the fingerprint image. The speech signal is also
termed as the watermarked signal. The encoding process

to achieve the desired results comprises of 3 steps and is shown
in Fig.1.
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Fig. 1 Block Diagram of the Encoding Process

1) Accepting and Dividing the Image: First the fingerprint is
accepted from the fingerprint scanner as a gray scale image as
shown in Fig. 2. The accepted image is divided into a number
of non-overlapping blocks. Using non-overlapping blocks
ensures complete coverage of the image and that no data is
repeated. The dimensions should be optimum to ensure
coverage of finer details in the fingerprint as well as to achieve
a good trade-off between the numbers of CoG values for
comparison and to also ensure that the speech signal isn’t under
perceptible changes.

Fig. 2 Original Image
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Fig. 3 Image Divided into non-overlapping blocks

2) Finding the Perceptual Hash: The original grey fingerprint
image is denoted by f (i, j), 1<i<M, 1< j<N where M=number
of rows in the image, N=number of columns in the image. The
coordinate of the gravity centre is (mx, my). The intensity
value at the specified co-ordinates G (mx, my) is the centre of
gravity for that block. The formula shown in equation (1) is
applied to each and every block that the original fingerprint
image is divided into blocks. The resulting CoG values are
converted to 8-bit binary. The binary values so obtained are
concatenated as CoG1||CoG2||...CoGn. The binary sequence so

obtained represents the perceptual hash. The obtained hash
values are compressed using lossless compression technique
like Huffman encoding so that it is difficult to detect these in
the watermarked signal.

M N M N
M=% ¥ i f(i.j) / ¥ ¥ fli, j)
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3) Accepting and Embedding Speech: Next part of the
algorithm deals with accepting speech sample, processing it
and transmitting it. The active speech sample considered is
read from the computer. The sample values of the speech
signal are considered for embedding. The sample range that
falls beyond the centre of the plot is considered and the
corresponding sample values are subtracted from the
concatenated binary values. This doesn’t lead to any changes in
the perception of the sound. But, mathematically, the
transmitted watermarked speech signal and the original speech
signal vary in their characteristics. The overlapping plot of the
original speech signal and the watermarked speech signal can
be seen in Fig. 4. Except the region where the data is embedded,
the spectra are just the same except for high amplitude in a
certain region (caused due to embedded CoG).
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Fig. 4 The overlapping plot of the original speech signal and the watermarked
speech signal.

B. Decoding

At the receiver, first the obtained watermarked signal
undergoes Huffman decoding. The decoding method employed
is largely based on comparison of the embedded data with the
original data already stored at the receiver. The block diagram
of the decoding process is shown in Fig. 5.

Speech watermarked
signal

Extract perceptual
hash value COG1

1

A 4

Compare
COG1&
COG2

Access Passed or
Denied

A

Perceptual hash

Fingerprint image
9P 9 value COG2

stored at decoder

-
Fig. 5 Block Diagram of the Decoding Process
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I11. RESULTS AND INFERENCE

For the experiment, about 100 different images were
considered randomly. The image set also had images with
slightly different features like missing ridges and valleys due to
over-pressing, slant orientations etc. The dimensions of the
images are 280x187, stored in the format ‘.jpeg’. The block
size dimensions are taken as 40x40 for all images.
Consequently, 35 blocks are obtained for each image. The
various parameters tested are:

1) Security: The sequence of hash values are arbitrary and
are largely dependent on the fingerprint pattern. Hence they are
non-periodic and unique for a finger of an individual. Also, the
perceptual hash value is sensitive to the orientation of the

IV.CONCLUSION

The concept of perceptual hashing makes the proposed
algorithm more realistic as it takes into account the minute
changes in the fingerprint image due to dryness, cuts or bruises.
The plot of the original speech signal and the watermarked
speech signal look alike because of the compression obtained
by Huffman coding. The proposed algorithm provides
authentication as it denies access if the speech or fingerprint
are not found in the database at the receiver side. The algorithm
assures the user of secure communication between the user and
the bank and encourages the user to make transactions without
fear.
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the size of fingerprint image is 280x187 then the image has
52360 pixels with 8 bits. If the image is stored in binary, the
storage space needs 418880 bits. But if we store the perceptual
hashing sequence of the fingerprint image based on the gravity
centers, the storage space requirement reduces greatly. Since
the fingerprint image is randomly partitioned into 35
rectangular blocks, 35 gravity centers are generated and
quantified. If we convert the decimal gravity centers coordinate
to the binary, the storage space requires only 280 bits. This
means, the algorithm can greatly reduce the storage cost, at the
same time, greatly increase the running efficiency.

While considering the speaker’s voice sample as watermark
signal, we need to also look into the environmental factors,
such as the speaker’s health, age, emotion, environment noise
and so on. The proposed method introduces the speaker’s
fingerprint biological characteristic, which is embedded into
the speech to be protected. In fact, this method adds a stable
phase to the speech, in the form of fingerprints, so it can avoid
the environmental impact. Moreover, the accuracy of speaker
identification depends on the accuracy of speaker’s fingerprint
authentication. If the fingerprint feature can be nicely extracted,
the accuracy of speech identification can reach 100% in some
cases according to the performance of fingerprint perceptual
Hashing technique.
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