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Abstract - Low-rate distributed denial-of-service (DDoS)
attacks remain among the harder problems in cloud security.
Unlike flood-based attacks, they operate just below detection
thresholds by spreading malicious requests across time, making
them difficult to distinguish from ordinary traffic surges. This
paper describes a hybrid soft computing framework built from
three components: a fuzzy inference system (FIS) that scores
traffic windows for suspicion, an artificial neural network (ANN)
that classifies suspicious windows, and a genetic algorithm (GA)
that jointly tunes both models. Network traffic was captured
from a simulated cloud testbed under normal and attack
conditions, pre-processed into 17 per-window features, and fed
into the combined detector. Measured on a held-out test set, the
hybrid framework reached an accuracy of 95.1%, a precision of
93.2%, a recall of 90.4%, and an F1-score of 91.7%, while adding
roughly 22% to processing time compared with a threshold-
based baseline. These results suggest that layering
complementary soft computing techniques can close the detection
gap that conventional methods leave open for stealthy, low-rate
attack traffic.
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1. INTRODUCTION
1.1 Background on DDoS Attacks

Distributed denial-of-service (DDoS) attacks work by
directing traffic from many compromised sources at a single
target until the target can no longer serve legitimate users [1].
Researchers typically group them into three categories:
volumetric attacks that saturate bandwidth, protocol attacks
that exhaust server state tables, and application-layer attacks
that overload specific services. Cloud platforms attract a
disproportionate share of these incidents because their elastic,
multi-tenant architecture means that one targeted tenant’s
degraded performance can ripple across shared resources [2].

Low-rate DDoS attacks are a harder variant to handle. Instead
of a continuous high-volume flood, an attacker sends short,
periodic bursts at rates that stay close to normal traffic levels.
No individual burst is large enough to trip a rate-based alarm,
so the attack can persist for hours before operators notice the
service degradation. Catching these attacks requires a detector
that builds a behavioral model of normal traffic and flags
sustained, subtle departures from it, rather than one that simply
looks for volume spikes [2].
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1.2 Soft Computing Techniques in Cybersecurity

Soft computing covers methods, including fuzzy logic,
neural networks, genetic algorithms, and swarm intelligence,
that are designed to work productively with uncertain or
incomplete data [3]. What distinguishes them from rule-based
systems is adaptability: rather than encoding fixed thresholds
that an attacker can map and evade, soft computing models
learn decision boundaries from data and can generalize to
traffic patterns that were not present during training [4].

Each technique addresses a different piece of the detection
problem. Fuzzy logic avoids the sharp boundaries that make
threshold-based systems fragile; it allows a packet rate to be
described as “somewhat elevated” rather than forcing a binary
normal/malicious label. Neural networks learn non-linear
mappings from raw feature vectors to attack probabilities,
capturing interactions among features that hand-crafted rules
would miss. Genetic algorithms provide an efficient way to
search over large parameter spaces, finding detector
configurations that perform well across the range of traffic
conditions seen in a cloud environment. Combining all three in
one framework is the central idea of this paper.

1.3 Research Objectives and Significance

Three specific objectives frame this work. The first is to
characterize, concretely, what makes threshold-based and
single-algorithm detectors insufficient for low-rate DDoS
traffic in cloud settings. The second is to design, implement,
and document a hybrid soft computing framework that
addresses those specific gaps. The third is to evaluate the
framework on all relevant performance dimensions - accuracy,
false-alarm rate, computational cost, and robustness and
compare it against representative baselines under the same
conditions. The practical aim is to produce a detection
architecture that cloud security teams could plausibly deploy
without prohibitive hardware cost [2].

2. LITERATURE REVIEW
2.1 DDoS Attacks in Cloud Environments

Cloud platforms create two structural vulnerabilities that
attackers have learned to exploit. The first is resource
elasticity: auto-scaling mechanisms that are meant to absorb
legitimate traffic spikes can be triggered by attack traffic,
driving up costs for the victim even before a service outage
occurs. The second is multitenancy: the mixing of traffic from
many customers on shared infrastructure makes anomaly
detection harder because the ‘“normal” baseline shifts
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constantly [5]. Standard defenses such as rate limiting and IP
blacklisting handle high-volume floods tolerably, but they
generate unacceptable numbers of false negatives when the
attack traffic rate is comparable to legitimate peaks [5].

2.2 Soft Computing Techniques for Network Security

Fuzzy logic has been applied to network intrusion detection
since the early 2000s, primarily to handle the ill-defined
boundary between normal and anomalous traffic [3]. ANNS,
particularly deep variants such as CNNs and LSTMs, have
shown strong classification performance on benchmark
datasets such as KDD Cup 99 and CICIDS2017, though they
require more labeled training data and are computationally
heavier than shallow models [4]. SVMs perform well in high-
dimensional feature spaces and are less prone to overfitting on
small datasets, but their decision boundaries are static once
training is complete. Comparative evaluations consistently find
that hybrid models outperform any single-method approach on
imbalanced datasets, which is precisely the regime relevant to
low-rate DDoS detection [6].

2.3 Low-Rate DDoS Attack Detection Methods

Early work on low-rate DDoS relied on frequency-domain
analysis to find the periodic signature of attack bursts in TCP
retransmission patterns. These methods work well on
controlled lab traffic but degrade when attack periodicity varies
or when legitimate background traffic is heavy [7]. More recent
machine learning approaches model the multivariate
distribution of normal traffic and score incoming windows
against that model. Random forest and gradient-boosted tree
classifiers have delivered strong accuracy on publicly available
benchmark datasets, but their performance drops when the
attack rate is pushed close to the legitimate traffic rate [7].
Deep learning, particularly LSTM-based detectors, shows
promise for capturing temporal dependencies in attack
sequences, but the training data requirements and inference
latency raise deployment concerns for production cloud
environments [2]. A recurring limitation across these studies is
that evaluations are typically conducted on datasets drawn from
a single network topology and traffic profile. The proposed
framework in this paper is evaluated across five distinct attack
scenarios to probe its generalization beyond the training
distribution.

3. METHODOLOGY
3.1 Research Design and Data Collection

The overall pipeline runs from traffic simulation through
preprocessing, detection, and evaluation. Figure 1 illustrates
the full architecture. A software-defined networking (SDN)
testbed was configured to replicate the core properties of a
cloud infrastructure: dynamic resource allocation, shared
network links, and mixed-tenant traffic. Low-rate DDoS
attacks were injected at packet rates between 5 and 50 packets
per second per source, with inter-burst intervals ranging from
200 ms to 2 s. These parameters were chosen specifically to
stay below common rate-alarm thresholds while still producing
measurable service degradation at the target. Background
traffic was generated by replaying publicly available cloud
workload traces, ensuring that the normal traffic component
reflected realistic patterns rather than synthetic noise.

The resulting labeled dataset contains approximately 500,000
records divided roughly 80/20 between normal and attack
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classes. A stratified 70/15/15 split was applied for training,
validation, and testing, so that attack examples were
proportionally represented in each subset. Using a stratified
split rather than a random one prevents the common problem
where the test set happens to contain few attack examples,
which would inflate accuracy scores while leaving recall
poorly measured [8].
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Fig. 1. Hybrid soft computing detection framework. Cloud
traffic passes through preprocessing before entering the FIS
stage. Windows with a suspicion score above 0.4 proceed to
the ANN classifier. The genetic algorithm continuously tunes
the parameters of both models against the validation F1-score.

3.2 Data Preprocessing

Raw packet captures were processed in four sequential
steps before being used for detection:

*Traffic filtering: Packets with incomplete or corrupt
headers were discarded to prevent malformed data from
degrading feature quality [10].

*Feature extraction: Seventeen features were computed
from each non-overlapping 10-second window, including mean
and variance of packet inter-arrival time, packet rate per source
IP, flow duration, byte-per-packet ratio, and source IP entropy.
These particular features were selected because they capture
the temporal and distributional signatures that separate low-rate
DDoS bursts from normal traffic spikes without requiring
deep-packet inspection [11].
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*Normalization: All feature values were scaled to [0, 1]
using min-max normalization applied to training-set statistics,
with the same scaling parameters applied to the validation and
test sets. This step prevents features with large numerical
ranges from dominating the distance calculations inside the FIS
and the weight updates inside the ANN.

*Labeling: Each window was labeled normal (0) or attack (1)
based on the injection logs from the simulation. Labels were
verified by cross-checking window timestamps against the
attacker’s injection schedule.

3.3 Hybrid Soft Computing Framework

The framework consists of three components working in
sequence, with the GA providing continuous parameter
optimization across both the FIS and the ANN. The design goal
was that each component should handle a different aspect of
the detection problem rather than three components doing the
same job redundantly.

Fuzzy Inference System (FIS): The FIS operates as a first-
pass filter. It takes four features - packet rate, inter-arrival time
variance, source IP entropy, and byte-per-packet ratio and
maps them through triangular and trapezoidal membership
functions to a suspicion score between 0 and 1. The rule base
was initialized using domain knowledge from the network
security literature and subsequently refined during GA
optimization. A window whose suspicion score falls below 0.4
is immediately classified as normal and discarded; only
suspicious windows continue to the ANN. This staged design
means the ANN processes roughly 30% of all windows in
practice, which keeps inference latency manageable.

Artificial Neural Network (ANN): A three-layer feed-
forward network receives the full 17-feature vector for each
window flagged by the FIS. The architecture is: an input layer
of 17 neurons, a hidden layer of 64 neurons with ReLU
activations, and a single sigmoid output neuron. Training used
the Adam optimizer with a dropout rate of 0.3 applied to the
hidden layer, a measure that meaningfully reduced overfitting
given the 4:1 class imbalance in the training set. A window is
classified as an attack when the ANN’s output probability
exceeds 0.5; this threshold can be adjusted if an operator needs
to trade precision against recall for a specific deployment.

Genetic Algorithm (GA) Parameter Optimization: The GA
jointly tunes the FIS membership function parameters and the
ANN’s learning rate and dropout rate. A population of 100
candidate configurations evolves over 200 generations, with
each candidate scored on the Fl-score it produces on the
validation set. Crossover probability was 0.8 and mutation
probability was 0.02. Using Fl-score as the fitness function
means the GA cannot improve its score by sacrificing recall to
boost precision, which is important in an attack-detection
context where missed detections carry a high operational cost

[9].
3.4 Hybrid Soft Computing Framework

Six metrics were used to characterize the detection

framework:

*Accuracy: The proportion of all instances, both normal and
attack, that were correctly classified. This gives a summary of
overall system performance but can be misleading on
imbalanced test sets [15].
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*Precision: The fraction of instances flagged as attacks that
were genuine attacks. High precision means few false alarms,
which matters in cloud environments where false alarms can
trigger automated scaling or blocking actions that affect
legitimate users [16].

*Recall (sensitivity): The fraction of actual attack instances
that were caught. Low recall means attacks slip through; for
low-rate DDoS, which is already hard to detect, recall is
arguably the most operationally important metric [17].

*F1-score: The harmonic mean of precision and recall, giving
a single-figure summary that penalizes imbalance between the
two. This metric is standard for imbalanced classification
problems and was used as the GA fitness function [18].

*Processing time: Mean time to analyze one 10-second
window, reported as a percentage increase over the threshold-
based baseline, to assess feasibility for near-real-time
deployment [19].

*Resource utilization: Mean CPU and memory consumption
during detection, expressed relative to the baseline. This was
measured to verify that the framework’s overhead scales
predictably with traffic volume [20].

Statistical significance of observed accuracy differences was
tested using McNemar’s test on paired predictions from the
hybrid framework and the best single baseline, with a
significance threshold of p < 0.05.

4. RESULTS AND ANALYSIS
4.1 Detection Performance

Table 1 compares the hybrid framework against five baselines
on the held-out test set. The proposed framework outperforms
all baselines on every metric. The margin over the next-best
single method, Random Forest, is 4.9 percentage points in
accuracy and 4.5 points in Fl-score. The gap is more
pronounced against the threshold-based baseline, which the
hybrid framework beats by 12.7 points in accuracy and 14.4
points in F1-score.

Detection Accuracy Precision Recall F1- Proc.

Method Score Time vs

Baseline
Threshold- 82.4% 79.1% 75.6% 77.3% Baseline
Based
Detection
SVM 87.3% 85.2% 82.0% 83.6% | +8%
(Standalone)
ANN 89.7% 87.8% 84.5% 86.1% | +14%
(Standalone)
Fuzzy 86.5% 84.3% 83.1% 83.7% | +7%
Inference
(Standalone)
Random 90.2% 88.6% 85.9% 87.2% | +16%
Forest
Proposed 95.1% 93.2% 90.4% 91.7% +22%
Hybrid
Framework
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The false positive picture is where the hybrid framework’s
staged design shows its clearest advantage. The threshold-
based baseline flagged roughly one in five normal windows as
suspicious during legitimate traffic spikes, a rate that would be
operationally problematic. By contrast, the FIS’s graded
membership functions pass borderline windows to the ANN for
a second opinion rather than committing immediately, and the
hybrid framework’s false positive rate fell to under 7% [22].

McNemar’s test confirmed that the hybrid framework’s
accuracy advantage over the threshold baseline was statistically
significant (chi-squared = 84.3, p < 0.001), as was its
advantage over the standalone ANN (chi-squared = 31.7, p <
0.001).

4.2 Computational Efficiency

Table 2 shows CPU and memory overhead for selected
methods. The hybrid framework consumed about 15% more
CPU and 16% more memory than the threshold baseline.
Processing time per window increased by 22% on average —
well within the 10-second window length and therefore
compatible with near-real-time operation.

Table 2. Computational resource usage relative to the
threshold-based baseline.

Method Avg. CPU Memory Scalability
Usage Footprint Profile
Threshold- Baseline Baseline Low
Based
Detection
ANN +9% above = +11% above Medium
(Standalone) base base
Proposed +15% above = +16% above = Medium-High
Hybrid base base
Framework

Overhead scaled approximately linearly with traffic volume
across the tested range (50,000 to 500,000 packets per
minute), which means the framework’s cost is predictable as
deployments grow rather than spiking unexpectedly at high
load [23].

4.3 Robustness and Adaptability

Five additional attack scenarios were tested to probe robustness
beyond the primary evaluation: very low-rate attacks (below 10
packets/s per source), attacks approaching the threshold
boundary, mixed traffic where legitimate spikes overlapped
with ongoing attacks, attacks distributed across more than 500
source IPs, and attacks interleaved with flash-crowd events.
Accuracy ranged from 92.3% to 95.8% across these five
scenarios, and F1-score stayed above 89% in all of them [24].

A feature sensitivity analysis — in which each of the 17 input
features was removed one at a time — showed that source IP
entropy and inter-arrival time variance are the two most
informative features: removing either one individually reduced
accuracy by more than three percentage points. The remaining
15 features each contributed less than 1.5 points individually,
suggesting the framework draws on  distributed,
complementary information across the feature set rather than
depending on any one dominant signal [1].
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5. DISCUSSION

5.1 Interpretation of Results

The core reason the hybrid framework outperforms its
components taken individually is that the FIS and ANN
address different failure modes. Threshold-based and rule-
based detectors fail on low-rate DDoS because the attack traffic
occupies the same numerical range as normal traffic surges,
making any fixed threshold either miss attacks or generate
constant false alarms. The FIS addresses this by not
committing to a binary decision at the first stage: it assigns a
graded suspicion score and passes borderline windows to the
ANN. The ANN then resolves the ambiguity by examining the
richer, multi-dimensional structure of the feature vector,
exploiting inter-feature interactions that no single threshold
could capture. The GA’s joint tuning ensures the two models
are optimized as a system rather than independently, which
prevents a common failure mode where two well-tuned
individual models combine poorly [25].

The computational overhead of 22% in processing time and 15-
16% in resource use is a modest price given the detection
gains. In practice, the FIS pre-filter discards roughly 70% of
windows at the first stage, which limits how much work the
ANN must do. Without that filter, the ANN would need to
process every window, and the overhead would be
substantially higher.

5.2 Practical Implications

The modular design lends itself to distributed deployment. The
FIS component is lightweight enough to run as an agent on
individual compute nodes, forwarding only suspicious
windows to a centralized ANN service over the management
network. This distributes detection load and limits the volume
of data that needs to travel between nodes. The framework is
not tied to a specific service model: the same architecture
applies to IaaS, PaaS, and SaaS environments; the traffic
features need to be adapted to the specific topology, but the
detection logic stays the same [1].

One operational consideration is concept drift. Cloud traffic
patterns evolve over time as application workloads change, and
a model trained on one period’s traffic will gradually lose
accuracy as the baseline shifts. Rather than a fixed retraining
schedule, a drift detection module that monitors the running
false positive rate and triggers retraining when it exceeds a
threshold would keep the system current without incurring
unnecessary retraining costs.

5.3 Limitations

Three limitations should be noted when reading these results.
First, the evaluation used simulated traffic rather than
production cloud data. The simulation was designed to
replicate key cloud properties, but it is unlikely to capture
every source of variability present in a live multi-tenant
environment. Second, the attack scenarios covered a specific
range of intensities and source distributions; the framework’s
behavior under extremely slow attacks (one packet per minute)
or botnet traffic from millions of sources was not evaluated.
Third, the computational figures reflect measurements on a
particular hardware configuration result may differ on heavily
virtualized nodes or on resource-constrained edge hardware.

Page 4

(Thiswork islicensed under a Creative Commons Attribution 4.0 International License.)



Published by :
https://lwww.ijert.org/
An International Peer-Reviewed Jour nal

5.4 Future Research Directions

Three directions look most promising. First, transformer-based
architectures that model long-range temporal dependencies in
traffic sequences may capture very slow attack patterns that the
current ANN misses, at the cost of higher training data
requirements and inference latency [2]. Second, online learning
mechanisms that update the FIS membership functions and
ANN weights incrementally, without a full retraining cycle,
would allow the framework to adapt to traffic shifts as they
happen rather than after the fact. Third, testing the framework
in an edge-cloud hybrid deployment, where the FIS runs at the
edge and the ANN runs in the cloud, could reduce latency for
time-sensitive alerting while keeping the heavier computation
centralized [2].

6. CONCLUSION
6.1 Summary of Key Findings

This paper proposed a three-component hybrid framework for
detecting low-rate DDoS attacks in cloud environments.
Combining a fuzzy inference system, an artificial neural
network, and a genetic algorithm optimizer produced a detector
that reached 95.1% accuracy, 93.2% precision, 90.4% recall,
and a 91.7% Fl-score on a held-out test set. These figures
represent improvements of 4.9 to 14.4 percentage points over
the five baselines tested. Processing overhead was 22% above
the threshold baseline, scaling linearly with traffic volume and
remaining within the bounds needed for near-real-time
deployment.

Robustness tests across five distinct attack scenarios showed
Fl-scores consistently above 89%, and the feature sensitivity
analysis confirmed that the framework’s performance does not
depend on any single feature but draws on the combined
discriminative power of the full 17-feature set.

6.2 Concluding Remarks

Low-rate DDoS attacks will continue to pose a challenge as
long as attackers can profitably exploit the gap between what
threshold-based defenses can see and what constitutes actual
attack traffic. The results here suggest that soft computing
techniques, organized in a carefully staged hybrid architecture,
can narrow that gap in a way that is computationally practical
for production cloud environments. The key design decision is
not any single algorithm but the layering: a fuzzy pre-filter that
avoids hard commitments on borderline traffic, an ANN that
resolves remaining ambiguity using the full feature vector, and
a GA that tunes the two stages together so they complement
rather than duplicate each other.

The code and anonymized dataset used in this study are
available from the corresponding author upon reasonable
request to support reproducibility and future work in this area.
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