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Abstract

Privacy in wireless sensor networks is
alienated into two main categories they are the data
privacy and context privacy. This paper is with
reverence to the context privacy. Context privacy
includes the contextual information that is location
privacy and temporal privacy. Location privacy
covers the physical location of the data source and
data sink. Our research is with respect to the sink.
Suppose the military applications situation. The
attacker is quite efficient to monitor the base station
and destroy it. So privacy is needed to that of the
base station. So a clustered sink mechanism is being
presented.

1. Introduction
A wireless sensor network (WSN) s

composed of many small sensing devices with limited
communication range. The sensors accumulate data
from the environment and report them to the base
station . With the gifted sensing and wireless
technologies, sensor networks are expected to be
widely deployed in a broad scale of civil and military
applications in the near future [1]. Location information
of the sinks, the sensors, and the objects being tracked
are very important in sensor networks. Protecting
location privacy in sensor networks is critical
considering different kinds of attacks that may disrupt
the customary function of the networks

To maximize the life period of network, the data should
be forwarded such that energy utilization should be
balanced among the nodes in fraction to their energy
reserved. Privacy in wireless sensor network is divided
into data privacy and context privacy. Data privacy is
defined as the privacy to the data in the network
.Context privacy covers the contextual information
which includes the location privacy and the temporal
privacy. Location privacy is defines as the information
of the location of events in the network .Temporal

privacy is defines as the time at which an event is being
generated. Location privacy in turn covers the data
source and the data sink. This paper is in regard to the
data sink. Suppose we take the military applications
where in soldiers are being equipped with sensors.
They are trying to reach to the base station or the data
sink. Now the adversary notices that a large amount of
the traffic is being received by the data sink and
decides to destroy the base station or the data sink and
thereby disabling the complete network. so privacy
protection is needed for the base station or the data
sink.

The next section presents the related work . Section 3
presents the clustered sink mechanism .Section 5
concludes the paper with areas of open research in the
future .

2. Related Work

Recently, location privacy has gained more
and more attention. Different approaches are designed
to protect users. In location-based services, privacy in
location tracking systems [7], [8], [9], [10], is used to
determine the user’s position. Location broker residing
at the middleware layer is used in Spreitzer et al.
[7].Hoh et al. [8] create path confusion by crossing
paths in areas where at least two users meet. Gruteser et
al. [9] disturbs the k-anonymity criterion to meet the
sensed location data. Hierarchy of “mist routers” and a
handle-based virtual circuit routing protocol is used to
preserve the location privacy in Al-Muhtadi et al.
[10].eavesdropping and traffic-analysis attacks on the
Internet can be protected using anonymous
communications in Onion routing [11]. Its goal is to
hide the identities of the end hosts in a communication
session. onion routing uses different network and
threat models that is suitable for location-privacy
problem in sensor networks. Furthermore, onion
routing is expensive in sensor network because of the
large communication/computation overhead.
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Passive eavesdropping attacks in mobile ad hoc
networks is dealt in MASK [12]. In order to achieve
anonymity in communications, it is more concerned
about nodes’ network/MAC addresses. But packet-
tracing attack is not considered here.

The problem of how to hide the location of the base
station in a sensor network is dealt in [2], Deng et al.
Multi-path routing and fake message injection
techniques are introduced here. The base station’s
location is determined by traffic-analysis attack through
the measurement of traffic rates at various locations. It
has been pointed out that traffic-analysis attack takes
longer time to find a receiver than the packet-tracing
attack. Another method has been proposed in [13],
Deng et al. Under a certain traffic rate model, to hide
the traffic pattern and the parent-child relationship, the
transmission times of the packets are randomly
delayed. Extra delay for delivering packets is taken in
this approach.

To protect the location privacy of source nodes
(senders) in a sensor network , [1], [14], a routing
protocol called Phantom routing is designed. A random
walk is performed by packets before reaching sink. By
this makes it is harder for an adversary to trace the
movement of packets. There are many source nodes in
sensor network, because of this the Phantom routing
cannot protect the location privacy of the receiver.

Another approach is a source-sink based random walk
is proposed to defend the location privacy of source
nodes against a particular type of attacks. This
approach cannot protect the receiver, for the same
reason that randomized routing alone cannot change the
general trend of the traffic as a whole from flowing
towards the receiver.

3. Proposed Work

In the majority wireless sensor network
(WSN) applications nowadays the entire network must
have the ability to operate unattended in callous
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environments in which pure human access and
monitoring cannot be easily scheduled or efficiently
managed or it’s even not realistic at all [1]. Based on
this critical expectation, in many significant WSN
applications the sensor nodes are often deployed
haphazardly in the area of interest by relatively
unrestrained means (i.e., dropped by a helicopter) and
they form a network in an ad hoc manner [2,3]. In this
section we present the clustered sink mechanism.

Clusters will be formed. There will be a cluster head for
each of the cluster. Among the cluster heads in turn
there will be cluster head commander who will in turn
forward the data to the sinks. Dummy sinks will be
simulated in the field that will generate traffic similar to
that of the real traffic. Once deployment is done we will
place the real sinks and select which are the dummy
sinks to be simulated. Once the dummy sinks are
selected sensor should then develop the routing paths to
send data to places where sinks are simulated.

During network operations whenever a sensor node
senses the event then the report is being sent to the
dummy sinks. Whenever a dummy sink receives the
packet it broadcasts it locally so that the adversary
would believe that the real sink could be in that range.
There by confusing the attacker.

Privacy

Optimal privacy is achieved with regard to that of the
global eavesdropper.

Energy Consumption

Reduced energy consumption is achieved.
4. Simulation Analysis

This is the energy consumption graph for the
sink privacy. We see that reduced energy consumption
is being consumed. There by confusing the attacker and
achieving the privacy.
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5. Conclusion

This paper reviews the privacy-preserving
techniques for wireless sensor networks (WSN) against
a global adversary. Two main categories of privacy
preserving techniques have been presented; data
oriented and context-oriented respectively. The
clustered sink mechanism has proved to give good
performance with respect to the energy consumption
and message overhead.
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