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ABSTRACT: The project deals with the protection of client’s data residing in cloud. Client’s data in cloud
may be classified as (a) sensitive data (personal information such as documents) (b) Non Sensitive data
(general data such as multimedia files). The sensitive data is protected by means of Blowfish algorithm. The
Non sensitive data cannot be protected as the size may vary from user to user and may not contain much
useful information but if this data is shared with the third party then there is a chance that the third party
can insert some suspicious event tracking mechanism or some information that can be accessed secretly by
the third party. In such case before the third party can access the client’s data the access request is sent to
the CSP who then verifies that the third party is genuine and then allows the access of the client’s data.
There may be n number of third parties which access the particular client’s data so a data usage is
maintained inside a text file which contains the name of the third parties and their IP’s. The CSP can verify
the third party’s genuineness from the LOG file which is present on the server and it contains all the
information about the third party. The client can also define the genuineness of the third party directly
based on the method named “SAME IP SAME USER?” if the third party’s registered IP matches the IP of
his system maximum number of times then the particular third party is verified as genuine. There is a
concept called log files which record the activities of the client and if any user gains control over the client,
since every activity is recorded in the log file the client can report it to the CSP and hence the CSP can then
terminate the intruder.
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I. INDRODUCTION

Cloud computing is a computing
platform where the users can store their
data on a centralized data server which can
be then accessed via internet. It is becomes
a complicated task for the CSP to monitor
the data on the server. The CSP must be
able to provide integrity, security and
reliable access of the client’s data. The
client is not aware that how his data is
being used by him and does not have a
proper record of the activities done by him
on the cloud. Third parties in cloud who
access the client’s data have no separate
record of the activities that are done on the
client’s data.[10] Thereby there are LOG
files that contain the necessary information
about the activities of the user like when
was the last login and when the particular
server file was accessed etc. These LOG
files reside on the server side and contain
information in a text format.

The proposed novel automatic and
enforceable logging mechanism in the

cloud. To our knowledge, this is the first
time a systematic approach to data
accountability through the novel usage of
JAR files is proposed. Our proposed
architecture is platform independent and
highly decentralized, in that it does not
require any dedicated authentication or
storage system in place. The system goes
beyond traditional access control in that the
proposed system provide a certain degree of
usage control for the protected data after
these are delivered to the receiver. The
results  demonstrate  the  efficiency,
scalability, and granularity of our approach.
The detailed security analysis and discuss
the reliability and strength of our the
architecture

Il. RELATED WORK
In this section, the first review related are
addressing the privacy and security issues
in the
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cloud. Then, in brief the discussed works
which

adopt similar techniques as our approach
serve for different purposes. Cloud
computing has raised a range of important
privacy and security issues [19], [25], [30].
Such issues are due to the fact that, in the
cloud, users’ data and applications reside—
at least for a certain amount of time—on the
cloud cluster which is owned and
maintained by a third party.Concerns arise
since in the cloud it is not always clear
toindividuals why  their personal
information is requested or how it will be
used or passed on to other parties. To
date, little work has been done in this space,
in particular with respect to accountability.
Pearson et al. have proposed accountability
mechanisms to address privacy concerns of
end users [30] and then develop a privacy
manager [31].Their basic idea is that the
user’s private data are sent to the cloud in
an encrypted form, and the processing is
done on

the encrypted data. The output of the
processing is

deobfuscated by the privacy manager to
reveal the correct result. However, . the
privacy manager provides only limited
features in that it does not guarantee
protection once the data are being
disclosed. In [7], the authors present a
layered architecture for addressing the end-
to-end trust management and accountability
problem in federated systems. The authors’
focus is very different from ours, in that
they mainly leverage trust relationships for
accountability, along with authentication
and anomaly detection.Further, their
solution  requires third-party services
tocomplete the monitoring and focuses on
lower level monitoring of system
resources.Researchers have investigated
accountability mostly as a provable
property through cryptographic
mechanisms,particularly in the context of
electronic ~ commerce  [10], [21].A
representative work in this area is given by
[9]. The authorspropose the usage of
policies attached to the data and present a

logic for accountability data in distributed
settings.Similarly, Jagadeesan et al. recently
proposed a logic for  designing
accountability-based distributed systems
[20]. In[10], Crispo and Ruffo proposed an
interesting approach related to
accountability in case of delegation.
Delegation is complementary to our work,
in that we do not aim at controlling the
information workflow in the clouds. In a
summary, all these works stay at a
theoretical level and do not include any
algorithm for tasks like mandatory logging.
To the best of our knowledge, the only
work proposing a distributed approach to
accountability is from Lee and colleagues
[22]. The authors have proposed an agent-
based system specific to grid computing.
Distributed jobs, along with the resource
consumption at local machines are tracked
by static software agents. The notion of
accountability policies in [22] is related to
ours, but it is mainly focused on resource
consumption and on tracking of subjobs
processed at multiple computing nodes,
rather than access control.

I1l. PROBLEM STATEMENT

The illustration of the problem statement
can be understood by the below example
Example 1. Alice, a professional
photographer, plans to sell her photographs
by using the SkyHigh Cloud Services.

For her business in the cloud, she has the
following requirements:

e Her photographs are downloaded
only by users who have paid for her
services.

e Potential buyers are allowed to view
her pictures first before they make
the payment to obtain the download
right.

e Due to the nature of some of her
works, only users from certain
countries can view or download
some sets of photographs.

e For some of her works, users are

allowed to only view them for a
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limited time, so that the users cannot
reproduce her work easily.[6]

In case any dispute arises with a
client, she wants to have all the
access information of that client.

She wants to ensure that the cloud
service providers of SkyHigh do not
share her data with other service
providers, so that the accountability
provided for individual users can
also be expected from the cloud
service providersWith the above
scenarios in mind the goal of this
paper is to solve all the above
discrepancies. They are:

The first security issue to solve is
the presence of the LOG files on
both the server and client side. The
presence of LOG file reduces the
burden on pushing and pulling the
data from the client.

The GROUP POLICY permissions
which are assigned by the client on
the requisition by the third party are
actually verified by the CSP.[6]

The LOG files are either encrypted
or a password protection mechanism
is enabled so that the intruder cannot
modify the files in order to generate
the false activities done by the user

The use of the DATA TRACKER
enables the client to know about
how many people have used their
data.

Sometime the CSP can misuse the
data of the client suitable
measuresto prevent the access of the
client’s valuable data have been
taken i.e., the CSP has now to take
permission to access the clients
data[7].
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IV. ALGORITHMS IMPLEMENTED

A. BLOWFISH ALGORITHM

=
ﬁq//
32/ o8 x)/_/’ |
a Py — 4|
t |
L — L
r— . |
@ . = S
e __r ey F
_more iteration -
[ Fis Pre
e Fra 1
Lk
Fig F
.
— @D —r
6e p”

Fig.1 Blowfish algorithm
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B. AESALGORITHM

Input: Plain text
Output: Cipher text

1 Derive the set of round keys from the
cipher key.

2 Initialize the state array with the block
data (plaintext).

3 Add the initial round key to the starting
state array.

4 Perform nine rounds of state
manipulation.

5 Perform the tenth and final round of state
manipulation.

6 Copy the final state array out as the
encrypted data (cipher text).
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V. SECURITY ISSUES
A. LOG FILE Attack

The most intuitive attack is that the attacker
copies entire LOG files. The attacker may
assume that doing so the client is unaware
of the modification of the LOG file without
being noticed by the data owner. However,
such attack will be detected by our auditing
mechanism. Recall that every activity is
recorded in the LOG file. In particular, with
the push mode, the harmonizer will send the
logs to data owners periodically. That is,
even if the data owner is not aware of the of
the misusing third party, the LOG files will
contain all the information of his activity,
he will still be able to receive log files.

B. Man-in-the-Middle Attack

An attacker may intercept messages during
the authentication of a service provider with
the certificate authority, and reply the
messages in order to masquerade as a
legitimate service provider. There are two
points in time that the attacker can replay
the messages. One is after the actual service
provider has completely disconnected and
ended a session with the certificate
authority. The other is when the actual
service provider is disconnected but the
session is not over, so the attacker may try
to renegotiate the connection. The first type
of attack will not succeed since the
certificate typically has a time stamp which
will become obsolete at the time point of
reuse. The second type of attack will also
fail since renegotiation is banned in the
latest  version of OpenSSL and
cryptographic checks have been added.

C. Disassembling Attack

Another possible attack is to disassemble
the LOG file of the logger and then attempt
to extract useful information out of it or
spoil the log records in it. Given the ease of
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disassembling LOG files, this attack poses
one of the most serious threats to our
architecture. Since we cannot prevent an
attacker to gain possession of the LOG, we
rely on the strength of the cryptographic
schemes applied to preserve the integrity
and confidentiality of the logs. Once the
JAR files are disassembled, the attacker is
in possession of the public IBE key used for
encrypting the log files, the encrypted log
file itself, and the *.class files. Therefore,
the attacker has to rely on learning the
private key or subverting the encryption to
read the log records.

VI. PROPOSED CONCEPT
A. SENSITIVE DATAPROTECTION

The client’s data resides on the cloud and
hence can be misused by the CSP so in
order to solve this problem the sensitive
data is protected by means of BLOWFISH
algorithm. The algorithm is very strong and
has no known attacks so far. The algorithm
offers both compression and password
protection also.

ccess protection from CSP
Request sent to the client

Cloud Service Provider has requested the access to the following
files:
1.5mart vault

2 Peter Johnson, CPA
3.Quick books

Request Processed by the client
Access Confirmation =

You have chosen to grant the application
SmartVault

accazs ko the QuickBooks compary File
Peter Johnson, CPA

any time, even if QuickBooks is not running.

Access rights:
- Read and modify QuickBooks datas
(NOT including personal data)
= Enhance the QuickBooks user interface

IF QuickBooks is not running, the spplication will log in as:
Admin

L Dorne | Go Back

Fig.3 Sensitive data protection
B. GROUP POLICY PERMISSIONS
(HYBRID CLOUD)

The policy for individual data is applied in
the existing system. In group policy the
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access policies are applied to the

group(third parties). In case of hybrid DATA TRACKER

clouds sometimes the CSP might not want

the third party to access the data directly so User:SAM  Last Login:09:30,04/04/ 2012

the requests from the third parties are sent

verified by the CSP. The CSP can verify or FILE:picturel.jpeg LOCATION:C:\ pictures\ picturel jpeg

filter the third party based on LOCATION

or based on IP addresses [3]. Thus the client Accessed by Hermoine on 01:30pm 01/06.2012, Harry Potter on 0300pm,01/07/2012

can be very sure that the data accessed is by
the genuine third party.

Fig. 5 Data Tracker

& Group policy request by third party to user D. LOGFILES

The LOG files are the files that contain

Jaeshas requeste to aces the fllovingfle information of the user activities and they
Photol12jpg help the user to audit their activities and
Eﬂthicg!mmem andSeings)Destop\photo 2jpg maintain a record in a text format which can
o el then be viewed by the user as required. The

LOG files are present on both the server
and the client side. The following is an
example a LOG file. The server side log
files contains the all the details of the

Request sent tothe cloud service provider

clients on the cloud. The log files store the
James has requested the e photol12pg from theclent login details and help to detect illegal logins
Hermoine
SET PERMISSIONS
CLIENT SIDE SAMPLE LOG FILE
VAKGACOM R mumaviocumoy
User: SAM Last Login:09:30AM,30/05/2013
FILE:picturel.jpeg ~ LOCATION C:\pictures\picturel jpeg

User Login: 01:00 pm
i X L. Opened on 01/06/2012 , Accessed by ROBIN
Fig. 4 Group policy permissions

C. DATA TRACKER
There may any number of third parties in
the cloud and after the group policy Fig. 6 Client Side Log File
permissions are verified and if the
permission granted the data usage is SERVER SIDE SAMPLE LOG FILE
recorded in a text file on the client side so
that they can be aware of the third party
using the data [10]. _l
CLIENT
CHRISTIAN BALE login Time:01:00,01/10/2011 ,1P:192.1683.9.100

LEONARDO DI CAPRIO login Time:02:30,15/09/2011 ,1P:192.1683.8.115

Fig. 7 Server Side Log File

E. LOGFILE SECURITY

The LOG files are encrypted so that the
user cannot view or modify the client’s log
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file. This is done so that the third party
cannot gain advantage of the client’s data
and generate a false view of the activity of
the user.. The log files though are plainly
encrypted but the protection against the
intruder is so strong that he/she cannot
modify the log file. The AES algorithm is
chosen because of the following reasons

e Itis symmetric and fast
e Itis highly secured

e |t cannot be Brute forced
e It has a high efficiency

VIl. CONCLUSION AND FUTURE
RESEARCH

The proposed innovative approaches for
automatically logging any access to the data
in the cloud together with an auditing
mechanism. The approach allows the data
owner to not only audit his content but also
enforce strong back-end protection if
needed. Moreover, one of the main features
of our work is that it enables the data owner
to audit even those copies of its data that
were made without his knowledge.
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