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Abstract—The most rapidly developing field of current trends
in present world is cloud computing, It delivers all basic services
required for TT industry as well as other indusiry. Storage as
service is most widely used services provided by the clond where
the space is given to store their data on a subscription basis. The
main challenge here is the security of data stored. This paper
emphasis more on cloud computing security challenges, data
protecting technigues and discuss about the strategics for secure
transition to the cloud. We analyze the importance of trusted
platform.
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L INTRODUCTION

Cloud computing has transformed the Tt organization
approach, allowing them o move guickly, meet their poals,
expand their business, provide more services with reduced cost.
Cloud computing technology can be implemented in a wide
variety of architectures, different services and deploviment
maodels, along with the software design approaches. The services
provided by cloud are Software as a Service (Saas), platform as
a Service {Paa%) and Infrastructure as a Service (laa8). SaaS
deploys the provider applications ranning on the cloud
infrastructure, It offers access at any place. Paa8S is a shared
development environment, where the consumer controls deploy
applications but does not manage the underlying cloud
infrasiruciure. laaS lets the consumer provision processing,
storage, networks, and other fundamental computing resources
and controls  operating  systems,  storage, and  deploved
applications. Some of the Cloud provides are Windows Azure,
Amazon Elastic Compute Cloud, Hadoop cte.

=

Sereury
e — =
vaws .~ hpplication’ R =
- E 5 @
,-"l Meninring B cussume o= ﬂ Il
| CamiErE Car menk sz ,.'I
Flatform ¢

SREE

ollge ] W age
Infrastructure

12 2 &g

’ Cornpaie L Fre e ik

Thseea \'\“‘ﬂ-k,_ 1 '\.“m' ' '// Tk
ST N o

Fig. | Services provided by the cloud

The cloud computing landscape continues o realize
explosive growth. The worldwide public cloud services market
was projecled o grow nearly 20 percent in 2013, o a total of
$132 billion, with 45.6 percent growth for Infrastructure as a
Service (TaaS), which is the lastest growing markel scgment. A
decade  ago, enterprise  data  tvpically  resided in  the
organization’s physical infrastructure, on its own servers in the
enterprise’s data center. where one could segregale sensitive
data in individual physical servers. Today, with virtualization
and the cloud. dala may be under the organization’s logical
comtral, but physically reside in infrastructure owned and
managed by another entity. This is the reason for requirement of
new approaches and techniques to ensure organizations can
maintain data security,

I, CLOUD COMPUTING SECURITY CHALLENGES
Storage as a Service is generally scen as a good alwernavive for a
siall or mid-sized business that lacks the capital budget and/or
teehnical personnel to implement and maintain their own storage
infrasorucmre. Data protection tops the list of elond concerna. The
benefits of clowd computing are economies of scale, potential
cost savings, fast deployment and easy scalahility. According to
the research report, securily s the biggest obstacle o cloud
adoption followed closely by legal, compliance, and privacy
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Fig. X Muin concern regovding the use of cloud computing

There are complex dala security challenges in the cloud:
+ The need to protect confidential business
government, or requlatory data.
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s  Cloud service models with multiple tenants sharing the
same infi-astructure

o Data mobility and legal issues relative to such
government rules as the EU Data Privacy Directive

s  Lack ol standards about how cloud service providers
securely recyele disk space and erase existing data

s  Auditing, reporting, and compliance concerns

# Loss of visibility to key security and operational
intelligence that no longer is available to feed
enterprise  IT  security  intelligence  and  risk
management

s A new type of insider who does not even work for your
company, but may have control and visibility into your
data,

[T, TECHWIQUES FOR PROTECTING DATA IMN THE CLOUD

Traditional models of data protection have often focused on
netwark-centric and  perimeter security, frequently with
devices such as firewalls and intrusion detection syvstems.
But this approach does not provide sutlicient protection
against APTs, privileged users, or other insidious types of
security attacks, Many enterprises use database audit and
protection (DAP) and Security Information and Event
MManagement (SIEM)  solutions  to gather together
information about what is happening. But monitoring and
event correlation alone do not translate into data security.
Miany organizations have implemented encryplion for data
security. They often overlook inherent weaknesses in key
management, access control, and monitoring of data access.
I encryption keys are not sufficiently protected, they are
vulnerable to thett by malicious hackers. Vulnerahility also
lies in the access control model; thus, it kevs are
appropriately  protected  but  acecess 15 not  sulficiently
controlled or robust, malicious or compromised personnel
can attempt 1o access sensitive data by assuming the identity
of an authorized wser. Therefire, any data-centric approach
must incorporate encryption, key management, strong access
controls, and security intelligence to protect data in the ¢loud
and provide the requisite level of security.

By implementing a layered approach that includes these
critical elements, orgamizations can improve their security
posture more effectively and efficiently than by focusing
exclusively on traditional network-centric security methods.

An eflective cloud security solution should incorporate three
key capabilities:

o Data lockdown
s Access policies
s Security mielligence

First, one make sure that data is not readable and that the
solution offers strong key management Second, one must
implement access policies that ensure only authorized users can
gain access to sensitive information, so that even privileged
users such as root user cannol view sensitive information, Third,
one must incorporate security mtelligence that generates log
information, which can be used for behavioral analysis to
provide alerts that trigger when users are performing actions
outside of the norm.

IV, TRUSTED COMPUTING

Encryption is one of the major reasons why online backup
is the preferred choice lor computer storage. Encryplion
prevents malicious parties from  attempting to access,
change or damage files by storing them in a why which is
inaceessible withoul the key. Encryption prevents unwanted
individuals from being able o access, lamper with or
vindictively change files to cause harm to vou personally or
to your business. Encryption is the process whereby you use
a program lo scramble dala in a way which can only be
rectified by using a key. This protects the files while they
are on owr data servers, by simply storing them away firom
your PC. Public and private cloud services, also known as
multi-tenant infrastructure, are used increasingly in the
enterprise and by government agencies. [t should maintain
below mentioned properties:

Confidentiality: The nature of hardware-based cryptography
ensures that the information stored in hardware is betier
protecled from  external soliware awacks. A wvaiely ol
applications storing secrets on a TFM can be developed. These
applications make it much harder to access infbrmation on
computing  devices  without  proper  authorization.

Awrhentication: It ensures only authorized users and authorized

PC's are on an enterprise network, It also acts as a secure vanlt
for certificates, kevs and passwords, negating the need for
costly tokens.

FPlarform Integrinv: Measures and reports on the integrity of
platform, including the BIOS, disk MBE, boot sector, operating
system and application software, to ensure no wunaothorized
changes have occurred. The TPM, a secure crypiographic
integrated cireuit (1C), provides a hardware-based approach o
manage user authentication, network access, data protection
and more that takes security to higher level than software-based
securily.

V. TRUSTED CLOUD STORAGE ARCHITECTURE
For the vast majority of cloud stovage, the security and privacy
aptions provided are perfectly acceptahle. The fact is that most
people just don’t care about privacy, For those of us that do,
however, there is a relatively casy solution that can allow you
to continue using cloud storage and keep your data secure,
Using Trusted Clond; vou can create encrypted folders within
vour cloud storage, which gets svached like any other file from
the Trusted Cloud. Trusted Cloud provides you with the abilivy
to create a unified data protection policy across all clouds. As
an in-line security gateway that sits between vour users and
your cloud applications, Trusted Cloud applies encryption on
the fly before sensitive data leaves the enterprise, By applying
encryption i a cloud security  gateway, Cipher Cloud
eliminates the inherent security and privacy risks of cloud
computing, Your business never loses control of i1s sensitive
data, yet you can achieve the full benefits of cloud computing.
The Trusted Gateway provides a way to encrypt sensitive
information to the enterprises as it moves to any cloud
application and then decrypt it again as data is delivered to end
users, This protects the data from beimg accessed by others, This
rewolutionary technology mamtains the cloud application user
experience, with near zero latency, and without making any
changes 1o the cloud apphication isell. Trusted Gateway lakes
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a revolutionary approach to protecting sensitive data before it
leaves an organization’s secure enterprise network,
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Fig 3 frusied Clowd Siovage Avchiteciure

There also may be possible that in the internal network some
intruder gain access prelend Lo be another genuine user. So il is
necessary to authenticate the user to retain security. For
authenticate  the wusers we use the famous Kerberos
authentication service [2]. The entitics of the authentication
service are as tollows: End User (1) User, who aims to stores
encrypied credentials o the cloud storage. So 1o encrypt data
uscr should anthenticate itself to the Trusted Gateway. Remote
User: Remote User, who access the cloud storage outside the
internal enterprise network, Trusted Gateway (TG): Trusted
gateway is the work station having TPM which maintains the
data to be encrypted comes from end users and encrypt them
and store 1o the cloud storage and vice versa, Authentication
Server (AS): Authentication Server verilies user’s access right
in databhase; create ticket granting ticket and session kev. Ticket
Granting Server {TGS): Ticket Granting Server issues ticket to
request the Trusted Galeway.

Database: The Kerberos service must have a database to store
user id (10} and hashed passwords,

The details ol the Kerberos Authentication Service Exchange
are: A, Authentication Service Exchange o obtain ticket-
oranting Ticket

(U = AS : 1Du, IDtge. TSI
(2) AS U E{ Ku ., [Kuigs|/|IDigs||T52 |Lifetime2
[ Tickettgs])

Tickettgs= E{Kigs, [Kutgs|IDuf ADu|[IDtgs|TS2 || Lifetime2 1)
B. Ticket-granting service Exchange to obtain trusted gateway
service-granting ticket

(U TGS : 1D | Tickettgs| | Authenticatoru

(TGS U E(Kuwtgs, [ Kotz 1Dwg| | TS4 || Tickettg])
Tickettg=  E(Kig,[Kutg| Dol ADu| g TS4  ||Lifetimed 1)
Authenticatoru= F{Ku, tgs|[1Du]|ADu|TS3 )
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Fig. 4 Kerberos authontication service

Onee the session is created between end user and trusted
gateway then the end wser can send data to store in the cloud in
encrypted form and also can retrieve data firom the cloud with
the help of Trusted Gateway. Records of data sent and retrieved
o the cloud from various end users is maintaing by the Trusted
Gateway. As we clarify that the data which is stored in the cloud
in the encrypted form in highly confidential so to keep the
scourity of data we assume that the remote users who want to
retrieve the data from clowd have TPM chip in his system. So
retnote users have to authenticate itself to the trusted gateway
and then il can exchange keys, by which it can retrieve data
directly from the cloud and decrypt itself.

V1. COMNCLUSIONS
In this paper we have discuss about cloud computing security
issues and discussed about the Trusted platform and its
architecture as a Solution  which helps (o encrypt and decrypi
the data efficiently which gives better security in the Cloud
storage.
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