
Secure Text Transfer using Diffie-Hellman Key 

Exchange based on Cloud 

 
Mohd Tajammul 

Jain University 

Bangalore, India 

  

L. Vijeeth Reddy 
Jain University 

Bangalore, India 

 

Abstract—The cloud computing architecture is widely 

embraced by businesses. It offers on-demand service, extensive 

network connectivity, flexibility, and other benefits. However, 

the use of these traits is hampered by several security issues. 

When a cloud service user uploads sensitive data to the cloud 

platform, it must be sent securely. Steganography is a method 

of concealing private or sensitive information in what seems to 

be an ordinary text file. Steganography is the process of 

concealing Text Messages such that they appear to be any other 

file. When someone looks at the text file, he or she will have no 

notion that it contains concealed information. Human senses 

are not trained to hunt for files that contain information, which 

is what steganography effectively accomplishes. This system 

allows users to transmit text as a secret message within a text 

file, where the user uploads the file to send it secretly and 

provides a key or password to lock the content. This key 

encrypts the text so that it cannot be read even if it is hacked 

by a hacker. To decode the secret text, the receiver will require 

the key. The user then transmits the text file and key to the 

receiver, who opens the file, enters the key or password for text 

decryption, and then pushes the decrypt key to obtain the 

secret text from the sender. You may double-check that your 

secret message is transmitted without outside influence from 

hackers or crackers if you use this approach. If the sender 

delivers this text file to the public, people will have no idea what 

it is and will get it. 

I. INTRODUCTION  

The system allows users to transmit text as a secret 

message within a text file, where the user uploads the file to 

send it secretly and provides a key or password to lock the 

text, which encrypts the content so that even if it is hacked 

by a hacker, the text cannot be read. The key will be required 

by the receiver to decrypt the concealed text. The user then 

transmits the text file and key to the receiver, who first opens 

the file, then enters the key or password for text decryption, 

and finally pushes the decrypt key to obtain the sender's 

secret content.Using this approach, you may double-check 

that your secret communication is conveyed quietly and 

without outside influence from hackers or crackers.If the 

sender sends this text file in public, no one will know what 

it is, and only the receiver will get it. 

II.RELATED WORKS 

The .NET Framework is a new computing platform that 

simplifies application development in the highly distributed 

environment of the Internet. To provide a consistent object-

oriented programming environment whether object code is 

stored and executed locally, executed locally but Internet-

distributed, or executed remotely.[1] 

The .NET Framework has two main components: the 

common language runtime and the .NET Framework class 

library. The common language runtime is the foundation of 

the .NET Framework. You can think of the runtime as an 

agent that manages code at execution time, providing core 

services such as memory management, thread management, 

and remote, while also enforcing strict type safety and other 

forms of code accuracy that ensure security and robustness. 

In fact, the concept of code management is a fundamental 

principle of the runtime. Code that targets the runtime is 

known as managed code, while code that does not target the 

runtime is known as unmanaged code. The class library, the 

other main component of the .NET Framework, is a 

comprehensive, object-oriented collection of reusable types 

that you can use to develop applications ranging from 

traditional command-line or graphical user interface (GUI) 

applications to applications based on the latest innovations 

provided by ASP.NET, such as Web Forms and XML Web 

services.[2] 

Passwords are highly used for encryption in untrustworthy 

environments like cloud storage etc,. This is more about 

encryption[3] 

Studying the history of how this method evolved. For 

example there is a method of non manual operation where 

server will take care of that automatically[4-9] 

Here the discussion is about the cloud computing, 

encryption and how to use them, implement and learning 

about more of existing ways to use[10-23] 

 

III.GOAL & OBJECTIVE 

The goal of this survey is to learn about a safe channel for 

transmitting and receiving secret text messages. The text 

message is encrypted and securely transferred to the 

recipient using Chaff and Winnow and AES (Advanced 

Encryption Standard) encryption techniques. The system 

encrypts the user's secret text message and key information 

before transmitting it to the receiver using AES encryption. 

 

As we all know, the security threats are increasing everyday. 

There is no guarantee that sharing information with another 

person is processed safely without any obstruction of 

hacking or cracking. By the end of this survey we will learn 

about a method which will be using encryption to hide the 

actual message and share the information you want securely. 
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IV.ARCHITECTURE 

 

 
 

V.EXISTING SYSTEM 

There was no such security technique used for hiding text 

data and sending it securely to the receiver. 

Sending a text message to another party would be easily 

readable by anyone. 

By applying various combinations, hackers would easily 

break the security of the text message. 

No such secure path was used to send a text message 

securely. 

 

Drawbacks of the existing system   

● Maintenance of the system is very difficult. 

● There is a possibility of getting inaccurate results. 

● User friendliness is very less. 

● It consumes more time for processing the task. 

 

VI.PROPOSED SYSTEM 

● Considering the anomalies in the existing system, 

computerization of the whole activity is being 

suggested after initial analysis. 

● The project is developed using Visual Studio with 

Asp .Net with C# as a programming language. 

● There is only one entity who will have the access 

to the system either it would be a sender or a 

receiver. 

● Users first need to login using its login credentials 

and then only he/she can access the system. 

● Steganography is the technique of hiding private or 

sensitive information within something that 

appears to be nothing be a usual text file.  

● Steganography involves hiding text so it appears to 

be a normal text file containing encrypted data.  

● If a person views that object which has hidden 

information inside, he or she will have no idea that 

there is any secret information.  

● What steganography essentially does is exploit 

human perception, human senses are not trained to 

look for files that have information inside of them.  

● What this system does is, it lets user to send text as 

secrete message inside an text file where, user 

uploads the file to send it secretly and gives a key 

or a password to lock the text, what this key does 

is, it encrypts the text, so that even if it is hacked by 

hacker it will not be able to read the text.  

● Receiver will need the key to decrypt the hidden 

text. 

● A secret key is generated using the Diffie Hellman 

Key Exchange Algorithm for better security.  

● User then sends the text file and key to the receiver 

where the receiver first opens the file, and then he 

enters the key or password for decryption of text, 

he then presses the decrypt key to get secret text 

from the sender.  

● By using this method, you can double ensure that 

your secret message is sent secretly without outside 

interference of hackers or crackers.  

● If the sender sends this text file in public, others 

will not know what it is, and the receiver will 

receive it.  

● The system uses an online database to store all 

related information. 

 

VII.FLOW CHART 

 

 

VIII.CONCLUSION 

This is  my survey of System Design about “Secure Text 

Transfer” application based on Asp .Net with C# i.e. Web 

Application. On my way of survey I also found out about the 

method where there will be no need for a manual code 

sending process. Instead the server itself will generate one 

code and send it to the mentioned receiver's mail. 
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