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Abstract = In the emerging field of distributed mobile computing,
plethora of devices are under-utilized in terms of their computing
power, memory space and energy. In this paper we have adapted an
application for opportunistically passing notices in an academic
campus and proposed a way to achieve security and privacy through
Steganography resolving the under utilization issue.
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L INTRODUCTION

The cell phones, laptops, tablers, 1Pods with different access
technologies are  plenteously loaded o the world; Wi-Fi,
Bluetooth, WI-MAX, cellular, RFID and NFC are commenly
used access technologics that are available near a device making
the way for numerous opportunities for unlimited pair wise device
contacts.

When  billions of devices share their computing  time,
memory space and energy in collaborative way, the impact is
cnormous, this manner that 15 representative of distnbuted
computing, though in a different paradigm is Opportunistic
Computing. Leveraging of opportunities as they  exploit the
communication between a pair of devices enabling possible
sharing of content, resources, and services that are i the vicinity
that meet application called
computing. Opportunistic Computing exploits humans™ mobility
and their gregarious natures to enable a transmission only if the
users are sufficiently close [1].

requirements s oppornistic

In such an entwined network of opportunities, privacy and
security is an obvious and major issue. Security is necessary since
it helps in securing data from threats such as misuse, enables
privacy to the users. In this paper, we have tried to achieve
sceurity through Steganography,  Stecganography is an oart that
involves communication of secrel dala in an appropriale carrier
such as text. image, audio or video. Steganography’s goal is to
hide the very existence of embedded data so as not to
arouse an eavesdropper’s suspicion [2].

A. Application Scenario

This paper deals with the framework of academic
campus composed of a wide area, numerous employees and
students.  Fig.l shows the hicrarchy of academic organization.
The Administrator passes the information and notifications to the
Principal and Principal to the different levels such as
Administrator  stall,  Examinaiion  section, Depariments,
Placement, System admin and Miscellaneous.

The information can be of three types - Unicast.
Multicast and Broadcast. In- Umnicast, one point sends information
to another point (just one sender, and one receiver). In Broadeast,
one point to all other points (just one sender sends to all
comnected receivers), In Multicast, the information is sent from
one to a set of other points (ene sender and the information is
distributed to a set of receivers).

In this existing system. a human transporter transports
the information (that is in paper format) to recipient. Either
tramsporter delivers the notices at 1130 AM or 03:00 PM (pre-
defined time intervals), Further, the notice is vulnerable to attack
because human user transmits it A secured  opportunisiic
computing using Steganography technique resolves this issuc.

B. Steganography technigques used

The proposed Stegancgraphy technique 1s the idea of
combining Discrete Cosing Transform (DCT) and Discrete
Wavelet Transform (DWT) and exploring the advantages of both
algorithms to provide secure opportunistic pair wise contacts
between  registered and  preconfigured nodes, to pass  the
information from source to various destinations securely.

The academic campus application scenario is composed
of huge number of employees and students carrying vavious cell
phones, laptops, tablets, and iPods with different access
technologies. These devices can act as lrunsporting media and
send  information  to the  destination  utilizing  devices
opportunistically.

O (vganization of the paper

The paper organizes following sections — part 11 consisis
of Lilerature Survey, part IIT presents the proposed Hybrid
Transform Domain Technique, part TV provides the results and
part ¥ concludes the paper.
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Fig, 1 Hierarchy of Acadenue Organizihion

II. LITERATURE SURVEY
The Literature survey has two dimensions,
1) The various Steganography techniques and

i) The usage of opportunistic networking in various application
scenarios

Least Significant Bit (L5B) is one of the casicst
technique in which the secrete data is in the binary form has to be
hidden into the LSB of the pixels of the cover image. The overall
change to the image 1s so negligible that human eye would not be
able to discover this. In 24-hit images. each 8-bit value refers to
the red, green and blue color [3]. Compression of image affects
embedded data.

DCT method encodes the secret mformation in the
frequency domain by modulating the relative size of two or more
DCT coefficients in an image [3]. The DCT has high-energy
compaction property and requires less computational resources
[6]. The mamn disadvantages of DCT are introduction of false
contouring cffects and blocking artifacts at higher compression.

A wavelet 18 simply a small wave, which has its energy
concentrated in time to give a tool for the analysis of transient,
non-stationary or time varying phenomena. Expressing signal as a
linear decomposition of sums of products of coefficients and
functions is better o analyze. These set of coefficients are
Discrete Wavelet Transforms (DWT) of a signal [7]. DWT has
spatial frequency locality, which means that if embedded signal
will affect the image locally. In addition, they do not take into
account the fact that differeni regions in an image may have
different frequency characteristics [3].

Exploring the advantages of the above algorithms
generates the combination of the two technigques - hybrid

alzorithm. Advantage ol the hybrid algorithim is that it overcomes 44 (
»

the drawhacks in both the algorithms, and provides the
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DCT and multi-resolution transform  technique Y %‘Bi@l
compression is achicved by DWT [6].

UnaCloud: Opportunistic Cloud Computing
Infrastructure as a Service [10]; provides at lower cost than
dedicated cloud infrastructures, the basic computing resources
{processing, storage and networking) to run arbitrary sofiware,
including  operating  systems  and  applications. Through  the
opportunistic use of idle computing resources available in a
university, campus provides Iaas model |9). The model represents
an gconomically attractive solution for constructing and deploying
large scale computing infrastructure, avoiding not only, under-
utihization of non-dedicated computational resources, but also
financial investments in hardware and costs associated with
physical space and maintenance process.,  Several  other
applications such as the goose [11], condor [12] are also the
source of the motivation for the proposed scenario.

III. PROPOSED TECHNIQUE
Proposed technigue is Hybrid Domain Transform technique.
A. Diserete Cosine Transformaiion

DCT 15 used. but similar transforms are there, for
example the Discrete Fourier Transform (DFT) and Discrere Sine
Transform. These mathematical transforms convert the pixels in
such a way as to give the effect of “spreading” the location of the
pixel values over part of the image [13]. A signal is transformed
from image representation to frequency represcntation using
DCT. by groupmg the prxels mto 8 x 8 pixel blocks and
transforming the pixel blocks into 64 DCT [14],

Use DCT in Steganography as image is broken into 8 x 8
blocks of pixels. Working in horizontal and vertieal direction,
apply DCT to ecach block. Compress ecach block  through
quantization table to scale the DCT coefficients and embed the
message in DCT cocfficients [14].

2D images and signals may also use DCT [153] Two
ways of achieving this: by using (1), we can find 1D DCT of the
2D image and then using (2), we can find |D DCT of each
column of the image.

(0=, QO Bt 5o )
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(1
ruesl)\  [molysl)
B {2
(2) [3]

Algorithim for DCT

INPUT: Message and input image
OUTPUT: Image containing secref message
While data lefl to hude, do
Giet next DCT coefficient from input image
IF{DCT! = 0 && DCT! =1)

Gel next LSB [rom seerele message
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7. Replace DCT, LSE with secrete message bit
8. End if

9, Ingert DCT into output image

10. End while

B. Discrete Wavelet Transjorm

Discrerely sampled wavelets are present in DWT,
Wavelet transtform decomposes a signal mio a set of basic
functions called wawvclets that wave above and below the x-axis,
have varying frequency, limited duration, and an average value of
zero. A single prototype wavelet ¥ (1) called mother wavelet by
dilations and shifting gives wavelet:

| 0=t<ls,
Y= < -1 1 2t<,
i otherwise 3)

The dwt technique we arc using is 2-dimensional Haar-DWT
consists of two operations: One is the horizontal operation and the
other is the vertical one [16].

Algorithm for 2D - Haar DWT [17]

IMPUT: cover image (1) and secret image(L)

OUTPUT: image containing scerct image

Evaluate the size of I,

Read the I,

Message veetor 15 prepared by the I,

0. I is decomposed using Haar wavelet transtorm

Pseudo random number is generated

#.  Details of horizontal and vertical cocfficients of wavelet
decomposition by adding psceudo random number when
ressage hit=0

Y. Inverse DWT is applicd

1. Stego image is generated

o L b

=

. Opportunistic Notice Passing

Oppnets is new concept of transferring the data from
source Lo destination uwsing maobile deviees withoul properly
following a route or path,

This network based on  spontaneous  connectivity
between users with wireless devices. [t attempts to overcome the
time limits associated with the manual notice passing. Consider a
situation where the Principal has to pass a message (o all the
faculties o meet him within a time interval. In opportunistic
networks, route connecting to the devices never exits, devices
communicate with cach other when they get an opportunity to
communicate within the radio range of the source node. The
source node. in this case, the principal of institution, passes the
message (Stego image in this case) o a nearby node. Among the
various potential messenger nodes, their mobility patterns decide
the selection of nodes. Nodes move around and while being near
to other nodes, they pass the message and al some point, ils
eventually reaches destination node, Nevertheless, nodes are not
supposed to possess o acquire any knowledge about the network
topology. Any possible node can  opportunistically be wsed as

next hop, provided it is likely o bring message closer to final 45

RS2 BT Ty T oD
erence Proceedings
ISSN: 2278-0181

de sl:inatum_.l
nisdes keep changing and are not constant,

v, RESULTS

A. Simulaiion Procedure

For analysis of the protocol, we arc choosing around 450
- 500 devices including cell phones, laprops, and tablers and iPods
sending 50 messages ina typical working day.

B. Simulation Environment

This sections models parameters like density of the
nosdes, success vale, successtul transactions, stability and delav in
the academic environment,
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Fig, 5 Comparison of SOC vz conventional methods with respect to Cost

Fig. 2 gives the plot of the density of the nodes with
respect to time, Here for our evaluation, we choose @ hours slot in
a day observing the device density in the academic environment.
This plot indicates the probable opportunity for pair wise contacts
berween the devices, which help in notification passing.

Fig. 4 gives the comparison  between  Secured
Opportunistic Computing  (SOC) and manual technigue with
respect to the time delay in the delivery of the notice. We
observed low delay with SOC, due to its namre of forwarding the
messages  through opportunistic  contacts, whereas in the
conventional sysiem the delay in the notice delivery is large, due
to the tact that the human attainder will collect the notices only
twice a day.

Fig. 3 gives the plot of Average Success Rate of message
delivery at the given density of nodes. Out of 100 messages at the
peak hour, delivery might be more than 50% of messages, and at
lean periods, it might be aboutr 12.5% of messages. This is
because the density of mobile devices varies over time,

Fig. 5 gives the comparison between SOC and Manual
technigue with respect to the cost of maintenance. SOC is cost
effective because it does not require any salaried attainder.
Devices. which come in opportunistic contact with the source
node. pass the notices.

V. CONCLUSION

On the Hindsight, in Oppnets all the devices available
devices are utilized to provide computing and communication
scrvices. In this paper, we have proposed an application where
employees pass notices opporiumistically in an academic campus
utilizing the opportunity provided by human user. The results are
intuitive that the application maintains low cnergy and low cost
model in notice passing. The scheme further extends to model its
performance, and implement over actual test bed.
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