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Abstract— With the advent of cloud computing, data owners are
motivated to putsource their complex data management systems
from local sites to the commercial public clond for great flexibility
and economic savings, But for protecting data privacy, sensitive
data has to be encrypted before outsourcing, which obsoletes
traditional data wtilization based on a plaintext Keyword search.
Searchable symmetric encryption (SSE) allows retrieval of
encrypted data over cloud. Addressing data privacy issues using
S8E are done. The privacy issue is formulated from the aspect of
similarity relevance and scheme robustness. Server-side ranking
leaks data privacy. To eliminate the leakage, a two-round
searchable encryption (TRSE) scheme is proposed that supports
top-k multikeyword retrieval. In TRSE, a vector space model and
homomuorphic encryption are employed. The vector space model
helps to provide sufficient search accuracy, and the homomorphic
encryption enables users to involve in the ranking while the
majority of computing work is done on the server side, by
operations only on the ciphertexi. As a resuld, information leakage
can be eliminated and data security is ensured.

IndexTerms— Clond, data privacy, homemorphic encrypion,
ranking, similarity relevance, vecior space model,

[ INTRODUCTION

Cloud computing [1], enables cloud customers to remotely
store their data into the cloud so as to get the on-demand high
quality applications and services from a shared pool of
configurable computing resources. With the prevalence of
cloud services. more and more sensitive information are being
centralized into the cloud servers, such as emails, personal
health records. private videns and photos, company financial
data, government dovuments, ete. Reports of data loss and
privacy breaches in cloud computing systems appear from time
o time [2]. [3]. The main threal on data privacy rools in the
cloud itself [4]. When users outsource their private data into the
cloud, the cloud service providers are able to control and
maonitor the data and the communication between uscrs and the
cloud at will, lawtully or unlawflly, Ta
protect data privacy. sensitive data has to be encrypted before
outsoureing [5] so as to provide end-to-end data confidentiality
assurance in the cloud. However, data encryption makes
elfective data utilization a very challenging task given that there
could be a large amount of outsourced data files. Besides, in
Cloud Computing, data owners may share their outsowrced data
with a large number of users, who might want to only reirieve
certain specific data fles they are interested in during a given
session. One of the most popular ways o do so is through
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keyword-based search. Such keyword search technigue allows
users to selectively retrieve files of interest and has been widely
applied in plaintext search scenarios [6], in which nsers retrieve
the relevant files in a file set based on kevwords. However, it
twns out to be a difficult task in ciphertext scenario due to
limited operations on encrypted data, Besides, to improve
feasibility and save on the expensge i the cloud paradigm, it is
preferred to get the retricval result with the most relevant files
that match nsers” interest instead of all the files, which indicates
that the files should be ranked in the order of relevance by users’
interest and only the files with the highest relevances are sent
back to users

Althongh  a series  of searchable  symmetiic
encryption {S5E) schemes have been proposed to enable search
on ciphertext, Traditional S5E schemes enable users to securely
retrieve the ciphertext, but these schemes support only Boolean
keyword search, ie.. whether a keyword exists in a file or not,
without considering the difference of relevance with the queried
keyword of these files in the result. These schemes, however.
suffer from two problems—RBoolean representation and how to
strike a balange between security ang efficiency, In the former,
files are ranked only by the number of retrieved kevwords,
which impairs secarch accuracy, In the later, security 1s
implicitly compromised to wadeoff for efficicney. which 1s
particularly undesirable in  securitv-oriented applications,
Preventing the cloud from involving in ranking and entrusting
all the work to the uscr is a natural way to avoid information
lealkage. However, the
limited computational power on the user side and the high
computatiomal overhead precludes information security. The
issue of secure multikeyword top-k retrieval over encrypted
cloud data, thus, 15: How to make the cloud de more work
during the process of retrieval without information leakage. The
comeepts of similarity relevance and scheme robustness is
introduced to formulate the privacy issue in searchable
encryption schemes, and then solve the insccurity problem by
proposing a two-round searchable encryption (TRSE) scheme.
Mowvel technologies in the coryptography community and
information retrieval (IR) community are emploved, including
homomaorphic encryption and the vector space model. In the
proposed scheme, the majority of computing work is done on
the cloud while the user takes part in the ranking, which
guarantees top-k multikeyword retrieval over encrypted clond
data with high security and practical efficiency,
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II. PRELIMINARIES
A Seenario

Consider a cloud computing system hosting data service, as
tllustrated in Fig. 1. in which three different cntitics are
involved: cloud server, data owner, and data user, The cloud
server hosts third-party data storage and retrieve services, Since
data may contain sensitive information, the cloud servers
cannot be fully entrusted with protecting data, For this reason.
outsourced files must be encrypted. Any kind of information
lcakage that woold affect data privacy arc regarded as
unacceptable,
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Fig.1 Architeciure of search over encrypred clowd data

The data owner has a collection of n files C= 7,02, fitw
outsource onto the cloud server in encrvpted form and expects
the cloud server to provide keyword retrieval service to data
owiter himself or other authorized users. To achieve this. the
data owner needs to build a scarchable index I from a collection
of | keywords W =wl w2, wit extracted out of (. and then
outsources both the encrypied mdex /" and encrypied files onto
the cloud server,

The data user is awthovized to process multikeyword
retrieval over the outsourced data. The computing power on the
user side i limited, which means that operations on the user
side should be simplified, The authorized data user at first
generates a query REQ = {iwd w2’ L ows)wit £ W= e g
{}. For privacy consideration, which keywords the data user has
searched must be concealed. Thus, the data user encrypts the
query and sends it to the cloud server that returns the relevant
files to the data user. Afterward. the data user can deerypt and
make use of the files.

B. Relevance Scoring

Some of the muliikeyword SSE schemes support only
Boolean queries, i.e. a file either marches or does not maich a
query. Considering the large number of data uvsers and
documents in the cloud, it is necessary to allow multikeyword
in the search query and return the documents in the order of
their relevaney to the quericd keywords. Scoring is a natural
way to weight the relevance. Based on the relevance score, files
can then be ranked in either ascendingly or descendingly.
Several models have been proposed to score and rank files in
IR community, Among these schemes, the most widely used
one  tfidf weighting, which invelves two attributes -term
Sreguency and inverse document freguency.

Term frequency (tf L) denotes the number of occurrences of
term tin file I Document frequency (di'i) refers to the number
ol files that contains term L, and the inverse document [reguency
{idf t) is defined as: idft = log N/dft, where N denotes the total

nuwmber of files. Then, the t-idf weighting scheme assigns to
term t a weight in file £ given by tf-idf r,f = tf £.f *idf . By
incrodueing the IDF tactor, the weights of terms that oceur very
frequently in the collection are diminished and the weights of
terms that pccur rarely are increased,

O Vecior Space Model

While tf-idf depicts the weight of a single kevword on a file,
a vector space model is employed w score a file on
multikeyword. The wvector space model [7] is an algebraic
model for representing a file as a vector, Each dimension of the
vector corresponds [o a separate term, e, il a term occurs in
the file, its value in the vector is nonzero, otherwise is zero, The
vector space model supports multuterm  and  nonbinary
presentation.

Moreover, it allows computing a continuous degree of
sirmilarity between quenes and files, and then rankmg files
aceording to their relevance. Itmeets the need of top-k retrieval,
A query is also represented as a vector g, while cach dimension
of the vector is assigned with (0 or 1 according to whether this
term is queried. The score of file on query glscore fg) is
deduced by the inner product of the two vectors: score f,q = vf
.@. Given the scores, files can be ranked in order and, therefore,
the most refevant files can be found.

I, PROBLEM STATEMENT

When users outsource their private data on cloud, they
encrypt the data to ensure privacy. This results in great
challenges to effective data utilization. A series of searchable
symmetric eneryption (S8E) schemes have been proposed to
gnable search on the ciphertext, Traditional SSE schemes
enable users to securely rewieve the ciphertext, but these
schemes support only Boolean keyword scarch, ic. whether a
keyword exists in a file or not, without considering the
difference of relevance to the queried keyword of these files in
the result, To improve security without sacrificing efficiency.
some schemes support top-k single keyword retricval under
various scenarios. These schemes, however, suffer from two
problems—DBoolean representation and how to strike a balance
between security and efficiency. In the former, files are ranked
only by the number of retrieved keywords, which impairs
search  accuracy. In the later, security 15 implicitly
compromised to tradeoff for efficiency, which is particularly
undesirable in security-oriented applications.

A. Statistic Leakage

Although all data files, indices, and requests are in encrypted
form before being outsourced onto the cloud, the cloud server
can still obtain additional information through  statistical
analysis. The possible information leakage is denoted by
slalistic leakage. There are two possible slatistic leakapes,
including term distribution and interdistribution. The term
distribution of term 1t is t's frequency distribution of scores on
cach file ifi € O The inlerdisiribution ol file [ is [le s
frequency distribution of scores of each term jif £ f). Term
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distribution and mterdistribution are specific [8]. They can be
deduced either directly from the ciphertext or indirectly via
statistical analysis over access and search patrern [9].

Here, access pattern refers to which keywords and the
corresponding files have been retrieved during each search
request, and scarch pattern refers to whether the kevwords
rerieved befween two requests are the same. Disiribution
information implics a similar relationship between terms or
files, On the one hand, terms with similar term distribution
always have simultancons ocowrrence. For instance, obviously,
the term “states”™ are very likely to co-oceur with “united™ in an
official document from the White House, and their term

disribution, are very same m a series of such a kind of

document. The document is cnerypted but term distribution is
not concealed, once an adversary somehow cracks out the
plaintext of “united.” then the adversary can reasonably guess
the term that shares a similar term distribution with “united™
may be “states.” On the other hand. files with similar
interdistribution are always the same category, eg. two medical
records from a dental office surely are the same category, and
they are very likely to share a similar interdistribution (such as
the titles of cach entry is the same). Theretore, this specificity
should be hidden from an untrusted cloud server.

IV, TrsEDESIGN

Existing SSE schemes employ server-side ranking to
improve the efficiency of retrieval over encrypted cloud data,
However, server-side ranking violates the privacy of sensitive
information, which is considered uncompromisable in the
security-oriented third party clond compuring scenario, ie.
security cannot be tradeoft for cfficiency. To achieve data
privacy, ranking has to be left to the user side, Traditional user-
side schemes, however, load heavy computational burden and
high communication overhead on the user side. due to the
interaction between the server and the user including searchahble
index return and ranking score caleulation. Thus, the user-side
ranking schemes are challenged by practical use. A more
server-siding scheme might be a better solution to privacy
I851ES.

A new searchable encrvption scheme is proposed, in which
novel technologies i ervptography  community and IR
communicty are emploved, including homomorphic encryption
and the vector space model. In the proposed scheme, the data
owner cncrypls the scarchable index with homomorphic
encryption, When the cloud server receives a query consisting
of multikeywords, it computes the scores from the encrypted
index stored on the clowd and then retums the encrypted scores
of files to the data wser. Next, the data user decrypts the scores
and picks out the top-k highest scoring files’ identifers to
request to the cloud server. The retrieval takes a two-round
communication between the cloud server and the data user.
Thus the name Two Round Searchable Encrvprion scheme, in
which ranking is done al the user side while scoring caleulation
is done at the server side.

A. Practical Homomorphic Encryption Seheme

To alleviate the computational burden on the user side,
computing work should be on the server side, so there is a need
of an encryption scheme to guarantee the operability and
security at the same time on server side. Homomorphic
encryption allows specific types of computations to be carried
out on the corresponding ciphertext. The result is the ciphertexi
of the result of the same operations performed on the plaintext.
That is, homomorphic cneryption allows computation of
ciphertext without knowing anything about the plaintext to ger
the correct encrypied resulic Although it has such a fine
property, the oviginal fully homomorphic cneryption scheme,
which employs ideal lattices over a polynomial ring [10], is too
complicated  and  mefficient  for  practical  unlization.
Fortunately, as a result of employing the veetor space model o
top-k retrieval, only addition and multplication operations over
mtegers are needed to compute the relevance scores from the
encrypted  searchable index, Therefore, the original
homomorphism can be reduced n a full form to a simplified
form that only supports integer operations, which allows more
effficiency than the full form docs.

In the folly homomorphic encryprion  over the
integers(FHET) scheme [11], the approximate integer greatest
common divisor (GCD) is used to provide sufficient security,
i.e., given alist of integers 1= [i1,i2, . _in} that are approximate
multiples of a hidden mieger §, to find the hidden integer . The
approximate GCD problem  has been proven hard by
Howgrave-Graham [12], Let m and ¢ denote the plaintext and
ciphertext of the nteger, respectively, The encryption scheme
can be cxpressed as the following formulation; ¢ = pg + 2r+m,
where p denotes the secrct key, q denotes the muleiple
parameter, and v denotes the nodse to achieve proximity against
brute-force attacks. The public key is pg +r.

However, as the scores of items in file vector of secarchable
index Ip is multibit, the total size of Ic and the computed results
will be very large duc to the FHEI scheme encrypts | bit to p|
+ [igl| bit (here ||p|| refers to bit length of p, i.e., [p] = [log p]).
T downsize the ciphertext and, thus, mitigate the
communication overhead, the original FHEID scheme is
modified more flexible to meet the needs: ¢ = pg + xr + m,
where x = 2 2/m|, p == r, and r > % to ensure the correctness
of the decryption. Since the size of the result will be doubled
after multiplication. the noise parameter % is, thus, required to
be at least 2 2{|m||. Therefore, multibit is considered as a unit for
encryption, and the size of the ciphertext 15 significantly
reduced, i.c., the size of the ciphertext can be reduced down o
I/ ||m| of that in original FHEI scheme. For example, assume
the value of scores 15 up to 2 10, then the size of ciphertext will
be 10{|p| + ||lgl) for encryption of each bit of m if applying the
original FHET scheme, while only ||p|l + g in the modified
FHEI scheme. The modified FHEI scheme guarantees
hamomorphism property according to the following theorem |-

Theorem 1: The modified FHET scheme is homomarphic for
addition and multiplication.

Proof: Given two plaintext m/. m2 and their corresponding
cipheriext ¢f,c2 by employing the modified FHET scheme,
where cf =pgi + xri + mi ji = 1, 2). Then,
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cl—c2={ pgl +xrl+ml) + { pg2 ~ xr2 + m2)
=plg!+g2) + xfrl+r2) + (m{+m2)) in

eled=(pgl +xrf+ml) + (pgl +xr2 + m2)
=pglg? +px (g2 + q2rf} + pigim +52ml)
+xrded + xfrim2 + r2ml) + mim2. (2)

Therefore (1) and (2) can be deduced as

(fef+c2) mod p)  mod x=ml+m2
ffef el mod pi mod x=mi m2

Hence, theorem 1 1s true.

On the basis of homomorphism properry, the encryption
scheme can be described as four stages: KeyGen, Encrypt,
Evaluate, and Decrypt.

»  KeypGen(h): The secret key SK is an odd n-bit number
randomly selected from the interval [ 2n-1,2n|. The set
of public keys P = {k0.&] . Jkn}, Note that the secret
key is used for encryption and the public keys are used
for decryption, which are different from the concepts
of keys in public-key cryptography,

o Fnerypt(PK or): Randomly choose a subsct R = {f. 2,
..t} and an integer and then return ciphertext O = m
+oar

o Fuvgluare(C1, C2, ... Ctl: Apply the binary addition
and multiplication gates to the 1 ciphertext O, perform
all necessary operations, and then return the resuliing
integer.

s Decrppilpx) The modified FHED scheme 13 relatively
time consuming so employ it to encrypt the searchable
index I, while the file set C can be encrypted with other
symmetric encryption scheme. Note that the Evaluate
stage sets no limit to how many addidon or
multiplication operations can be execured withour
decryption. In fact. the ciphertext of an integer, which
is another integer. can be applied to as many
evaluations as needed.

B. Framework of TRSE

The framework of TRSE includes four algorithms: Sefup,
IndexBuild, TrapdoorGen, ScoreCalewlate, and Rank..
o Setup(r): The data owner generates the secret key and
public keys for the homomorphic encryption scheme.
The sceurity parameler 4 is taken as the inpul, the
oulpul is a secrel key SK. and a public key sct PE.

o IndexBuwld(C, PK):The data owner builds the secure,
scarchable index  from  the file collection O
Technologies from IR community like stemming are
employed to build searchable index J from C, and then
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I is encrypted into 7 with PR, output the secure
searchable index [,

o TrapdoorGen(REQ, PK): The data user generates
secure trapdoor from his request REQ, Vector T is
built from vser’s multikeyword request REQ and then
encrypted into secure trapdoor 7" with public key from
PK, output the secure trapdoor 17

o SeoreCalewlate(T17) When receives secure trapdoor
T, the cloud server computes the scores of cach files
in I"with 7" and remirns the encrypted result vector
N back to the data user.

e Rank (NSKX) The data user decrypts the vector N
with secret key SK and then requests and gets the files
with top-k scores.

A 18 only imvolved in the Setup algorithm, and the Serup
algorithm needs to be processed only once by the data owner,
d, thus, 15 a constant integer for one individual application
instance. The whole framework can be divided into wo phases:
Ingtialization and Refvieval. The Initialization phase includes
Setup and TndexBuild, The Setup stage imvolves the secure
initialization, while the IndexBuild stage mvolves operations on
plaintext. For security concerns, the vast majority ol work
should only be done by the data owner, Moreover, for
convenience of retrieval, the original vector space model is
modificd by adding each vector vi, a head node idi at the first
dimension of v to store the identifier of fi. In this way. the
correspondence between scores and files is established. The
details of the Intialization phase are as follows:

Initialization Phase:

*  The dat owner calls KevGen(®) to generate the seeret
key SK and public key set PK for the homomorphic
encryption scheme. Then the data owner assigns SK to
the authorized data users.

The data owner cxtracts the collection of [ keywords,
W=twl, w2, ... wil, and their TF and IDF values
out of the collection of n files, C=40 42, . mt For
cach file i i ¢ the data owner builds (1)
dimensional vector .

* The data owner encrypts the searchable index [ to
secure, scarchable index [

« The data owner encrypts C={7/2 ../} into
=402 R with other aryptology schemes,
and then outsources " and /" to the cloud server.

The Retrieval phase involves TrapdoorGen, ScoreCalculaie,
and Rank, in which the data wser and the cloud server arc
inwolved. As a result of the limited compuling power on the user
side, the computing work should be left to server side as much
as possible. Meanwhile, the confidentiality, privacy of sensitive
information cannol be violated. The ranking should be Iefl ©
the user side while the cloud server still does most of the work
without learning any sensitive information,

The details of the Retricval phase arc as follows:
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Retrieval Phase:

¢ The data wser generates a set of keywords
REQ={wl w2, wn"}to search.

¢  For each file vector, the cloud server computes the
inner product with moedular reduction and then
COMPresses and
returns the result vector to the data user.

¢ The data user decrypts A o A The
TOPESELECT{N k) is invoked to get the top-k
highest-scoring files’ identifiers
10,02, ik vand sends it to the cloud server,

¢ The cloud server retums the encrypted k files
L2 k) o the data user,

Algorithm 1; TOPKSELECT (souree k)
Input:
List source to be sclected
MNumber &
Imitialization:
Set fopk €null: ropkid € null;
Iteration:
s for all itemn £ source do
CINSERT (toph. (item, itemindex))
;end for
: for all tuple € ropk do
s tophid.append(tuple| 1 ])
s end for
Output:
Topkid

LR e Lad Pl =

=

Fiz 2{a) Algorthm TOPKSELECT

Algorithm 2; INSERT(topk,(item, itemindex))
Input:
List fopk to store the topk scoring item
Tupleditem, itenindex)
Iteration:
1 if lenftopk)= k then
2: insert {item, itemindex) into topk in nondecreasing order
of item
s else
: for all efement £ topk do
s if iten < element[(1] then
s ontinue
:clse
: discard topl| 0], Inscrt (item, itemindex) into fopk in
nondecreasing order of item
9: endif’
10: end for
L1: end if
Fag 2(h) Algonithm INSERT

R R R

As a result of the limited computing power on the user side,
complexity of ranking 15 considered. Since the decryption of N
can be accomplished in O(n) ume, the only function that could
influence the time complexity of ranking is the rop-k select
algorithm, ie., TOPKSELECT algorithm. The details of
TOPKSELECT algorithm are shown in Fig. 2(a). Since the
complexity of the INSERT algorithm is Ok), as illustrated in
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Fig. 2{h), the overall complexity of TOPKSELECT algorithm
is Onk). Note that k, which denotes the number of files that are
most relevant to the user's interest. is generally verv small
compared to the total number of files. In case of large value of
k. the complexity of the TOPEKSELECT algorithm can be easily
reduced o Ofn log k) by mtroducing a fixed-size min-heap.

V. RELATED WORK

Traditional searchable encryption are investigated in [R], |22],
23] focusing on sceurity definitions and encryption cfficiency,
and these works support only Boolean keyword retrieval
without ranking. Swaminathan ct al. | 24| explored secure rank-
ordered retrieval with improved scarchable encryption in the
scenario of the data center. They built a framework for privacy-
preserving top-k retrieval, mcluding secure mdexing and
ranking. Zerr et al. | 10] proposed a ranking model to grarantee
privacy-preserving document exchange among collaboration
groups, which allows for privacy-preserving top-k retrieval
from an outsourced inverted index. They proposed a relevance
score transformation fonction to make relevance scores of
different terms indistmguishable and such that improves the
security of the indexed data. Wang et al. [9] explored top-k
retrieval over encrypted data in cloud computing. On the basis
of S8E, they proposed the one-to-many OPM fo further
improve the cfficiency while sceurity guarantee and retricval
accuracy are slightly weakened. However, these schemes
support only single keyword retrieval. Considering the large
number of data users and documents in the cloud, it 1s necessary
to allow multikeyword in the scarch request and retwrn the most
relevant documents in the order of their relevance with these
keywords. Some existing works [20], [21] proposed several
schemes supporting Boolean multikeyword retrigval. Cao et al,
made the first attempt to define and solve the problem of top-k
multikevword retrieval over cncrypted cloud data. They
employed the concepts of coordinate matching and inner
product similarity o measure and evaluate the relevance
scoring. Hu et al. employed homomorphism to preserve the data
privacy. They devised a sccure protocol for processing k-
nearest-neighbor (ENN) index query, thus preserving both the
data privacy of the owner and the query privacy of the client.
These two schemes employed Boolean representation in their
searchable index, i.e., | denotes the corresponding term exists
in the file and 0 otherwise. Thus, files that share queried
keywords have the same score, a situation that is far from
precise, thus, weakens the effectiveness of dara utilization.
Sinee all these server-side schemes employ server-side ranking,
the security is compromised.

VI, CoNCLUSION

The problem of secure multikeyword top-k retrieval over
encrypted cloud data is solved. A server-side ranking SSE
scheme is devised. A TRSE scheme is then proposed employing
the fully homomaorphic encryption, which fulfills the security
requirements  of muliikeyword top-k retrieval over the
encrypled cloud data. By securily analysis, it can be shown that
the proposed scheme guarantees data privacy,
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