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Abstract-Multi biometric systems are being usednany large
scales biometric applications (e.g., FBIIAFIS, UID8&ystem in
India). They have several advantages such as lewer rates and
larger population coverage compared to uni bionmesystems. It
requires storage of multiple biometric templateg (efingerprint,
iris, and face) for each user; it leads to incredsesk to user
privacy and system security. The method to protedividual
templates is to store only the secure sketch géedréom the
corresponding template using a hybrid biometrictesys But this
also requires the storage of multiple sketchesthis project a
feature level fusion framework is proposed to siamdously protect
multiple templates of a single user as a singlausesketch. The
feasibility of feature level fusion framework haseb demonstrated
using both fuzzy vault and Biohashing algorithmisTderves as a
hybrid biometric cryptosystem thus combining theaatages of
both template transformation and cryptosystem.

Index Terms—Multi biometrics, template securitypnietric
cryptosystem, fuzzy vault, fusion, biohashing.

[.INTRODUCTION

The term biometrics is defined as “automated reitimgmnof
individuals based on their behavioral and biologica
characteristics”. The sudden growth in the use rmérhet
applications and the great concern of security ireqa
reliable personal identification system. Traditibaatomatic
personal identification schemes can be divided itmo
categories: knowledge-based, such as a passwortbkeid-
based, such as a physical key, an ID card and sppds
However, these approaches have many limitationsthén
knowledge-based biometric approach, the “knowledcgi

be guessed, forgotten or can be shared. In thento&sed
biometric approach, the “token” can be easily stae lost.
These things strongly indicate that we need a reffextive
and reliable solution for human identity management
Biometrics is regarded as the potential solutioranitric
authentication refers to the technology for perkona
identification or authentication based on our pblggjical
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and/or behavioral characteristics. Biometrics candlvided
into two types. Unimodal and multimodal. Many unuhab
biometrics system suffer from limitations such aahility to
tolerate deformed data due to noise, deformed fuama the
sensor device, distorted signal from environmentate and
variability of an individual’s physical appeararexed pattern
over time. Multimodal biometrics are able to sok@me of
these limitations by combining information from riple
biometric sources. eg fingerprint, face and iris. eBut
storage requirements, processing time and compuotdti
demands of a multimodal biometric system can béndrig
than that of unimodel system.The design of a biomet
system consists of five objectives : cost, useepitance and
environment constraints, accuracy, computation ¢peed
security. Reducing accuracy can increase speedudied
user acceptance can improve accuracy. Increasisgczm
enhance security. A practical biometric system &hou
balance all the five objectives.

It is generally conceded that a substitute to leiwits for
positive identification in integrated security ajpptions is
not used present. While the industry has long ddirthat
one of the primary benefits of biometric templatesthat
original biometric signals acquired to enroll aaaubject
cannot be reconstructed from stored templates, raeve
approaches have proven this claim incorrect. Sicmetric
characteristics are largely unchangeable, a compeorof
biometric templates results in permanent loss efilgject’s
biometrics. Do not support the standard encrypéigorithm
for a comparison of biometric templates in encrgipdemain
and, thus, leave biometric templates exposed dusiveyy
authentication attempt. Multibiometric systems awuolate
evidence from more than one biometric template. (érig
and face, fingerprint) in order to recognize a @Brs
Compared to unibiometric systems that rely on alein
biometric template, multibiometric systems can [oev
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higher recognition system and maximum population
coverage. Consequently, multibiometric systems laing
widely adopted in many large-scale identificatiogstems,
including FBI's IAFIS, Department of Homeland Seityis
US-VISIT, and Government of India’s UID. Here the
numbers of software and hardware multibiometricdpods
have also been introduced by biometric vendors.

=

s 2
fingerprint

b. face

a.lris
Figure.1Examples of biometric characteristics

An ideal biometric template protection scheme #hou
satisfy the following four properties.

Diversity: By avoiding the cross matching of datsé in
secure template, thereby ensuring the user’s privac
Revocability: it is easy to revoke a compromisechpkate
and reissue a new one based on the same biomataic d
Security: To encover the original template from gezure
template is difficult to find..This property prewsnan
adversary from creating a physical spoof of themgtric
trait from a stolen template.

Performance: the biometric template protection swhe
should not degrade the recognition performance (FkR
FRR) of the biometric system.

(Karthik Nandakumar and Anil K. Jain,2008) Thigpais
achieved by generating a single multibiometric tkigp
using feature level fusion and securing the mudtitric
template using the fuzzy vault construct .And also
implemented a fully automatic fuzzy vault systemr fo
securing the fingerprint minutiae and iris code péates. A
salting transformation based on a transformationikeused

to indirectly convert the fixed-length binary vecto
representation of iris code into an wunordered set
representation that can be secured using the fteazy.

(E.J.C. Kelkboom, X. Zhou, J. Breebaart, R.N.J.d¥els, C.
Busch) it is possible to apply fusion with the Hahbata
System at feature-, score-, and decision level. ¢él@wn the
Helper-Data System inherently has only a decisisntte
output; hence it had to be adapted in order to laaseore as
output for the score-level fusion. We took the nembf the
bits the ECC had to correct as the distance score
measurement. The performance at all fusion levsls i
significantly better than the performance of theividual
biometric sources.

(Y. Sutcu, Q. Li, and N. Memon ,2009)In this papetudy
the fusion of fingerprint and face biometrics ire tfeature
level, and the construction of secure templatesvioalld not
give attackers much advantage even when they are
compromised. Geometric transformation for fingerpri
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minutiae is used to transform the minutiae setdetiure
vectors of fixed lengths. Face feature extractitgo@thm
that makes use of SVD values of the face imagesg;hnis
also of fixed lengths. In this way, the features fmth
modalities would have the same representations rtiedte
fusion at feature level much easier another importpen
problem is how to determine the exact informatieakhge
due to the sketch.

II.LMULTIBIOMETRIC CRYPTO SYSTEMS
A. Feature extraction:

Fingerprint:

The fingerprint is basically the combination of legkb
and ridges on the surface of the finger. The siepslved in
fingerprint recognition using minutiae matching egach after
image acquisition are Image enhancement, Minutié®etion
as shown in figurel. Once a high-quality image aptared,
there are a several steps required to convert igsnctive
features into a compact template. This processn®vk as
feature extraction.

Tengza

rigminal

Imagi;s.ﬁ;_ule.nt:tinn

Figure.2.fingerprintfeatureextraction

The features extraction process is completed by the

use of 2D Gabor wavelets to perform a multiscakdyais of
the iris. The regions of the image are analyzediff¢rent
scales by frequency-selective filters. Thus therimfation
about local phase, coded with two bits correspandinthe
signs of the real and imaginary parts, is obtaifdte result
is a 256-byte code, which represents a specifc and is
called Iriscode.
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By e e e T SR e Xy
Figure. 3. Common processing chain in iris recognit(a)
image of eye (b) detection of pupil and irisiayolled iris
texture(d) preprocessed iris texture (e) sample-code.

Figure.4.samples of eigenfaces

Principal Components Analysis commonly referreéisahe
use of eigenfaces. With PCA, the testing imagest ineighe
same size and must first be normalized to up the eyes
and mouth of the subjects within the images. TheAl
approach is then used to reduce the dimensioneofidia by
means of data compression basics and reveals ths
effective low dimensional structure of facial patte This
process of rediion in dimensions removes redund
information that is not useful and precisely decosgs the
face structure into orthogonal (uncorrelated) congos
which known as eigenfaces or eigenimage. Eigenfaoefer
as standardized human face ingredienergface image ca
be constructed by set combinations of the eigesfackny
human face can be considered to be a combinatiadhesk
standard faces.
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B.Fusion

But fusion of fingerprint, iris and face will giveetter resul
comparing to otherd.here are four levels of informatic
fusion. Feature level fusion, score level fusiargplevel
fusion, and decision level fusion. Any biometristgm is
capable of producing matching scores for input wsdr
those in the database. The set of alsible user identities
can be ranked by sorting the matching scores ii
descending order. Thus a biometric system canifgieant
unknown user by generating ranks, i.e., integerlamfor
each of the user identity. In fingerprint, palmp@md hanc
geametry are fused using score level. Individual matobre
of the three modalities are were combined using suen In
decision level fusion, the biometric sensors séedt final
decisions through a communication network thatlfyrfases
these decisianat a fusion center. Comparing to match s
level fusion and decision level fusion, featurecldfusion
contains richer information about multimodel biories. So
feature level fusion will give better performanEesion
increases accuracy, but it erally increases template sizes,
computation costs and reduces user accep

C.Feature level fusion

1) Converting different biometric representationgoi a
common representation space using various embe
algorithms: (a) binary strings to pc-sets, (b) point-sets to
binary strings, and (c) fixelength real-valued vectors to
binary strings.

2) Fusing different features into a single multibigtric
template that can be secured using an appropriateetric
cryptosystem such as fuzzy va

3) Incorporating a minimum matching constraint for ke
trait, in order to counter the possibility of amaaker gaining
illegitimate access to the secure system by sit
guessing/knowing only a subset of the biometriits

D.Embedded Algorithm

The embedding algorithm transforms a biometric fea
representation into a new feature representatidre ifput
representation x can be a rvalued feature vector, a binary
string, or a poinset. The output representation z could t
binary string or a poinget that could t secured using fuzzy
commitment or fuzy vault, respectivel
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. FUZZY VAULT

In fuzzy vault encoder, the biometric template Wil given along
with random secret key which is converted to a poiyial

degree and polynomial is evaluated in a graph. Seteof points
is then secured by hiding them with chaff pointhieTset of
genuine points along with polynomial evaluationgetther with
chaff points constitute the sketch or vault. InZigzault decoder,
the biometric will be given and then by using ti&ef the vault
points and the query are compared. If the biomeftery set is
sufficiently close to many genuine points and i ¢ee correctly
identified and polynomial is reconstructed sucadgstind key is
generated which is used for validity check. In mbidimetric

vault the feature level fusion is used to combine biometrics
and then fuzzy vault scheme is addressed.

IV. BIOHASHING

Biohashing is a template protection approach inctvhi
the biometric features are transformed using atfonadefined
by a user-specific key or password. Since the toanmation is
invertible to a large extent, the key needs todmiely stored or
remembered by the user and presented during aighton.
This need for additional information in the formakey increase
the entropy of the biometric template and henceawnadtkdifficult
for the adversary to guess the template. (Entrdpgy biometric
template can be understood as a measure of the emuofb
different identities that are distinguishable by béometric
system.)In base biohashing multimodal biometrigs resiuce the
probability of denial of access without sacrificirthe false
acceptation performance. the authors, in order dlvesthe
problem of tokenized pseudo-random number (geeéray an
Hash key) and the user specific fingerprint featune this way, a
set of user specific compact codes can be prodwggdh is
named “BioHash codeDirect mixing of pseudo-random number
and biometric data is an extremely convenient masha with
which to incorporate physical tokens, such as artspzad or an
USB token.

The main drawback of this method, which has begliep to
various biometric characteristics (face, fingerprinis) , is the
low performance when an “impostor” B steals the lHksy or
the pseudo-random numbers of A and tries to autiaatas A.
When this problem occurs, the performance of Bidtitags can
be

lower than that obtained using only the biometratad The
Hashing approach and conclude that the claim oinigaachieved
a zero EER is based upon the impractical hiddeanagton of
no stealing of the Hash key. Moreover, they proved in a more
realistic scenario where an impostor steals thehHasy the
results are worse than when using the biometricealo
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Figure.5.Block diagram of hybrid biometric systems
Finally, here combine the two techniques advantage
that is.,get better security and low error rate,dasigned to
provide diversity and revocability.

V.EXPERIMENTS

The recognition performance and security of theppsed
multibiometric cryptosystems on two different muoltdal
databases, each containing face, fingerprint,aisdniodalities.
The database is multimodal database obtained by randomly
linking subjects from FVC2002-DB-2 (fingerprint) ASIA Iris
database Ver-1, and XM2VTS (face) databases.
performance of the quality-based product fusione ruvas
evaluated only on the WVU-Multimodal database sitheeother
databases do not contain raw fingerprint and inmges to
enable us to estimate the biometric sample qualithe
performance of the fingerprint-based fuzzy vaulpliementation
has been evaluated on FVC2002-DB2. FVC2002-DB2 oves
of the benchmark databases used in the Fingergerification
Competition 2002 . The FVC2002-DB2 consists of fingers
with 8 impressions per finger obtained using anicapt
fingerprint sensor. This database was selectedukecd is a
public-domain database and the images are of velgtigood
quality. The performance of the iris cryptosystems tbeen
evaluated on the CASIA iris image database vér .1This
database consists of images from 108 different ayitls 7
images per eye. These 7 samples were collected twer
different sessions with 4 samples in one sessia@h 3 the
other. We use one image from each session to dealbe iris
cryptosystem. The XM2VTS-Benchmark database ctssis
five face matchers and three speech matchers angavttioned
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into training, fusion development and fusion evtbra sets
according to the benchmark.

VI.CONCLUSION

The feature-level fusion framework for the desigh o
multibiometric cryptosystems that simultaneouslytpcts the
multiple templates of a user using a single seaketch is
developed. The feasibility of such a framework hasen
demonstrated using both fuzzy vault and biohashirgese are
the most well-known biometric cryptosystems. heréecknt
embedding algorithms used for transforming biongetri
representations and efficient decoding strategiesuzzy vault
and a mechanism to impose constraints such as mnnim
matching requirement for specific modalities in altibiometric
cryptosystem.  Experiments on two different mutiibietric
databases containing fingerprint, face, and iris daties
demonstrate that it is indeed possible to improwth bthe
matching performance and template security usirg higbrid
biometric cryptosystems. Here the four properties satisfied
with the combination of biometric cryptosystems dmohashing
technique.

REFERENCES

[1].A. Jain, K. Nandakumar, and A. Nagar, “Biomettemplate
security,” EURASIP Journal on Advances in signal
processing,vol.2008,pp.1-17,2008.

[2]. A. Jules and M. Wattenberg, “A Fuzzy Commitrhen
Scheme,” in Proc.sixth ACM Conference on computad a
communications security, Singapore, November 1pp928—36.
[3]. B. Fu, S. X. Yang, J. Li, and D. Hu, “Multikicetric
cryptosystem.Model structure and performance aislyEEEE
Transactions on information forensics and secuvity, 4, no. 4,
pp. 867-882, December 2009.

[4]. E. Kelkboom, X. Zhou, J. Breebaart, R. Veldhuand C.
Busch, “Multialgorithm fusion with template protemt “, in
Proc.lEEE & coference Biometrics:theory,applications,and
systems,Washington, DC, September 2009.

[5].Y. Sutcu, Q. Li, and N. Memon, “Secure Bionietr
Templates from Fingerprint-Face Features,” in FBV®R
workshop on Biometrics,Minneapolis, June 2007.

[6]. A. Nagar, K. Nandakumar, and A. K. Jain, “Mbibmetric
cryptosystems,”’Department of Computer  Science
Engineering, Michigan State University, Tech. RMBU-CSE-
11-4, 2011.

[7].Maunel  R.freire,Julian Fierrez,Javier Galkdlyd Javier
Ortega-Garcia,”Biometric  recognition Group”-ATVSdtrla
Politecnica Superier ,Universidad autonoma de Mhdri
c/Francisco Thomas y valiente 11,E-28049 Madridispa

[8]. Alessandra Lumini, Loris Nanni, DEIS, IEIIT — CNR,
Universita di Bologna, Viale Risorgimento 2, 401B6logna,
Italy Received 3 November 2005; received in revifmun 24
March 2006; accepted 25 May 2006.

Proceedings of International Coefee “ICSEM’'13”

[9]. Abhishek Nagara Karthik Nandakumarb and Anil3aina,c
aMichigan State University, East Lansing, M| 48824,
USA;blinstitute for Infocomm Research, A*STAR, Fusipolis,
Singapore;cDept. of Brain and Cognitive Eng., Kdteaversity,
Seoul 136-713, Korea.

[10] A. Juels and M. Sudan, “A Fuzzy Vault Scheme,'Proc.
IEEE International Symposium on Information Theory,
Lausanne, Switzerland,2002, p. 408.

[11] N. K. Ratha, S. Chikkerur, J. H. Connell, aRdM. Bolle,
“Generating Cancelable Fingerprint Templates,” IEEE
Transactions on Pattern Analysis and Machine Igtaiice, vol.
29, no. 4, pp. 561-572, April 2007.

[12] B. Fu, S. X. Yang, J. Li, and D. Hu, “Multibiwetric
cryptosystem: Model structure and performance amlylEEE
Transactions on Information Forensics and Securily,4, no. 4,
pp. 867-882, December 2009.

[13] K. Nandakumar, A. K. Jain, and S. Pankantingerprint-
based Fuzzy Vault: Implementation and Performand¢EEE
Transactions on Information Forensics and Securily,2, no. 4,
pp. 744-757, December 2007.

[14] Y. C. Feng and P. C. Yuen, “Protecting FacerBetric Data
on Smartcard with Reed-Solomon Code,” in Proc. CVPR
Workshop on Biometrics, New York, USA, June 2006.

[15] M. Freire-Santos, J. Fierrez-Aguilar, and JteQa-Garcia,
“Cryptographic Key Generation Using Handwritten r&igure,”

in Proc. SPIE Conference on Biometric TechnolofesHuman
Identification, vol.6202, Orlando, USA, April 2008p. 225-231.

and

P.Sangeetha, B.Revathy

657

International Journal Of Engineering Research and Technology(1JERT), ICSEM-2013 Conference Proceedings



Proceedings of International Coefee “ICSEM’'13”

P.Sangeetha, B.Revathy
658

International Journal Of Engineering Research and Technology(1JERT), ICSEM-2013 Conference Proceedings



Proceedings of International Coefee “ICSEM’'13”

P.Sangeetha, B.Revathy
659

International Journal Of Engineering Research and Technology(1JERT), ICSEM-2013 Conference Proceedings



