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Abstract---Denial-of-Service (DoS) attack are one of the most
common threat to the online servers such as web servers, cloud
computing servers, database servers etc, which makes the
machine or network resources unavailable to its intended users.
Such type of attack can be detected using a system that uses
Multivariate Correlation Analysis (MCA) for accurate network
traffic characterization by extracting geometrical correlations
between network traffic features. The MCA based detection
system utilizes the principle of anomaly based detection in
recognizing the attack. This will help in detecting the known and
unknown DoS attack by learning the patterns of legitimate
network traffic.

l. INTRODUCTION

Denial of Service (DoS) attack are the kind of dangerous
intrusive behavior that cause a serious damage to online
servers such as cloud computing servers, web servers,
database servers etc. DoS attack attempts to make the
network resources such as host, router, or the entire network
unavailable to its intended users. It imposes an intensive
computational task to victim by exploiting the system
vulnerability or flooding it with large amount of unwanted
packets which would cause the victim to force out of the
service. This reduces the efficiency of the online services and
hence detection of such attacks is required to protect the
online services.

Intrusion detection system can be classified into
network based detection system and host based detection
system. A network based detection system focus on
protecting network information assets. Host based detection
system focus on protecting server or hosts information assets.
The DoS attack detection system mainly focus on
development of network based detection mechanism. Such
mechanism works on monitoring the protected network for
traffic transmitted over them. They release the protected
online servers from monitoring attacks and make sure that the
servers would dedicate themselves to provide quality of
service with less delay in response. The network based
detection systems are loosely coupled with operating system
running on the host system which they are protecting and
hence configurations of network based detection system are
less complicated than that of host based detection systems.

Mr. Dhananjaya M
Associate Professor, Dept of CSE, SIBIT
Bangalore, India

The network based detection system can be
classified into two main categories namely misuse based
detection system and anomaly based detection system. The
misuse based detection system examines network traffic in
search of patterns that match known signatures which are
preconfigured, predetermined attack patterns. The problem
with the misuse based detection approach is that as new
attack strategies are identified the database of signature must
be continually updated otherwise attacks that use new
strategies will not be recognized and might succeed. Another
weakness of the misuse based detection method is that a
slow, methodical attack might escape detection if the relevant
attack signature has a shorter time frame. Instead of having
high detection rates to known attacks and low false positive
rates, misuse detection systems have low detection rate n high
false positive rates. The anomaly based detection system
monitors the network activity and flags any network activity
presenting significant deviation from legitimate traffic
profiles as suspicious objects. It helps in detecting zero day
intrusions which exploits previous unknown system
vulnerabilities. The anomaly based detection system helps in
detecting known and unknown DoS attacks effectively by
learning the patterns of legitimate network traffic.
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Fig 2.1 Framework of the proposed denial of service attack detection system

Fig 2.1 shows the overview of the proposed DoS
attack detection system and it consists of three major steps.
The sample by sample detection mechanism is involved in
the entire detection phase.

In first step the basic features for individual records are
generated from network traffic to the internal network in
which protected servers reside and they are used to form
traffic records. The destination network is analyzed and
monitored in order to reduce overhead of detecting malicious
activities by concentrating on relevant inbound traffic which
also enable the detector to give protection that suits the

targeted internal network since the legitimate traffic profiles
used by the detectors are developed for smaller number of
network services.

The second step is the multivariate correlation analysis. In
this step the triangle area map generation module is operated
to get correlations between two distinct features within each
traffic record arriving from first step or traffic record
normalized by the feature normalization module in second
step. If any network intrusion has occurred then it cause
changes to the correlations and those changes can be used as
indicators to recognize the intrusive activities. The extracted
correlations namely triangle areas stored in Triangle Area
Maps (TAMs) are used to replace the original basic features
or normalized features to represent the traffic records and this
provides greater discriminative information that differentiate
between legitimate and illegitimate traffic records.

The third step is the decision making in which anomaly based
detection mechanism is adopted. It helps in detecting any of
the DoS attack without having any attack relevant knowledge
and avoids the labor intensive attack analysis and the frequent
update of the attack signature database as in case of misuse
based detection. The mechanism used in this step improves
the robustness of the proposed detectors and it is difficult for
the attackers to generate attacks that match the normal traffic
profiles that are built by specific detection algorithm. There
are two phases in this step namely training phase and test
phase. The normal profile generation module is operated in
training phase which generates profiles for various types of
legitimate traffic records and stored in database. The tested
profile generation module operated in test phase generates the
profile for individual observed traffic records. These tested
profiles are given to attack detection module that compares
the individual tested profile with stored normal profile. A
threshold classifier is used in attack detection module to
distinguish DoS attack from legitimate traffic.

B. Sample by Sample Detection

When compared to the sample by sample detection
mechanism the group based detection mechanism has higher
probability in classifying the groups of sequential network
traffic samples. But the proof of group based detection
mechanism was based on assumption that the samples were
taken from the same distribution or class which restricts the
group based detection to limited scenarios since attack may
occur unpredictably and might be difficult to obtain the group
of sequential samples only from the same distribution. In
order to remove such restriction the proposed system
investigates traffic samples individually.

1. MULTIVARIATE CORRELATION
Analysis
The behavior of the DoS attack from the legitimate
network traffic is different and such behavior of network
traffic is reflected by its statistical properties. In order to
describe these statistical properties the Multivariate
Correlation Analysis (MCA) approach is presented. The
MCA approach uses triangle area to extract the correlative
information between the features within the observed data
object. A Triangle Area Map (TAM) is constructed and all of
the triangle areas are arranged on the map with respect to
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their indexes. The values of the elements are set to zero on
the diagonal of the map since only correlation between each
pair of distinct features is required. The two of the TAM are
compared and they can be viewed as two images having their
diagonals symmetric and any difference found in the upper
triangle can be found on their lower triangle of the images.
Hence to compare of the two TAM either upper or lower
triangle can be chosen. Therefore the MCA approach
provides the following benefits for the purpose of data
analysis. Firstly the knowledge of historic traffic in
performing analysis is not required. Secondly the triangle
area based MCA withstand the problem of vulnerability to
linear change to all the features. Third it provides
characterization for individual network traffic records rather
than model network traffic behavior of a group of network
traffic records which results in lower latency in decision
making and enables sample by sample detection. Fourth the
correlations between distinct pairs of features are showed
through the geometrical structure analysis and changes to
these structures occur when anomaly behavior appear in the
network which provides an important signal to trigger an
alert.

V. DETECTION MECHANISM
A threshold based anomaly detector is presented where
normal profiles are generated using purely legitimate network
traffic records which are utilized for upcoming comparisons
with that of the new incoming investigated traffic records.
The dissimilarity between normal profile and new incoming
traffic record is checked by the proposed detector and if the
dissimilarity is greater than a predetermined threshold then
the traffic record is flagged as attack else it is labeled as
legitimate traffic record. The threshold and normal profiles
have direct influence on the performance of threshold based
detector. The normal profiles with low quality results in
inaccurate characterization to legitimate network traffic hence
triangle area based MCA approach is applied in order to
analyze legitimate network traffic and the generated TAM are
used to supply quality features for normal profile generation.
V. RESULT

The system will end up with blocking the user who
is trying to attack (DoS or SQL injection) on the system. The
blocking will be of two types, permanent blocking and
temporary blocking. The threshold value has been decided
depending on impact of the attack. If the current attack value
is more than threshold then user will be blocked permanently
and if it is less than threshold then he will be notified about
his behavior on the network and will be able to request the
admin to unblock his services. Admin has the privilege to
remove temporary blocking.

V1. CONCLUSION

This paper has presented a MCA-based DoS attack
detection system which is powered by the triangle-area based
MCA technique and the anomaly-based detection technique.
The former technique extracts the geometrical correlations
hidden in individual pairs of two distinct features within each
network traffic record, and offers more accurate
characterization for network traffic behaviours. The latter

technique facilitates our system to be able to distinguish both
known and unknown DoS attacks from legitimate network
traffic.

To be part of the future work, we will further test our DoS
attack detection system using real world data and employ
more sophisticated classification techniques to further
alleviate the false positive rate.
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