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Abstract- TTash functions are the most widespread among all
eryptographic primitives, and are currently used in multiple
ervptographic schemes and in secority protocels. This paper
presents a new Secure Hash Algorithm called {(SHA-192). It uses
a famous secure hash algorithm given by the National Institute of
Standard and Technology (NIST). The basic design of SHA-192 is
to have the output length of 192, The SHA-192 has been designed
tu satisfy the different level of enhanced security and to resist the
advanced SHA atracks. The security analyvsis of the SHA-192 is
compared to the old one givem by NIST and gives more security
and excellent results as shown in our discussion. In this paper the
digital signature algorithm which is given by NIST has been
modified wsing the proposed algorithms SHA-192 Using
proposed SHA-192 hash algorithm a new digital signature
schemes is also proposed. The SIHA-192 can be used in many
applications such s public key cryprosystem, digital signeryption,
message authentication code, random generator and in seeurity
architecture of upeoming wireless devices like software defined
radin cte,

Keywaorgs - Data integrity, hash ulghm-lthrm digital signature, pre-
image, message digest, message authentication

I INTRODUCTION

Cryplographic hash function plays an important role in the
world  of  crvptography,  They  are emploved n many
applications for digital signamres, message authentication data
micgrity and key derivation. Secure Hash Algorithm (SHA-1)
specifies which generates condensed of message called
message digest. Hash functions takes a message of variable
length as mput and produce a fixed length siring as output
referred to as hash code or simply hash of the input message.
The basic idea of cryptographic hash function is usc of hash
code as compact and non ambiguous image of message from
which latter cannot be deduced. The term non ambiguous
refers to the fact that the hash code can be as it was uniguely
identiliable with the source message. For this reason ii is also
called as digital finger print of the message.

The hash functions [1. 2, 3] are classified into keyed and
unkeved hash function: the keyed hash functions are used in
the Message Authentication Code {(MAC) whose specification
are dictales two distinel inpuls a message and a secrel key.
The unkeyed hash (unction have there categories hash
function based on block ciphers, modular arithmetic and
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customized hash function. The hash functions have onc-way
property; given n and an mput M, computng (M=n, must be
easy and given n. it is hard to compute M such that H{M)=n,
The type of attacks [I] are the collision attack (find rwo
message M=M" with H{M)=H(M"), the preimage attacks
(gaven a random value Y, find a message M wath H{M )=y} and|
the second preimage attack (given a message M, find a
message M-M" with THIMI=TTIM™1) The SHA-T is required for
use with the digital signanwe algorithm as specified in Digital
Signature Standard (D55} and whenever a secure hash
algorithm is requircd. Both the transmitter and intended
receiver of a message i computing and verifying a digital
siEngture uses the SHA-1, TUis necessary o ensure the security
of digital signature algorithm, when a message of any lengih is
inpur, the SHA produces m bits ontput called Message Digest
(MDY} [4, 5, 6], The MD 13 then used wn the digital signanpre
algorithm, Signing the MID using the private key rather than
the message often improved efficiency of the process becanse
the M is usually much smaller than the message. The same
MIDY should be obtained by the verifier using the user public
key when the received version of the message is used as input
to SHA.

In the recent years much progress has been made in the design
of practical one-way hashing algorithms which is efficient for
implementation by both hardware and software, Noteworthy
work includes the MD  family which consist of three
algorithms MD2, MD4, MD3 [2, 4], the federal information
processing standards for secure hash proposed by NIST [5]for
the past few years NIST designed the SHA family which
praduce 160, 256, 384 and 512bit [6, 7, 8. 9]. SHA-1 which
prawduces message digest of 160bits long was the hest
established of existing SHA hash functions and employed in
seweral widely used security application and protocols. It has
been wlentified that security flaws in SHA-1 i 2004 [4, 10],
namely that a possible mathematical weakness might exisi
indicaring that stronger hash funcrion would be desirable. The
amm of this vesearch 15 to design a secure one-way hashing
algorithim of 192hit o enhance the security and resist to
advanced attacks such as preimage, second preimage and
collision attacks. Certain madifications are introduced in the
existing SHA-1 algorithm to improve the strength of security,
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The maximum security depends on the length of message
digest generated by the hash functions which is limited by the
size¢ of input to the algorithm. It also shows how the
madification is done with satisfying the properties like
compression, preimage resistance, and collision resistance.
The simulation results show that proposed scheme provides
better security than the existing one. The simulated results of
proposed SHA-192 are analysed and used to gencrate
midified DEA.

II.  GENERAL MODEL OF PROPOSED SHA-1492

The proposed SHA-192 algorithm is similar to SHA-I
algonithm. The SHA-192 algorithm s similar in structure
except that it has one an extra 32-bit word, say F. The
elementary functional block processing ol message is shown
in Figure 1. It is similar to SHA-1 message digest function, but
it 18 little slower to execute and presumably more secure, [t
produces a 192 bit message digest as opposed to the 160 of the
SHA-1

The proposed SHA-192 algorithm has three processing steps:
pre-processing, iterated proccssing and output franstormation.
The pre-processing step involves padding, parsing the padded
message into m bit block and setting initial values (o be used
in iterated processing. The iterating process has eighty steps in
all and in each step there is a elementary function which
caleulaies a message digest every time and sends it to the next
step. And moreover there is no secure hash algorithm that
gives a message digest size of greater than 160 hits and less
than 256 bits, s0 we have proposed a new hash algorithm that
undergoes a significant change in the elementary function of
the seeure hash algorithm and also gives us a message digest
of length 192 hits.

I 5015 I

b
La|ce
Figure 1. Proposed SHA-192 elementary function

The modified SHA uses the padding algorithm, breaking
the message into 512 blocks and adding the length as a 64 bit
number at end. The output transformation is used in a final
step to map the n bit to variable length s m bits results called
the MD., The following operations are used in the processing
and all ol these acts on 32 bit word.

A-AND ——  NOT ; F- OR ; +X0OR |, +: mad2 32
addition
R —Right shit bv n bits

The word size and the number of rounds are same as that of
SHA-1, The key characteristics of SHA -192 algorithm is

shown in Table |

Table 1. Key characteristics of SHA -192 algorithms

. Word Dutput
Name m:;:iubim Size Siwe HRound
iBits) | (Bl
SH A-0 512 12 lai B
SHA-1 512 L] 160 Ll
sHa-192 s ,
PROPOSED) | - 19 i

In order to increase the securily aspects of the algorithin the
number message digest should be increased To achieve this
first, number of chaining variables used initially 1s increased
by one. Due to this number of bits generated by message
digest 18 considerably incressed, which makes SHA-1 more
complex in breaking than before, The modified struciure of
SHA-1 algorithm is given in Figure L

1. SHA-192 PRE PROCESSING
Pre-processing 1s the step used to prepare the message before
the SHA-192 processing step. This contains the three steps:
padding. parsing the padded message into blocks and setting
initial hash values.

+ Padding the Message: The purpose of padding is to ensure
that the padded message is multiple of 512, 11 the length o
the message M, is 1 bits it is append the bit 1 to the end of
the message followed by k zero bils, where k is smallest,
non negative solution to the equation [+ 1+k=448 mod 512
To this append the 64bit block that is equal to the number |
written in binary.

+ Parsing the Padded Message: Parse the message M into N
512 bits of blocks M1, M2, ., MN. Each of the Mi
parsed into 16, 32bit words M0, Mil,. .. Mil3 The
message blocks are processed one at a time, beginning with
the initials hash values called message digest buffer.

Setting Initicl Hash Values: Betore the hash function begins,
the wrial hash value HO must be set. The hash 15 192bits used
to hold the intermediate and final results, The hash can be
represented  as six 32bit words  registers ABCIDEF:
A=0T452301, B=EFCDARBS.

C=95BADCF, D=10325476, E=C3D2EIFO, F=41385172

V. 5HA-192 PROCESSING

The processing step depends upon expanded message block
and compression fanction, Tn order to increase the security
level of the algorithm the size messape digest produced should
be increased .To achieve this first, mumber ol chaining
variahles used initially is increased by 32bits. Due to increase
in imput value the number of bits generated as message digest
is also considerably increased. Secondly the changes have
heen intreduced in round function. In this the number of XOR
operations performed is inereased in order to make it more
complex and in tum make it more secure. The number of tmes
the round function being called is increased. And the shitting
of some of the chaining variable by 15hits and 30bits in cach
round. By moving the last block bits to the front followed by
other consecutive bits will increase the randomness in bit
change in the next successive routines.
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The SHA-192 hash compumaton uses functions  and
constants previously defined EXOR operation is performed
afler pre-processing is completed each messape block is
processed in order using the following steps:

1. Fori=1 to N { prepare the message schedule!};
W = Mui =i=<15
ROTL {Wi-3+ We-B+Wi-14+We- 16}, Ta<t<79
- Initialize the siv working variables A, B, €, D, E F with (i-
Fist hash value
3 For=0io 70
JT=ROTLS(4)+ FyB, C, D) +E + Ki + W1
L=ROTLI f4) v F(B C D)o E v F v K
Wr
E=D
D=
= ROTL30 (B)
B=ROTL 15{4d)

=]

[

F=T
A=L
|
I
4. Campule the imtermediote hash value H{i:
Hii) =4+ Hiyi-1} i)
Hlg) =8+ Hig-1) ()
2 = C=  Hi-1) (1)
H3gp =D+ H3(i-1) i4)
Hafij = E+ H4pi-1) i3
Hifi) =F~+ Hafdi-1; (]

The output transformation step is modular summation used o
map the final output of the single compression function of n
bits to the output length,

V.,  EXPERIMENTAL RESULTS AND AMALYSIS
The hashing algorithms SHA-1 and a newly proposed SHA-
192 were tested based on the security and tme needed to
generale message digests for the text data and images. The
algorithm has been tested using a system with a pentium 4
processor and 512MB of RAM. Based on the simulation
results, it was found that proposed SHA-192 needs more time
lo generate 8 message digest when compared with SHA-I
because the message digest generated by the pprosed
algorithm longer than the SHA-1.

For a simple message M="abc,” the 8hit ASCI] message
“abe” has length e=24bits and 1L 15 given by “01100001
OO0 01 1000117, It is padded with a one “1," so
24+1+k=448 mod 512 and then k=423 wero bits. Append the
G4bit block that is equal to the number | written in binary
0000, 0110007 and then s length are 512bils  added
message Which is shown in Table 2.

Table 2. SHA-192 pre processing.

423
a b C Padded | Zeros 4=
Bits Bits
IO,
O 1TOOOCTE TOOCTOOT 1oaall I (0 0. |

The “abc” message has a single (N=1) 512hit block, parse the
512 bits into 16,32 bit words. MM M (i
hexadecimal): 61626380 00000000 00000000 OODOCOON
AHOMCHCNCRCNCREY DO COCHOMICHNCNk ORI CHOOCRCICH Y CHOCRCICHONCh
Q000000 00000000 0O0GC000 DODOMK0. OOCKIN000
CODODOT S,

These 16, 32 bit words are expanded to L 32bit words W,
Wo, Wi, W2 LW Followed by hash computation process.
The MATLAB simulated test vectors for the SHA-192 arc
giwen.

Table 3 shows the hash value of west vector for different
cases with small and the same sting compared with the
existing hash algorithm,

Table 3. Generation of hash value for test vector,

Hash | String | Hash ¥Value{as Hex Byte String)
ab993edn 47068 16a bade2571
SHA-1 abe | TRA0c26c
Sedtd§9d.
ba rhl6bt kil ctea 4141 4ide
£2223
SHA-192| abc
hOD361ad  96177ab%

The sample text data say, “the quick brown fox jumps over

lazy dog™ is given as input first time and second the same data
with slight modification ie., by making small change in the
word “dog” as “mog” is given as input next time For this il
gemerates the new message digest which is entirely differ from
the previous one. Tt shows that for the same data it will
produce different hash value, This is shown in Table 4,
The proposed algorithm is tested with sample digital image
data. The algorithm is tested with given digital images to
generate the hash value. Some sample digital images like
bradge mages Figire 2 and camera man image Figure 3 are
taken and hash values are gencrated for these images. Similar
as text data, images also generate different hash value every
tiime. This shows that the proposed algorithm is highly secured
The proposed algorithm can also be implemented in hardware
[13] so that it can be used in transmission of medical image
information system for providing authentication.

Table 4, Simulation results for text data,

. Computaiion
Sample Data Message Digest Time Inseconds
2634DNER
N 55180608
e b e 23444526
wy Lhag FD5EGES
IFSR2GTH
S1019353
) IFXBEFCF
:"f JQ““"‘ ':]“'““ 4TFR&&56 44540
1‘: : ‘;1'“9“ ver | BABECSS
ey Mg GCTEORIC
1B 3F 5720
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Figure 2. Bridge image.

Tables 5 and 6 Shows the hash computation time and
message digest generated for different images taken,

Tahle 5. Hash computation SHA-1 and proposed SHA-192 algorithm

for bridge image.

Hash
Algorithm

Hashing Time in

Seconis Messame Digesi

TABRADFF3
TBYa4FF3
SFusTi149
ITESREG
5IURIR0DT
GCCERECE
AdIDI6RYE
343C3TR
CES81229
S1TRRSRY
ETBALRIA

SHA-1 151063

SHA-192 27,703

Figure 3. Cameraman Image.
Tahlz 6, Hash computation SHA-1 and proposed SHA-192 algorithm
for cameraman image.

Hash
Algorithm

Haszhing Time in

Seconds Message Ngest

TDEIEZ
DATERI4E
431200543
DOS3FA 12
SAIS40CTD
SCHRF9937
TCCTFSEA
AnsF4ADOE
J0ADAEZF
IAFDEIC
TRIARSS

V1. Security Analysis of Propesed Algorithm
Good hash functions have a strong ability to withstand all
kinds of cryptanalysis and attacks that try to break the swvstem

SH A-1 25,563

SHA-192 25570

such as brute-force analysis, statistical analysis and collision
attacks. Cryptanalvsis of secure hash algorithm focuses on the
internal structure of the iterated compression function and is
based on attempts to find efficient techniques tor producing
collisions for a single execution of the compression function,
The best way to find a collision pair is by using the birthday
atlack. To measure the security strength of the SHA with 192
bit results, linding preimage or second old preimage attacks
requires about bit operations and for collisions attack, The
preimage and sccond image of proposed algorithm oceurs at
different rate which iz greater than both SHA-1. Standard
attacks on varions hash functions are tabulated m Table 7,

Table 7. Attacks on standard hash funcuon,

Hash . . .
Alpgrithm Author I'ype Campleity Year
Chabaud & Joux | Collision | 2*61(theory] | 1998
: - Near-
Biham & Ck o 2740 2004
S A-0 Ham e Collisiom
Bitam et al, Collision 2051 2005
Wy el al. Collisiom 2534 2045
Bilsam et al. Collision 2775 200k5
H A-1 — .
S Wang et al Collision 203 2005
SHA-192 .
M
(Propused) Name MNong ane Mang

VI MODIFTED DIGITAL SIGNATURE
STANDARD USING SHA 192 ALGORITHM

The NIST has proposed the DSSA [11, 12] as the public
standard lor digital signature, The DSSA words, A Trusied
Centre (TC) is assumed in DSSA and the role of TC are to
select and use secure hash algovithm with the fixed output
length, fixed structure and fixed additive constant publish
system parameters for public usage.

Digital  signatures  are  used w delect  unauthorized
modifications o data and 1o authenticate the dentity of the
signatory. In addition, the recipient of signed data can use a
digital signature in proving to a third party that the signature
was in fact generated by the signatory. This is known as non-
repudiation since the signatory cannot, at a later time,
repudiates the signatwre. The Digital Signature Algorithm
(T}SA) is described in following sections.

A DEA Sipnature Generation
The signature of a message M is the pair of numbers 1 and
compuied according to the equations below:

i = gk mod p) mod g and (8)

s (k=T {SHA-192(M) )y mod q (9)
In the above, k-1 is the multiplicative imverse of k, mod q, i.e.,
k-1 k) mod g=1 and 0=k-TI= g. The value of SHA-192(M) is a
|&0-bit string output by the Secure Hash Algorithm specified,
For nse in computing s, this string must be converted to an
integer. As an option, one may wish to check if r=0 or s=0_Tf
either r=0 or 5=0. a new value of k should be generated and the
signature should be recalculated (it is extremely unlikely that
=i or s=0 if signatures arc generated properly). The signature
is transmitted along with the message to the verilier,
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B DSA Signeture Veriftcation
P'rior to verifying the signature in a signed message, p, q and g
plus the sender's public key and identity are made available to
the werifier in an authenticated manner. Let 8, 1°, and s be
the received versions of M, r. and s, respectively, and let y be
the public key of the signatory.

To verify the signature, the verifier first checks 1o see that
O=r"=q and D=s"=<q; if either condition is violated the signature
shall be rejected. If these two conditions are satisfied, the
verifier computes:

w= (5"} -1 mod q (10)

ul = {(SHA-192(M" ) wi mod g {11}
u2 = i{r’) wimod q (12)

v=(gul (yhul) mod p)mod g (13)

[f'v=r", then the signature is verified and the verifier can have
high confidence that the received message was sent hy the
party holding the secret key x corresponding to v. For a proof
that v=r"when M =M =, and 5 "=, If v does not equal »”,
then the message may have been modified, the message may
have been incorrectly signed by the signatory, or the message
may have been signed by an impostor. The message should

e considered invalid.

C  Results and Discossions
The modified DSA algorithm using proposed secure hash
algorithm is tested with sample data and the results are given
belaw,

Hash message:

Input message string to hash:

= abe

The hashed message is A9993E36 4706R164 BAIE25T]
TRE0C26C

ACDODEID, Generating primes p and . p and g have been
oblained:

p=EET2B63LE 1664 58A ST ACGOT L FROGEI6CTT2 5886421 11
CS5C20TF44

J3ROBOEEG32BEYDGTENI 254908 1 DAT92 1 0ERGOET 64725
4TAGLFIFST
SAAYEGSAYACENTBTTEMRIORSEAFRI00RFTCRCIC35BD
AUEYT4801 B4

ESGD34SEA4CCOR 1 2ZFAQ20C2ACTASFAFTTIGGEIBAFAG
FaTTDF4605

C3D266112F291014EDGES TSI AQACCADTDARET

¢= 80EDBCD4BRBRSBFF6DTAERSEDERIB2RGA | BEF4ESD
For certification purposes, the seed and counter values are:
seed=T00TTTTITTT00T0T 1100 100100111001 110010111111
OT00Ck 1011

LO0 OO T OO0 OO QOOCOC OO TOOTO0LTT 1T 1011
Q1001 10000

1100T 100101010001 000001 T 11111 1001000001 110100
counter = 504

DSA parameters: public key v, and the quadraplet [p, g, 2. v)
becomes the

users public identity. Public group g is:

DOEYETA29TDISBBB4DCTFR4RF T2DC0400(C RISB23513F7
DDBAET4T

CEAGDTOMDOBCFD I Co566ECY003 14FDOEIECS2ZD04TS 1A
CCFT35505

26B860A40TAIFDEF4ASDCEIT4BBFEI SFEECR44486EEA
AFBF327ER2

ECSCACCBEOICAEIRTESOBZAFSCCT408 ISCCBARG L SCD
DEFT8383347

FOTCEA14DS23AIAD FATEIFATDOCEBSEIAE4135328
Generating x, k and v, Private key x is
CO475C49FRI36BR39620BIOFEI2EIBF1 AAF41403

Private session key k is:

6I5B30 B3RS TETEODSADSCIF457361 54 A27FTA4T

Public key v is;

T254551CBNOOS I FAAAGT SDIAZEAZDSA3AMDAMFIFDDTF
QDTDREES

4892F5RIDFSSCFRB442ED2 1328 IBCRAGLOTEGSEIFADIRD
DAC28BYG0

QIDF394A0BTO2SFAOFF43ADO9ZF A5 04 1 00DODFOGFISD
IF08LE8EZD

Cl6821EDTFOAAEITCET S8ER92E251AGG2B5 19CBIBADS
B5BarB4a7

DEAZDTFCS0CS3TFATDSARCEDY I ARCTFE4ZDEFAYDE
Signing the message:

The next step is to sign the hashed message, and this produces
the

signature pair [r.s]. The signature pair [r, s] in integer form is:
=" Te6EToDOODO9ROZE2BA TDOEIBAFTFFR2DI1CTRO2"
s="2F2E3DBYID0AASDDIBFO2TFE I AOECS 1 04650CA3TY
Verifying the signature:

Message [M,r.s] is sent to the verifier in an authenticated
manner. The

verifier beginning the verification process: it generates value
of v using

digital signature verification algorithm and generated the value
of v. The

value of v is obtained as:
v="ToHOETGD00DSR02E2 B4 TRYEIBAFTFFRZDI CTRO2’
The value of v and r are same. r=v: The signature has been
verified!

=

The proposed algorithm works elliciently in generating digilal
signature for any kind of message.

VII.  CONCLUSIONS
This paper presents a new secure hash algorithm based on
static structure algorithm called Secure Hash Algorithm (SHA-
192). Tt uses a famous secure hash algorithm (SHA-1) given
by the Mational Instifure of Standards and Technology (NIST),
All NIST, SHA have a fixed structure, fixed constant and
fixed output length. With this structwre it can provide many
choives [or practical applications with dillerent level ol e-
handed security o resist the advanced SHA amacks such as
pre-image, sceond preimage and collision attacks. The scourity
analysis of SHA-192 is compared o old SHA-I given by the
NIST and it gives enhanced security and excellent results. The
proposed SHA-192 hashing algorithm has been observed to be

389

www.ijert.org



better than the already existing SHA-1 hashing algorithm in
terms of the number of brute force attacks necded to break i
and moreover it is fast when compared o the other sccure
hash algorithms. The proposed method has advantage of
portability on mobile devices, which are currently embed
Security enhancement of proposed system s more than the
existing one but there the time delay is more since it generate
192bits of message digest. By using proposed SHA-192 a

novel digital signature algorithm has also been proposed.
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