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Abstract—In the present scenario, we come across millions
and trillions of data in our daily lives which can be handled by a
data centre. Cloud is the data centre that enables users to access
files and applications from almost any device and geographical
location. Computing and storage take place on servers in the
data centre instead of the user device locally. It facilitates users
with services like Software, Applications promptly without any
hazard. Though the cloud has mesmerized the world with its
advanced capabilities, safety is still involved in it because the
cloud is shareable. All security components must ensure data
security for every user. In this project, a new security model
using Hybrid Cryptography is designed as data in the cloud
is vulnerable to issues like unauthorized data access, integrity
violation, identity management, etc. Due to the RSA Algorithm’s
benefits in terms of CPU usage, encryption time, and key size,
we will be implementing it in our project for the secure transfer
of data since the application is placed on the cloud. This project
will investigate the deployment of applications on the cloud while
enhancing security by using the RSA algorithm and the AES
algorithm for encrypted file management.

Index Terms—RSA, AES, Hybrid Cryptography

I. INTRODUCTION

Cloud computing is a model for delivering IT resources
over the internet on an as-needed basis. Instead of purchasing
and maintaining physical hardware, organizations can access
a range of technology services from a cloud provider,
such as computing power, storage, and databases. These
services are typically paid for on a pay-as-you-go basis, with
organizations only paying for the resources they actually
use. Cloud computing has many benefits, including cost
savings, scalability, and flexibility. It allows organizations
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to access the resources they need without having to make
large upfront investments in hardware and infrastructure. It
also makes it easy to scale up or down as needed, without
the need to purchase additional hardware. In addition,
the cloud allows organizations to access a wide range of
specialized services and tools, such as big data analytics and
machine learning, that they might not have the expertise or
resources to develop in-house. Overall, cloud computing is
a powerful tool that is being used by organizations of all
sizes and in many different industries to drive innovation
and improve efficiency. Cloud computing is based on five
key attributes: shared resources, scalability, pay-as-you-use
pricing, elasticity, and self-provisioning of resources. These
attributes allow organizations to access and use IT resources
on an as-needed basis, without the need to purchase and
maintain physical hardware. Many organizations are moving
their applications to the cloud to take advantage of the
speed of implementation and deployment, improved customer
experience, scalability, and cost control. There are three main
types of cloud computing services: Software as a Service
(SaaS), Platform as a Service (PaaS),and Infrastructure as a
Service (IaaS). PaaS and IaaS services exhibit five essential
characteristics: rapid elasticity, resource pooling, on-demand
self-service, broad network access, and measured service.
Together, these characteristics allow organizations to access
and use cloud resources in a flexible and scalable way, while
only paying for the resources they actually use. Data is being
transmitted between two clouds so in order to secure the
data most of the systems use a combination of techniques,
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including:

* Encryption- It is used to encode the data in such a way that
a third party will not be able to hack that data.

* Authentication- It is used to create a separate user ID and
Password so that only authorized users will able to access the
data.

* Separation of duties- In which access is provided to all the
users according to their priority.

Cloud computing has its roots in earlier distributed computing
technologies. The National Institute of Standards and
Technology (NIST) defines cloud computing as a model for
enabling convenient, on-demand network access to a shared
pool of configurable computing resources, such as networks,
storage, applications, and services. These resources can be
quickly provisioned and released with minimal management
effort or service provider interaction. One of the key benefits
of cloud computing is that it allows organizations to access
and use computing resources on an as-needed basis, without
the need to purchase and maintain physical hardware. This
can be more cost-effective and flexible than traditional IT
models, which often require upfront investments in hardware
and infrastructure. In addition, cloud computing allows
organizations to scale up or down as needed, without the need
to purchase additional hardware. Overall, cloud computing
is a powerful tool that is being used by organizations of all
sizes and in many different industries to drive innovation
and improve efficiency. Data security is a major concern in
cloud computing, as all data is transferred over the internet
and is stored on servers that are managed by a third party.
There are several key mechanisms that can be used to
protect data in the cloud, including access control, auditing,
authentication, and authorization. Access control refers to the
process of restricting access to data and resources based on
user privileges and permissions. This can be used to prevent
unauthorized users from accessing sensitive data. Auditing
involves tracking and recording user activity in the system,
which can help to identify and prevent security breaches.
Authentication is the process of verifying the identity of a
user or device, and authorization is the process of granting
or denying access to specific resources based on the user’s
privileges. To further protect data, it is important to store it in
encrypted form. Encryption helps to protect data from being
compromised, both when it is being transferred and when it
is stored in the cloud. This can help to prevent unauthorized
users from accessing the data and protect it from being
compromised in case of a security breach.

II. OBJECTIVE AND SCOPE

The ultimate objective of the project is to develop low-
power versions of the Advanced Encryption Standard (AES)
and Rivest-Shamir-Adleman (RSA) algorithms. The web ap-
plication is deployed on the cloud, and the project aims to
use the RSA algorithm for secure data transmission due to
its advantages in terms of CPU utilization. The project aims
to achieve high-throughput, real-time, reliable, and extremely
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secure cryptography algorithms for secure file storage on the
cloud using hybrid cryptography. In conclusion, the basic
objective of the project is to securely store and retrieve data
on the cloud using hybrid cryptography, which combines both
symmetric and asymmetric algorithms, in a way that allows
only the owner of the data to control it. This can help to protect
the data from unauthorized access and ensure that it remains
secure even when it is stored on the cloud.

III. LITERATURE SURVEY

In the paper Secure File Storage on Cloud using Hybrid
Cryptography Vivek Sharma et al [2021][1], Triple DES
(3DES) is a symmetric-key block cypher, which applies the
Data Encryption Standard (DES) cypher algorithm three times
to each data block. 3DES provides a relatively simple and
inexpensive way to increase the security of data compared to
DES. Blowfish is another symmetric-key block cypher that
uses a variable-length key, typically between 32 and 448 bits.
It is fast and simple, making it a popular choice for use in
certain applications. By using both 3DES and Blowfish in the
proposed system, the authors aim to provide multiple layers
of security for the data being stored in the cloud. By dividing
the encryption process into three parts and using different
algorithms and keys for each part, it is more difficult for an
attacker to break the encryption and access the data.

Hybrid cryptography for cloud computing Heena Kausar
Khan et al [2021] [2] In this paper, hybrid cryptography is a
method of encrypting data that combines both symmetric and
asymmetric algorithms. Symmetric-key encryption is a type
of encryption where the same key is used for both encrypting
and decrypting the data. This can be faster than asymmetric
encryption, but it requires that the key be shared between
the sender and the receiver. Asymmetric-key encryption, on
the other hand, uses a pair of keys: a public key that is
used to encrypt the data, and a private key that is used to
decrypt it. This allows for secure communication without
the need to share a secret key, but it can be slower than
symmetric-key encryption. In the proposed system, the RSA
algorithm is used for authentication, the Blowfish algorithm
is used for confidentiality, and the Secure Hash Algorithm 2
(SHA-2) is used for data integrity. By using a combination of
these different algorithms, the system aims to provide strong
security for data in the cloud and protect against various
threats such as unauthorized access, integrity violations, and
identity management issues.

Secure File Storage wusing Hybrid Cryptography Putta
Bharathi et al [2021] [4], hybrid cryptography is used in
this project, combining multiple encryption techniques can
increase the security of data stored in the cloud. In the
proposed system, the data is divided into three sections
and encrypted using three different algorithms: Advanced
Encryption Standard (AES), Data Encryption Standard (DES),
and the Rivest-ShamirAdleman (RSA) algorithm. AES is
a widely-used symmetric-key encryption algorithm that is
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considered to be very secure. DES is another symmetric-
key algorithm that was widely used in the past, but it is
now considered to be less secure than AES. RSA is an
asymmetric-key algorithm that is often used for secure
communication and data exchange. The keys used to encrypt
the data are then hidden using steganography, a technique for
hiding data within other data such as an image. This makes
it more difficult for an attacker to obtain the keys and access
the encrypted data. When a user wants to access the data,
they must first recover the keys from the image and use them
to decrypt the data using the appropriate algorithms. This
multiple-layer approach to encryption and key management
can provide strong security for the data stored in the cloud.

Key Management Using Combination of Diffie-Hellman
Key Exchange with AES Encryption Yusfrizal Yusfrizall et
al [2018] [3], combining the Diffie-Hellman key exchange
with the Advanced Encryption Standard (AES) algorithm can
provide a secure method for exchanging and encrypting data.
The Diffie-Hellman key exchange is a method for securely
exchanging keys over an unsecured channel. It allows two
parties to generate a shared secret key without either of them
ever sending the key in plaintext over the communication
channel. In the proposed application, the Diffie-Hellman key
exchange is used to generate a shared secret key, which is
then used to encrypt the data using the AES algorithm. The
security of the system depends on the size of the keys used
in the DiffieHellman key exchange. Larger keys provide
stronger security, but they also require more

computational power and can be slower to use. According
to the results you described, using a 1024-bit key in the
Diffie-Hellman key exchange provides security equivalent
to the 3DES 2-key algorithm, while using a 7680-bit key
provides security equivalent to the AES-182 algorithm.

privateDH: An Enhanced Diffie-Hellman Key-Exchange
Protocol using RSA and AES Algorithms Ripon Patgiri
[2020] [5] This Literature search suggests that there is an
issue of cryptanalysis attacks in symmetric-key cryptography
and a shared secret key is required for such cryptography;
for instance, AES cryptography. The most famous key
exchange protocol is Diffie-Hellman; however, it has an
issue with the number field sieve discrete log algorithm
attacks. Moreover, recent research suggests that Diffie-
Hellman is less secure than widely perceived. In addition,
there is another issue of the Logjam attack that allows a
man-in-middle attack in Diffie-Hellman. To address the
above-raised issues, we combine RSA, AES, and Diffie-
Hellman algorithms to mitigate the potential attacks on the
key exchange protocol, called privateDH. Our key objective
is to provide guaranteed security to the Diffie-Hellman
Algorithm. Therefore, private(DH does not share the data
publicly with the intended party. Instead, privateDH encrypts
all shareable data using the AES algorithm at the time of
key exchange protocol. privateDH uses the RSA algorithm
and retrieves the public key to avoid a man-in-the-middle
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attack. Thus, we demonstrate how to provide security to the
Diffie-Hellman algorithm to defeat various kinds of possible
future attacks.Lack of authentication procedure. It’s also
worth noting that the DiffieHellman key exchange is just one
of many key exchange protocols that can be used to establish
a shared secret between two parties. Other popular key
exchange protocols include the Elliptic Curve Diffie-Hellman
(ECDH) key exchange, which is more efficient than the
traditional Diffie-Hellman key exchange and is resistant to
the number field sieve attack, and the RSA key exchange,
which is based on the difficulty of factoring large composite
numbers. The algorithm can be used only for symmetric key
exchange.

A Lightweight and Efficient Secure Hybrid RSA (SHRSA)
Messaging Scheme With a Four-Layered Authentication
Stack XIAOFENG ZHONG et al [2019] [6] the Secure
Hybrid RSA (SHRSA) messaging scheme is a method
for securely exchanging messages that combines the RSA
algorithm with a four-layered authentication stack. RSA is an
asymmetric-key algorithm that is commonly used for secure
communication and data exchange. The Chinese Remainder
Theorem (CRT) can be used to speed up the RSA algorithm
by reducing the number of modular exponentiations that are
required. According to the results you described, the SHRSA
messaging scheme has similar encryption throughput to RSA
and CRT-RSA, but it has faster decryption throughput. This
makes it an efficient choice for certain applications. The
authors of the study suggest that the SHRSA messaging
scheme could be integrated into blockchain architectures,
cyberphysical systems, and the Internet of Everything.
However, it should be noted that the SHRSA scheme works
over the Transmission Control Protocol (TCP), which means
that the IP address of the sender and receiver are identified
and the peer is disclosed. In addition, the text size for
messaging is limited to between 1 and 255 bytes.

A Lightweight and Efficient Secure Hybrid RSA (SHRSA)
Messaging Scheme With a Four-Layered Authentication
Stack XTAOFENG ZHONG et al [2019] [6] the Secure
Hybrid RSA (SHRSA) messaging scheme is a method
for securely exchanging messages that combines the RSA
algorithm with a four-layered authentication stack. RSA is an
asymmetric-key algorithm that is commonly used for secure
communication and data exchange. The Chinese Remainder
Theorem (CRT) can be used to speed up the RSA algorithm
by reducing the number of modular exponentiations that are
required. According to the results you described, the SHRSA
messaging scheme has similar encryption throughput to RSA
and CRT-RSA, but it has faster decryption throughput. This
makes it an efficient choice for certain applications. The
authors of the study suggest that the SHRSA messaging
scheme could be integrated into blockchain architectures,
cyberphysical systems, and the Internet of Everything.
However, it should be noted that the SHRSA scheme works
over the Transmission Control Protocol (TCP), which means
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that the IP address of the sender and receiver are identified
and the peer is disclosed. In addition, the text size for
messaging is limited to between 1 and 255 bytes.

IV. PROPOSED SYSTEM

The application of many different cryptography techniques
can provide a mechanism for the solution to more deficiencies
that are happening in a secure cryptographic system which
includes:

1. Key encryption management guarantees that all security
objectives are met.

2. To develop a secure communication application that allows
users to share information and data over the Internet.

3. Since people are transferring a lot of data, there should have
been a cryptographic technique created that was examined,
tested, and reliable.

In the proposed system, a secure method for storing files in
the cloud using hybrid cryp- tography is suggested.

1. Initially, the user has to sign up and login into the web
interface. The User can then upload the file which will be
encrypted and stored directly in the private cloud.

2. If the user wishes to share the file, the file gets encrypted
using the receiver’s public key.

3. The receiver can decrypt the file using his private key.

The proposed system is using a combination of symmetric
and asymmetric encryption to achieve both security and
efficiency. The encryption process takes place within the
application and the database stores the user’s information,
the key is obtained from the Key Distribution Centre. Using
symmetric encryption, AES,for the actual data encryption and
decryption allows for faster processing times since the same
key is used for both encryption and decryption. However, key
management can be a challenge with symmetric encryption
as the key must be securely shared between the sender and
receiver. On the other hand, asymmetric encryption, RSA
can be used to securely exchange the symmetric key used
for the actual data encryption and decryption. This allows
for the benefits of both types of encryption to be utilized.
The RSA key is used to encrypt the symmetric key, ensuring
that it is only accessible to the intended recipient. This also
provides data integrity, authentication, and non-repudiation,
as the sender’s identity can be verified using their public
key. Overall, using the combination of both AES and RSA
encryption provides both security and efficiency in the data
transmission process.

The following are the steps in the proposed hybrid
cryptography technique for secure file storage in Cloud:
Encryption:

1. Receive the file to be encrypted from the data owner.

2. Provide an AES key for data file encryption.

3. Data is encrypted using the AES key and stored in Cloud.
4. Provide the RSA public key of the data user to the data
owner.

5. Encrypt the AES key using RSA public key of the data
user.
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Decryption:

1. Verify the RSA public key of the data user.

2. Fetch the file to be decrypted from the Cloud.

3. Decrypt the AES key using the RSA private key of the
data user.

4. Decrypt data using the AES key.

5. Provide view access to the decrypted file for the data user
within the application.

V. TECHNOLOGIES USED

A. React]JS

The React.js framework is an open source JavaScript frame-
work and library developed by Facebook. It is used to quickly
and efficiently build interactive user interfaces and web appli-
cations with far less code than regular JavaScript.

React develops applications by creating reusable compo-
nents that can be thought of as individual lego bricks. These
components are the individual parts of the final user in-
terface, which together form the overall user interface of
the application. React allows developers to build large-scale
web applications that can change data without reloading the
page. The main goals of React are to be fast, scalable and
simple. Works only in the application’s user interface. This
corresponds to the view in the MVC template. It can be used
in conjunction with other JavaScript libraries or frameworks
like Angular JS for MVC.

B. MongoDB

MongoDB is a source-enabled, cross-platform, document-
centric database program. Classified as a NoSQL database
program, MongoDB uses JSON-like documents and optional
schemas.

A record in MongoDB is a document, a data structure con-
sisting of field-value pairs. A MongoDB document resembles
a JSON object. Field values can contain other documents,
arrays, and arrays of documents. Many computer languages
provide native data types that correlate with documents (that
is, objects). Using embedded documents and arrays alleviates
the need for expensive joins. Flow polymorphism supported
via dynamic schemes.

C. AWS S3

Amazon Simple Storage Service (Amazon S3) is an object
storage service offering industry-leading scalability, data avail-
ability, security, and performance. Customers of all sizes and
industries can store and protect any amount of data for virtu-
ally any use case, such as data lakes, cloud-native applications,
and mobile apps. With cost-effective storage classes and easy-
to-use management features, you can optimize costs, organize
data, and configure fine-tuned access controls to meet specific
business, organizational, and compliance requirements.
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D. FastAPI

FastAPI is a Web framework for developing RESTful APIs
in Python. FastAPI is based on Pydantic and type hints to
validate, serialize, and deserialize data, and automatically auto-
generate OpenAPI documents.

It fully supports asynchronous programming and can run
with Gunicorn and ASGI servers for production such as
Uvicorn and Hypercorn. To improve developer-friendliness,
editor support was considered since the earliest days of the
project.

CONCLUSION

Given India’s current low straightforwardness of charity ,
data security, trust issues among people, and issues related
to the bogus foundation are problem areas that need to be
addressed immediately. This paper provided a new approach to
leveraging blockchain innovations to revolutionize this frame-
work of this fundraising. The resolutions we proposed were
put into action to create to create an end-to-end empowerment
and platform for decentralized foundation. All transactions
are recorded on the blockchain, enabling traceability of funds
and increasing transparency for charities. The lack of trans-
parency in philanthropy can be technically resolved with this
blockchain fundraising system, which can increase public trust
in charities. A complete fundraising system based on the
blockchain is the future.
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