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     Abstract— Network is a group of computers or servers 

connected which communicates over a wired and wireless 

network to exchange the information in a secure manner. In 

wired networks, there are firewalls and a secured gateway 

which prevents the malicious hackers from corrupting the 

data, but in the case of a wireless network like MANET 

(Mobile Ad-hoc Network) providing security is one of the 

biggest challenges. Security is an important factor in networks 

required to lessen the risk of unauthorized information 

disclosure, modification, and destruction. It is at the forefront 

of every conversation in all the sectors. Many network security 

threats like viruses, worms, hacker attacks, identity theft, and 

denial of service attacks etc. spread over the Internet. It is 

important to prevent the data from being infected by an 

intruder. One of the widely used techniques is encrypting the 

data by exchanging a common key which is used to decrypt it. 

By increasing the complexity of the key, security can be 

increased which in turn increases the time to encrypt and 

decrypt the data. To transmit the data efficiently, both speed 

and security play a vital role. In this paper, HRSA (Hybrid-

RSA) algorithm has been proposed which increases the 

security of data during the transmission without having to 

compromise the speed of encryption and decryption and 

achieves strong privacy by increasing the complexity of the 

key. 

Keywords— MANET, Cryptography, Security, Encryption, 

Decryption, Key Complexity, HRSA (Hybrid-RSA) 

I. INTRODUCTION 
      Mobile Ad-Hoc Network (MANET) is a collection of 

multiple mobile nodes connected wirelessly which are free 

to move randomly in any direction without having 

centralized and fixed infrastructure. MANET consists of 

open peer-to-peer, self-configuring, self-healing multi-hop 

networks where each node act as both host and a router. 

Since the nodes are mobile in nature, network topology 

changes rapidly. MANETs are more prone to attacks when 

compared to wired network but they are more advantageous 

which makes it as the finest medium in networks. The main 

advantages of MANETs are flexibility, low cost, and 

robustness. MANETs are widely used in military 

application. [8] 

The ad hoc routing and data packet forwarding are the two 

main operations performed by the network-layer in 

MANETs. The routing messages are exchanged between the 

nodes and the routing table are maintained by MANET 

protocol. Based on the states in the routing table, the source 

forwards the data packets to the destination through 

intermediate    nodes along an established path. The 

intermediate nodes are used to communicate with the 

destination, when it is not in the range of source node. These 

intermediate nodes can act as both host and a router. This 

dual role of nodes may cause packet drop and the 

intermediate node might transfer the data to the wrong 

destination. The routing and packet forwarding operations 

are more prone to malicious attacks. [9] 

The architecture of MANET which evolves with time has 

the potential to resolve issues such as disconnection from 

the network. Since the data can take multiple paths, single 

point failure in MANETs are reduced. The MANETs have 

no fixed infrastructure which makes it more suitable for the 

applications such as environmental monitoring. On the 

contrary, MANETs have some drawbacks. One of biggest 

drawback is reduced data rates. The wave characteristics of 

wireless communication causes inefficient transmission of 

data when compared to wired networks. Routing packets 

between any pair of nodes is a challenging task due to its 

constant change in network topology. [10]  

MANETs are used to provide security services such as 

confidentiality, authentication, integrity, availability, and 

anonymity. Both authorized network users and malicious 

hackers can access the wireless channel. As a result, 

providing protection is a challenge from security design 

perspective. Proactive and Reactive are the two approaches 

used to secure MANETs. In proactive approach, various 

cryptographic techniques are used to prevent security 

threats. On the other hand, the reactive approach detects 

threats and react accordingly. These two approaches have its 

own advantages and are suitable for addressing different 

issues. [11] 

Security has become a primary concern when setting up a 

network due to the high rate threat of malicious hackers who 

try to harm as many networks as possible. It has been one of 

the active research topics in wireless networks. In MANET, 

many types of security attacks can occur which disturb the 

operation of data transmission. To intercept the 

unauthorized users from corrupting and stealing the data, 

several encryptions and decryption techniques have evolved 

over time. In cryptography, it is an important process that is 
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been carried out before communication happens between 

two parties. In this work, the security issues and existing 

solutions in MANET which has not been widely addressed 

has been examined. We are focusing on secure transmission 

of data using HRSA algorithm in MANET. [11] 

II. LITERATURE SURVEY 
         A Secure Intrusion Detection system is implemented 

using public RSA algorithm [1]. This system is used to 

identify the presence of an intruder in the network. The 

public and private keys are generated using RSA algorithm 

which is made available to all the nodes in the network. The 

keys being sent only to the nodes in the network, the 

intruder cannot obtain the data being transmitted since it 

doesn’t have a public and private key. The drawback of this 

approach is that the intruder can obtain the keys as no 

complexity is involved in the key generation. 

The RSA algorithm [2] uses more than two prime numbers 

to improve the security. The time required to encrypt and 

decrypt the input messages are reduced. Two public keys are 

generated which are sent separately. This makes the attacker 

difficult to obtain the keys and unable to decrypt the 

message. This algorithm is complex which increases the 

security level. However, generating and transmitting two 

public keys occupies more bandwidth. The loss of one key 

makes it impossible to decrypt the input message which is in 

turn not suitable for MANET since the nodes are mobile. 

An enhanced RSA cryptographic algorithm [3] has been 

introduced to transmit the messages in a secure manner. 

Four prime numbers are used in the place of two. The 

complexity of the key is increased which increases the 

security level. The drawback is that the time taken to 

encrypt and decrypt the message is very large when 

compared to the traditional algorithm. As a result, the 

proposed algorithm lacks in the speed of encryption and 

decryption of data. 

In this RSA algorithm [4], a new concept is introduced 

where the speed of the algorithm is increased, and offline 

storage is used. Three prime numbers are used which 

increases the value of modulus n. The key parameters of the 

algorithm are stored in the database before the algorithm 

starts. The index of the private and public key is used at the 

time of encryption and decryption which speeds up the 

algorithm. The drawback back of this approach is that an 

intruder can easily hack the database.  

The new approach [5] uses two public keys which are sent 

separately. The attacker won’t be aware of these keys and 

cannot hack the data. This approach consumes more 

bandwidth as two keys are transmitted for each message 

which decreases the speed of transmission. To transmit the 

data efficiently, both speed and security play an important 

role. Therefore, this approach can be used only in a scenario 

where high security is required and not in the system which 

requires high speed. 

 

 

 

 

 

The ESRKGS (Enhanced and Security RSA Key Generation 

Scheme) algorithm [6] reduces the brute force attacks that 

occur in RSA. The encryption and decryption time is 

reduced when compared to other modified RSA algorithm 

which uses four prime numbers. Based on the value of N, 

the calculation of public and private key is performed. The 

key complexity is increased which makes the attacker hard 

to find the prime number from the product of prime 

numbers. 

The AODV protocol is used to implement the RSA 

algorithm where the complexity of the algorithm is reduced. 

The performance of modified AODV [7] protocol is 

compared with RSA digital signature. This algorithm 

utilizes minimum CPU resources, minimum memory and 

consumes less energy as compared to RSA digital signature. 

This RSA digital signature is designed to implement in 

MANET. 

III. METHODOLOGY 

The proposed HRSA algorithm emphasis on 

reducing the encryption and decryption time. The traditional 

RSA uses two prime numbers which can be easily found 

using factoring methods thereby making it less efficient. 

Here the proposed algorithm uses the product of four prime 

numbers which increases the key size. This algorithm is 

more efficient as the user can choose the rate of complexity. 

The private and public keys are multiplied by the user 

chosen complexity number. With the knowledge of the 

product of prime numbers, the hacker cannot find all the 

prime numbers and the private key. The encryption process 

is performed using public key, but the decryption process 

cannot be performed using private key alone. The 

complexity number is required to decrypt the message 

which makes it more efficient when compared to other 

modified RSA algorithms. 

 

Algorithm for Key Generation 
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Algorithm for Encryption process 

 
Algorithm for Decryption process 

 

IV. COMPARISON RESULTS AND DISCUSSION 

PERFORMANCE ANALYSIS 

The performance of existing modified RSA algorithms is 

tested. By varying the length of input in bits, the 

performance analysis is performed. The performance of 

proposed HRSA algorithm is measured by comparing the 

key generation time, encryption time and decryption time 

with traditional RSA and other modified RSA algorithms 

which are depicted in the below table.  

 

 

 

In table 1, we can observe that the key generation time of 

HRSA algorithm is greater than RSA1, RSA2, ESRKGS 

and Modified RSA. This justifies the fact that the 

complexity is introduced by increasing the key size which 

increases the strength of the algorithm. In table 2, the 

encryption time is greater than the traditional RSA but less 

than the algorithm which uses four primes such as RSA2, 

ESRKGS and modified RSA algorithm. In table 3, the 

decryption time varies according to the complexity chosen 

by the sender. 

 

SECURITY ANALYSIS 

In RSA algorithm there are various possible attacks that 

may occur in the system. The key generation, encryption, 

decryption time are analysed and compared with existing 

modified RSA algorithms which is depicted in the below 

graph.  

 
Figure 1: Key Generation Time Comparison 

 

 
Figure 2: Encryption Time Comparison 

 

 
Figure 3: Decryption Time Comparison 
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The key generation time of existing RSA and proposed RSA 

are compared in Figure-1. We can observe that, the time 

taken to generate a public key and private key is more 

compared to others, because the user will choose the rate of 

complexity for public and private keys. In encryption and 

decryption, the time taken to complete cryptanalysis is 

compared which is shown in Figure-2 and Figure-3. By 

analysing the graph, we can notice that in HRSA encryption 

time is higher than traditional RSA and lower than the 

modified RSA. However, in Figure-3, the decryption time is 

higher than the RSA1 and Modified RSA but is lesser than 

the RSA2 and ESRKGS. Hence the decryption time is not 

constantly reducing, it depends on key complexity. 

 

SCREEN SHOTS 
The proposed HRSA algorithm is implemented using GUI 

application. The implementation of HRSA algorithm is 

shown in snapshots. 

 
Figure 4: Plain Text File before Encryption 

 

In Figure 4, the input message that has to be send to the 

receiver is stored in a file. This file is uploaded and 

encryption is performed on the text by the sender. 

 
Figure 5: Key Generation 

 

In Figure-5, the key generation technique is demonstrated, 

and has attempted to allow the user to choose a complexity 

number based on which the public and private keys are 

computed. 

In Figure-6 and Figure-8, the encryption and decryption 

techniques are demonstrated. 

Figure 6: Encryption of Plain Text 
 

In Figure-6, the sender uploads the plain text file and selects 

a file in which the plaintext must be encrypted and stored. 

Once the path is set, the sender will encrypt the input 

message and send the file along with the private key to the 

receiver as shown in Figure-6. 

 

 
Figure 7: Cipher Text File after Encryption 

 

Once the encryption is performed the encrypted message is 

stored in a separate text file which is indicated in the Figure-

7. This cipher text file is sent to the receiver. Using the 

private key shared, the receiver will decrypt the content in 

this file to obtain the original message. 

 
Figure 8: Decryption of Cipher Text 

 

On the other hand, the receiver receives the cipher text file. 

The receiver uploads the cipher text file and selects the path 

to store the plain text. Then, the receiver will decrypt the 

cipher text file using his private key as shown in Figure-8. 
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Figure 9: Plain Text File after Decryption 

 

The message received from the sender is decrypted. The 

Figure-9 indicates that the plain text before encryption and 

the plain text after encryption match. As a result, successful 

communication has occurred between the sender and the 

receiver. 

 
CONCLUSION 

In this paper, a Hybrid-RSA algorithm called HRSA is 

proposed. Here, four prime numbers are used instead of two, 

thereby making it difficult for an intruder to extract the 

prime numbers from the value of N which are subsequently 

required to find the private key. Using key complexity 

number and N, the public and private keys are computed. 

With the knowledge of the private key, an intruder cannot 

decrypt the original message unless he is aware of the key 

complexity number which increases the strength of the 

algorithm. The encryption and decryption time is 

significantly reduced when compared to existing modified 

RSA algorithms, but greater than traditional RSA algorithm. 

The performance of the algorithm is quantified by 

comparing the key generation time, encryption time, and 

decryption time with other RSA algorithms. From the 

analysis made, we can conclude that the proposed HRSA 

algorithm guarantees high security and speed of the 

algorithm is also increased. 
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