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Abstract - In this paper we study the approach of image
encryption using the concept of image SDS that is
sieving, dividing and shuffling. There are two
approaches for encrypting images; first one by using
algorithm and keys and, second approach is dividing
the image into shares for secrecy. Since the first
approach suffered from some disadvantages such as
limited key size and high cost of building the secure
algorithms, we are adopting the second approach for
securing the image. This paper describes SDS technique
for image encryption.
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l. Introduction

Now a days the transmission of data through
computer networks is increasing rapidly. So the
security of the transmitted data becomes mandatory.
Cryptography is the desired technique to provide
security of the transmitted data. There are two
processes in cryptography. Encryption is the first
process in which the plain text or readable text is
converted into cipher text or unreadable text. The
second process is called decryption process in which
the cipher text or unreadable text is converted to plain
text or readable text. To encrypt data, we apply an
encryption algorithm at the sender end and to reveal
the data at the receiving end, we apply a decryption
algorithm. So in cryptography we have to use an
encryption as well as a decryption algorithm. But we
need to consider the situation where there is no
option to use the decryption algorithm during the
decryption process. In VC (Visual cryptography)
mainly visual information is encrypted using
encryption algorithm but here there is no need of
decryption algorithm to revel the visual information.
Here the decryption process is done simply by human
visual system. During the encryption process we
simply add some noise in the original image to hide
the original information and during the decryption
process we reduce the noise to unhide the original
information.

The Encryption mainly concentrates the hiding the
data based on some of the algorithms. The algorithms
can deal with the concept of public key encryption
and private key encryption. These both have different
sets of the algorithms and have their own advantages
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and disadvantages.  Although  securing the
information over the network is necessary because
there can be loss of data either by any of the intruder
or the hacker. Thus providing security is more
compulsory and mandatory over the network. The
network here may consider the internet, in which
there can be several users accessing the files of
information. There can be misuse of the information
provided to the particular user. Thus the cryptography
plays a major role in the internet also. The
cryptography provides the Confidentiality, Integrity
and Authentication also. Thus there are numbers of
the cryptographic algorithms. In this paper we are
concentrating on the image secrecy. Encryption of
images are broadly classified into lossless and lossy
encryption [1]. There are studies on image encryption
using the keys are digital signatures [2], chaos theory
[3] and vector quantization [4]. These techniques
have some drawbacks that they are limited with the
key size and high computation is involved and also
weak security is an issue [5]. The concept of VC was
developed which involves secret sharing of image by
dividing it into multiple shares. The advancements
made in this line of research, the quality of the
recovered secret images still remains an area of
concern due to the poor quality of these recovered
images (including loss of contrast and colors).
Despite its limitations the greatest strength of these
schemes is that firstly, there is no requirement of key
management and secondly the decryption involves no
computation. VC technology uses the concept of
encryption of the images only but the decryption
mainly involves the human visual system. Despite its
limitations the greatest strength of these schemes is
that firstly, there is no requirement of key
management and secondly the decryption involves no
computation. It needs neither  cryptography
knowledge nor complex computation. For security
concerns, it also ensures that hackers cannot perceive
any clues about a secret image from individual cover
images, as the visual cryptography involves the
multiple shares or this concept can also deal with
splitting of images. In which the splitting takes place
at the pixel level into multiple shares (two or more),
such that individually the shares convey no
information about the image, but the qualified set of
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these shares will help to regenerate the original image

[1].

Visual Cryptography is based on cryptography where
n images are encoded in a way that only the human
visual system can decrypt the hidden message
without any cryptographic computations when all
shares are stacked together. This paper presents an
improved algorithm based on Chang’s and Yu visual
cryptography scheme for hiding a colored image into
multiple colored cover images. This scheme achieves
lossless recovery and reduces the noise in the cover
images without adding any computational
complexity.

I1. Related Work

The related work corresponds to the working of
image encryption and splitting of the image for
security purposes. There can be the combination of
splitting and encryption which results in the hybrid
approach, which is applied for the current algorithm
[1]. The idea of Image splitting involves the splitting
of the secret image into n random shares such that
these shares individually reveal no information about
the secret image. The random image shares printed
on transparencies and stacked up revealing the
original image. Image encryption initially was
applied to the grey scale images proposed from Xin
and Chen in 2008. The last and hybrid approach
using some kind of an encryption key the image is
split into random shares. Incze et al [6] proposed the
concept of sieves for encrypting the images. Sieve is
typically a binary key. The original image is placed
over the sieve. A pixel from the original image
situated above a hole of the sieve goes through and
form one share of the image.

111. Proposed Algorithm

The algorithm is mainly divided into three steps they
are: sieving, dividing and, shuffling. The sieving
involves the secret image splitting into primary
colors. The second important step is division, which
involves the random division of the split image. In
the third step, the divided Shares are shuffled
randomly [1].

The steps involved in the algorithm are depicted as
follows:

Stepl: input the secret image.

Sieve is applied for input image then the
output for the input image will be based on the
primary colors.

Sieve (input image)

Output will be the R, G, B components.
Step 2: Division is based on the number of pixels.
Let n be the total number of pixels (0 to n-1).
Let R; G; B; is the individual values of the pixel in the
R G B components.
Total number of shares is Z
Total number of bits representing the primary colors
is X.
MAX_VAL=2"
Step3: Shuffle R (a.z) G (a-z) B (a-z) for all shares.
Step4: Combine Ato Z.
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Figure 1. Data Flow Diagram

Image encryption may be classified as lossy / lossless
image encryption. The conventional VC schemes all
generate a degraded image quality of the recovered
image and hence some modifications to VC often
referred to as Variants to Visual Secret Sharing
schemes have also been proposed. Hence a true
comparison of our scheme would involve comparing
it to the other proposed VCSs as also its variants.
Most of the digital cameras today support 24 bit true
color schemes and upwards, hence it is natural that
most of the secret sharing schemes would need to
support 24 bit color schemes. [7],[8],[9] do not
support 24 bit true color scheme.

Our scheme along with Tsai etal scheme [10]
supports 4 bit true color schemes. Another important
factor is how the size of the share increases with
increase in the number of shares and the number of
colors. This is a very critical factor when considering
the bandwidth constraint i.e. transmitting the shares
on the net as also the storage size of each of these
shares. In the extended Thien and Lin’s [11] scheme
supporting true color, the size of each share increases
three times. Similarly in Lukac and Plantonis [12]
(n,n) threshold scheme each share becomes 2n-1
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times larger, thus with increase in number of shares
i.e. n, the size of the share doubles for each new
participant. In our scheme the size of the random
share is not a function of the number of colors in the
image or the number of shares. The size of the
random share thus is always constant i.e. equal to the
size of the secret image. Thus the proposed schemes
performs better on the bandwidth and storage
requirement parameters.

In our proposed technique both during encryption and
decryption the computation cost is low since the
majority of the operations use logical XOR, OR and
AND operators. The scheme [10] involves 3 steps,
initial training, encoding and decoding. The initial
training phase involves Principal Component
Analysis (PCA) and Forward Neural Network (FNN).
The initial training phase itself involves heavy
computation cost though the encoding and the
decoding phases in [10] and our scheme are
comparable.

Conclusion

New enhanced visual cryptographic scheme is
presented, which is a hybrid of the traditional VCS and
the conventional image encryption schemes. A secret
image is split into multiple random images and with
minimum computation, the original secret image can be
retrieved back. The proposed algorithm has the
following merits (a) The original secret image can be
retrieved in totality (b) There is no pixel expansion and
hence storage requirement per random share is same as
original image (c) Key management is not an issue since
there are no secret keys involved as encryption is carried
out based on the distribution of values amongst various
shares (d) the scheme is robust to withstand brute force
attacks.
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