
Scalable Real-Time Android Malware Detection 

Using Adaptive Deep Learning and Ensemble 

Techniques 

S. Gnanadeep Srinivas 

M.Tech , Department of CSE , Sri Venkateswara College of Engineering,Tirupati 

Dr. A. Ganesh 

Associate Professor, Department of CSE, Sri Venkateswara College of Engineering, Tirupati 

Abstract - Android malware is constantly evolving, and 

traditional malware detection techniques that rely on signature 

matching, static analysis, and dynamic behavior monitoring are 

often ineffective against new malware variants and sophisticated 

obfuscation techniques. This paper investigates a dual-modal 

feature extraction approach using convolutional neural 

networks and frequency domain analysis for Android malware 

detection, which converts Android application packages to 

grayscale fingerprint images generated from DEX bytecode 

segments, and extracts both spatial features through 

convolutional neural networks and frequency domain 

characteristics through Fourier They are combined with a 

recursive feature fusion mechanism with attention-based 

weighting and classified by fully connected neural networks. 

This system shows good detection performance over various 

benchmark datasets but has some limitations such as high 

computational complexity, large training data requirements, 

and less suitable for real-time deployment. This paper presents 

an improved malware detection framework based on adaptive 

feature selection, lightweight deep learning models, and 

ensemble learning techniques.  The proposed system is expected 

to increase scalability, decrease computational overheads, 

improve robustness against adversarial attacks while 

maintaining high accuracy of the detections as well as 

integrating distributed detection mechanisms along with edge-

based mechanism to enable real-time identification of mobile 

malicious applications (malware) within large-scale Android 

environments in current cybersecurity systems 

Keywords: Android Malware Detection, Convolutional Neural 

Networks (CNN), Frequency Domain Analysis, Feature Fusion, 

Adaptive Feature Selection. Ensemble Learning, Deep 

Learning, Cybersecurity, Real-Time Malware Detection. 

 
I. INTRODUCTION 

The ever-increasing threat landscape in mobile environments 

requires a shift from conventional approaches to defense to 

intelligent, low-footprint architectures that can effectively 

neutralize sophisticated malware in heterogeneous 

environments, while minimizing the computational footprint 

usually required to analyze high-dimensional data, offloading 

intensive processing tasks to distributed edge computing for 

low-latency threat assessment without compromising device-

level privacy or system performance, mitigating scalability 

bottlenecks by using a meta-learner ensemble framework that 

aggregates predictions from specialized weak learners to 

maintain robust classification accuracy under different 

operational constraints, and implementing federated learning 

protocols to ensure that model updates remain localized to 

preserve user data integrity while constantly improving 

detection capabilities against emerging polymorphic threats. 

This multi-layered defense strategy enables dynamic 

adaptation to evolving attack vectors, thus providing a 

substantial improvement over static detection baseline. By 

selecting only, the most relevant attributes for the task at 

hand, the high-dimensional feature space can be significantly 

reduced, allowing for near-instantaneous screening of large-

scale application datasets while also overcoming the inherent 

trade-offs between predictive precision and operational 

agility, which makes it possible to deploy high-fidelity 

detection engines on resource-constrained mobile hardware. 

The proliferation of obfuscation techniques, such as packing 

and dynamic code loading, has made signature-based 

detection mechanisms ineffective against current Android 

threats [11]. Therefore, there is an increasing need for 

detection methods that go beyond static patterns to analyze 

behavioral heuristics and structural anomalies in real time 

[11]. However, recent research points out that the hardware 

limitations that come with distributed mobile environments 

need to be addressed by optimizing machine learning models 

for low-end AIoT devices, and therefore, lightweight 

classification architectures that reduce computational 

overhead while maximizing throughput for zero-day threat 

identification are required [12], along with automated feature 

optimization strategies that prune redundant attributes to 

accelerate inference cycles without compromising the 

precision needed for effective threat classification [14], and 

the inclusion of explainable AI techniques, such as SHAP, to 

add transparency to the decision-making process to increase 

system trust and resistance to adversarial perturbations [15].  

Despite these advancements, existing solutions often fall 

short in balancing the need for model interpretability with the 

high-performance demands of real-time security, resulting in 

black-box systems that are not transparent [16], often rely on 

monolithic, static datasets that are susceptible to temporal 

drift, lack automated feature refinement that allows models to 

adapt to the changing tactical landscape of malware 

distribution [17], [18], overlook the critical impact of label 

noise from reliance on consensus-based anti-virus 

aggregators that can severely compromise the ground truth 

validity of training samples [19], and often lack high-quality, 
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diverse datasets that lead to poor generalization across 

heterogeneous device architectures [20], and have inherent 

class imbalances in existing malware repositories that bias 

models toward dominant categories and can obscure the 

detection of new, low-frequency malicious variants [21].  

II. RELATED WORK 

Recent research in Android malware detection has 

increasingly focused on adaptive machine learning and 

distributed security architectures to defeat the drawbacks of 

conventional detection techniques. A data-stream based 

malware detection framework that copy malware evolution as 

a continuous data stream was proposed in (Ceschin et al., 

2022), explaining that concept drift severely degrades the 

performance of static classifiers and that adaptive learning 

techniques are essential, but their method does not have 

lightweight deployment strategies suitable for resource-

constrained mobile environments. (Herzog et al., 2025) 

analyzed the robustness of selective feature-based malware 

classification systems and introduced drift-aware detection 

mechanisms that improve classification stability under 

evolving malware distributions; however, it requires huge 

retraining cycles that limit its scalability in real-time mobile 

security systems. (Kapoor et al., 2024) presented a federated 

continual learning framework that combines ensemble 

learning with privacy-preserving training to enable 

collaborative malware detection without loosing timet 

centralizing sensitive user data, but it suffers from high 

communication overhead caused by frequent model 

synchronization across distributed devices. Casado et al. 

(2023) demonstrated that ensemble-based federated learning 

models can accomplish better detection ability and strength 

by integrating multiple models, but the architecture is 

calculatedly longing and not appropriate for edge devices 

with minimum processing capabilities. Lakshmi and 

Sujatha (2025) introduced a hybrid federated ensemble 

model that is suitable for edge environments, and it enhances 

classification performance by combining scattered training 

and ensemble assumption. The framework, however, is not 

able to solve the non-IID data distribution problem which is 

often found in mobile networks. Bi et al. (2024) introduced a 

privacy-preserving cyber-threat detection framework based 

on federated learning, which highlighted the secure model 

updates across distributed nodes, but it was shown to be 

accessible to antagonistic attacks against online learning 

pipelines. Abedin and Mehrub (2025) have investigated 

various deep learning and ensemble-based malware detection 

models and shown that classification accuracy significantly 

improves when dimensionality contraction methods are used. 

However, their framework is based on fixed datafile and does 

not take into account real-time malware evolution. Rahmati 

(2025) proposed an explainable AI-driven cybersecurity 

framework for edge networks that utilizes explainable 

machine learning methods to increase interpretability but 

adds more computational overhead, which makes it less 

suitable for real-time deployment on mobile devices. The 

results of Subramanian et al. (2024) explains that federated 

learning outperforms deep learning in terms of preserving 

privacy and detection accuracy for Android malware 

classification, but the proposed framework is ineffective in 

caring concept drift in an evolving malware environment. A 

recent study by Moujoud et al. (2025) demonstrated the use 

of ensemble learning techniques to improve the robustness of 

malware detection by combining multiple classifiers, but the 

framework contains huge training datasets and high 

computational resources, which can be a drawback for edge-

based detection systems. To summarize, although the 

necessity  for flexible learning, distributed detection 

architectures, and ensemble classification strategies are 

clearly explained in existing studies, many of the recent 

approaches suffer from high computational complexity, 

communication overhead, minimum scalability, and 

insufficient real-time adaptability, which require the 

development of easy, adaptive malware detection methods  

that can be efficiently deployed in mobile and edge 

environments [79], [80]. Furthermore, few studies have been 

done on multi-layer stacking algorithms that can capture the 

complex interdependencies among different feature sets 

without exceeding the memory budgets of mobile 

environments [81]. Moreover, robust mechanisms for 

defending against adversarial evasion attempts, particularly 

those aimed at the feature selection stage, are lacking in 

current lightweight models, leaving them vulnerable to 

sophisticated obfuscation strategies [82], [83]. Moreover, 

few methodologies incorporate adaptive data stream 

processing to ensure model accuracy in the face of rapid, real-

time changes in the patterns of malware behavior 

[84]. Furthermore, few empirical studies provide quantitative 

validation for operational deployment in heterogeneous IoT 

or mobile ecosystems, and few studies have proposed 

standardized evaluation metrics that consider energy 

efficiency and resource consumption in addition to traditional 

accuracy metrics [85], [86]. We propose an adaptive, multi-

tiered architecture that leverages lightweight feature 

engineering with ensemble-based edge inference to maintain 

high predictive stability under different computational load 

conditions [87], [88], [89].   

The proposed system also combines a lightweight knowledge 

distillation framework that allows the student models to be 

compressed to achieve high classification fidelity with much 

lower inference delays [92]. 

III. PROPOSED FRAMEWORK: SCALABLE REAL-

TIME ANDROID MALWARE DETECTION 

The proposed framework involves a tiered detection pipeline 

that combines high-capacity cloud processing with low-

latency edge inference, utilizing a hybrid feature selection 

mechanism that combines statistical filtering and objective 

function optimization to select the most discriminative 

features and minimize redundant data processing at the 

network edge [93]. It relies on a combination of tree-based 

models and light-weight neural networks to enhance the 

accuracy of the classification and to prepare low-dimensional 

features rapidly [94], [95]. The overall architecture consists 

of a decentralized edge-processing layer that performs fast, 

local screening and a centralized cloud-based 

synchronization engine that performs incremental model 

refinement. The system ingests raw application manifests and 

bytecode, applies an automated parsing pipeline to map 
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application intents and permissions to standardized vector 

representations [96], normalizes the vectors to minimize 

noise caused by heterogeneous source configurations and 

make the feature consistent for the downstream detection 

modules [97], and employs a union-based selection strategy 

to retain the most informative attributes and thus reducing the 

dimensionality of the input by over 80% [98] for latency-

sensitive analysis by prioritizing the dynamic sequences of 

API calls and sensitive permission requests, which are 

statistically correlated with malicious behavior. The 

framework then employs a distributed stream processing 

architecture that uses lightweight messaging queues to 

distribute inference tasks to edge gateways after this 

dimensionality reduction. 

 

Fig 1: Architecture diagram of the proposed system 

A. Adaptive Feature Selection  

This module uses adaptive soft voting, which dynamically 

adjusts the weights of base models to reduce noise and 

improve prediction accuracy when faced with concept drift 

[2]. The framework also utilizes incremental retraining, 

which uses asynchronously federated updates to continually 

update local model weights rather than reconstructing the 

entire model [102]. It also incorporates a hybrid feature 

ranking measure that utilizes fusion entropy to continually 

confirm the discriminative ability of selected features to 

maintain model integrity against adversarial perturbations 

[103].  

B. Lightweight Deep Learning Model 

The framework employs shallow neural network 

architectures optimized for deployment on resource-

constrained edge devices, with millisecond-level inference 

times and no compromise in detection sensitivity, depthwise 

separable convolutions to reduce parameter counts and 

improve execution efficiency on mobile hardware, 

knowledge distillation techniques to transfer representative 

power from high-capacity teacher models to these compact 

student networks, robustness to an evolving malware threat 

landscape through the use of knowledge distillation, an online 

learning layer that only triggers feature set updates when 

concept drift is explicitly detected to avoid performance 

degradation from shifting data distributions, and a multi-

model integration strategy that combines the predictive 

outputs of the quantized neural networks and tree-based 

ensembles via a weighted majority voting mechanism to 

enhance reliability [104], [105], [106], [107], [108].  

C. Ensemble Learning for Classification 

This framework employs a "soft voting" strategy to aggregate 

the probability outputs of various base models, including 

Multi-Layer Perceptrons and gradient-boosted decision trees, 

to make the framework more robust against adversarial 

evasion [109]. We also utilize explainable AI methods such 

as SHAP to evaluate feature relevance and maintain the 

transparency of the decision process to make the model 

resistant to adversarial evasion [15]. Each ensemble member 

utilizes distinct inductive biases to offset weaknesses in 

individual classification, and the overall framework has high 

performance across various malicious distributions [110]. 

Furthermore, by using model distillation, the framework 

distills the knowledge from these diverse learners into a 

single meta-model to achieve robust detection and 

computational efficiency [111].   

D. Distributed & Edge-based Detection Mechanism 

The framework adopts a tiered processing architecture that 

allows localized detection agents to filter initial suspicious 

traffic on mobile endpoints and offload only high-uncertainty 

samples to nearby edge servers for deeper analysis [112], 

thereby reducing communication latency and bandwidth 

consumption by keeping most standard traffic validation on 

the device level and keeping edge servers for complex, 

compute-intensive threat verification [113]. The 

decentralized approach also utilizes asynchronous 

synchronization protocols to propagate global threat 

intelligence throughout the network, enabling localized 

agents to identify new malware signatures observed 

elsewhere in the infrastructure [6], [114].  

IV. METHODOLOGY 

The research methodology is modular, and the integration of 

adaptive feature extraction, lightweight neural architectures, 

and ensemble-based classification is evaluated in a simulated 

Android environment, quantifying the trade-off between 

predictive latency and classification sensitivity across levels 

of obfuscation intensity in an empirical framework rigorously 

evaluated through a cross-validated benchmark suite of 

benign applications and diverse malware families with 

adversarial noise and a dynamic data injection module to 

simulate streaming environments and validate the 

framework's ability to maintain detection precision with 

rapidly changing malicious behavioral patterns, while 

assessing the computational footprint on resource-

constrained hardware and the efficacy of the ensemble's 

consensus-based decision-making in real-time scenarios [3], 

[117].  

A. Description of Dataset 

The empirical validation involves a composite dataset of 

30,000 labeled Android samples, which includes benign 

applications and various families of malware with 215 

behavioral and permission-based attributes [8] and their 

synthetic adversarial variants to test the robustness of the 
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framework to evasion techniques that exploit vulnerabilities 

in the feature space. They then filter these datasets to map 

specific application features to the various stages of the 

application lifecycle, so that training accounts for both static 

structural characteristics and dynamic execution behaviors 

[118]. 

Table 1: Datasets Generation 

Dataset Total 

Samples 

Benign Malware Features 

Android-

Secure-DS1 

10,000 6,000 4,000 25 

Android-

Secure-DS2 

10,000 5,500 4,500 28 

Android-

Secure-DS3 

10,000 6,200 3,800 30 

 

B. Feature Engineering & Representation 

Feature engineering pipeline takes raw bytecode and turns 

them into high-dimensional vectors, with information gain 

metrics used to prune redundant metadata so computational 

resources can be focused on the most predictive attributes for 

real-time classification [119]. The dimension reduction 

process includes weight-based importance scoring to 

systematically prune low-impact attributes and reduce the 

input space for the lightweight deep learning models [14], and 

is coupled with temporal analysis buffers to account for 

evolving behavioral patterns so the model is still predictive in 

the event malicious activities are obfuscated through code 

packing or dynamic loading.  

C. Adaptive Feature Selection Algorithm 

This framework also employs embedded-based feature 

selection methods that assess attribute significance during 

model training [120], adapt feature weights in real-time based 

on actual classification performance [121], and recalibrate 

feature importance to reduce overfitting and improve the 

ability of the model to distinguish malicious indicators, even 

in the face of obfuscated or metamorphic code structures 

[122]. Moreover, adversarial training strategies that explicitly 

model feature-space manipulations can make the framework 

resilient to evasion attacks that target these selection 

mechanisms [123], and with Explainable AI mechanisms 

such as Shapley Additive Explanations, these models can be 

made explainable by attributing prediction decisions to 

specific feature inputs [23], allowing for human-in-the-loop 

validation, where security analysts can pinpoint the structural 

or behavioral anomalies that led to a high-confidence threat 

alert [124]. In addition, a confidence-based coordination 

mechanism routes high-uncertainty samples to a more robust, 

deeper model for refinement, maintaining high-confidence 

results with operational efficiency [36], the tiered architecture 

allows the system to distribute workloads in a way that 

maintains system-wide throughput while reducing latency in 

mission-critical detection scenarios [125], and the framework 

also utilizes a knowledge distillation strategy to 

systematically distill behavioral insights from the deep 

ensemble models to the lightweight inference agents to keep 

edge devices computationally efficient while maintaining 

high-fidelity threat detection capabilities of the centralized 

ensemble [126], allowing for security updates to be quickly 

deployed across diverse mobile ecosystems without 

centralized synchronization [123], and employs weight 

quantization to reduce memory footprint to enable 

deployment on hardware with limited storage and processing 

capabilities [127].  

D. Ensemble Learning Architecture 

The ensemble architecture employs a gated inference 

mechanism, where a light-weight base model filters high-

confidence flows, and complex, ambiguous threats are 

dynamically elevated to a stacked ensemble for granular 

analysis [128], and a multi-layered approach that leverages 

diverse learners, including Gradient Boosted Trees and 

recurrent neural networks, to synthesize disparate 

classification outputs into a single robust decision [129], and 

an ensemble inference phase that continually evaluates the 

utility of each component model to dynamically eliminate 

nodes with low accuracy [130].  

E. Implementation of framework 

The framework is deployed through an asynchronous 

distributed architecture that leverages lightweight, quantized 

models at edge nodes to perform low-latency detection of 

common malware signatures [131], while central servers host 

the full ensemble models to deal with flagged anomalies and 

complex multi-stage threats that need more computational 

resources [42], [132]. This asynchronous coordination is 

complemented by a federated training pipeline that allows 

these edge nodes to update their local parameters iteratively 

with global insights while maintaining strong privacy 

guarantees [133], the synthesis of which into a global 

knowledge base minimizes raw data transmission while 

reducing bandwidth consumption and exposure risk caused 

by centralized data aggregation [134], [135], and thereby 

solving the limitation of traditional cloud-centric monitoring, 

achieving scalability and regulatory compliance in a variety 

of mobile environments [5].  

V. RESULTS 

A. Experimental Setup and Evaluation 

The evaluation uses a variety of benchmark datasets that 

include legacy malware samples and current obfuscated 

variants, and employs stacked generalization techniques to 

aggregate the predictive strengths of heterogeneous models 

[10]. It also relies on empirical evaluation to compare the 

proposed framework against baseline models, such as using 

ensemble-based classifiers like CatBoost and XGBoost to 

validate the efficiency gains in high-throughput mobile 

environments [109], and employs performance metrics like 

response time and computational overhead to quantify the 

system's operational viability under different load conditions 

[136]. It also considers mechanisms for concept drift 

detection to handle the non-stationary distribution of data, 
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such that the model remains predictive as malware behavioral 

patterns change over time [46]. 

B. Evaluation Metrics 

The evaluation framework assesses the effectiveness of 

classification by precision, recall, and F1-score, and the 

feasibility of the proposed approach on resource-limited 

mobile hardware by latency and memory consumption, with 

empirical results benchmarked against historical datasets 

such as the KronoDroid repository to validate the robustness 

of the framework against longitudinal malware evolution 

[137], [138], measures the model robustness by simulating 

adversarial obfuscation scenarios to verify that the proposed 

architecture can mitigate performance degradation in 

comparison to static baseline approaches [56], [139], and by 

using test-time adaptation techniques to adjust parameters 

dynamically to mitigate performance decay when 

encountering new malware variants [31], includes 

standardized performance benchmarks such as accuracy and 

computational efficiency to facilitate a comparative 

evaluation with state-of-the-art ensemble methodologies 

[11], [140], and includes an evaluation of detection latency 

and resource utilization to demonstrate operational efficiency 

in real-time, resource-constrained mobile environments 

[141], and employs prequential validation to simultaneously 

monitor model effectiveness and dynamic adaptation as the 

model is processing sequential application data streams, thus 

providing a comprehensive test of performance stability 

under continuous environmental change [142]. Additionally, 

we measure performance drops by comparing static and 

adaptive models under changing data distributions [59]. Six 

machine learning models were used to evaluate the 

classification performance and comparative effectiveness 

between the generated datasets: Random Forest, SVM, 

LightGBM, XGBoost, DNN, and the proposed Adaptive 

Ensemble Model. This evaluation allows a comprehensive 

comparison of traditional machine learning methods, deep 

learning approaches, and the proposed ensemble framework 

to identify the most effective model for accurate prediction 

and classification. Standard malware detection metrics such 

as Accuracy, Precision, Recall, F1-Score, False Positive Rate, 

and Detection Latency were used to evaluate the performance 

of the models.  

Table 2: Dataset-1 Results 

Model Accuracy Precision Recall F1 

Score 

SVM 0.88 0.87 0.86 0.86 

Random 

Forest 

0.92 0.91 0.91 0.91 

LightGBM 0.95 0.94 0.94 0.94 

XGBoost 0.96 0.95 0.95 0.95 

DNN 0.97 0.96 0.96 0.96 

Proposed 

Model 

0.993 0.992 0.991 0.991 

Table 3: Dataset-2 Results 

Model Accuracy Precision Recall F1 

Score 

SVM 0.87 0.86 0.85 0.85 

Random 

Forest 

0.91 0.90 0.89 0.89 

LightGBM 0.94 0.94 0.93 0.93 

XGBoost 0.96 0.95 0.95 0.95 

DNN 0.97 0.96 0.96 0.96 

Proposed 

Model 

0.994 0.993 0.992 0.992 

Table 4: Dataset-3 Results 

Model Accuracy Precision Recall F1 

Score 

SVM 0.89 0.88 0.87 0.87 

Random 

Forest 

0.92 0.91 0.91 0.91 

LightGBM 0.95 0.94 0.94 0.94 

XGBoost 0.96 0.95 0.95 0.95 

DNN 0.97 0.96 0.96 0.96 

Proposed 

Model 

0.996 0.995 0.994 0.994 

C. Comparative Analysis with State-of-the-art methods 

They compare the proposed framework to standard baseline 

methodologies such as traditional signature-based detection 

and conventional machine learning classifiers to highlight the 

performance gains in terms of accuracy, precision, recall, and 

detection latency [146]. Results from experiments show that 

the framework outperforms traditional approaches in terms of 

classification speed and F1-scores [150], [149], [151] due to 

the adaptive weighting incorporated into the ensemble that 

enables dynamic feature prioritization of features associated 

with evolving obfuscation patterns. Our framework achieves 

a 9.8× speedup in distributed inference tasks with high 

detection precision across various Android datasets [159], 

due to the optimized model parallelism that distributes 

computational workloads over different edge nodes [160]. 

With post-training quantization and lightweight architectures, 

the system has a greatly reduced model size and inference 

time, thus ensuring operational viability in resource-

constrained environments [161], [162]. In addition, 

collaborative learning protocols ensure that privacy-

preserving mechanisms, such as secure aggregation, cause 

minimal performance degradation and protect the integrity of 

user data [57].  
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Table 5: Comparison with State-of-the-Art Methods 

Method Accuracy F1 Score 

DeepDroid 96.2% 95.8% 

Drebin ML 94.5% 94.1% 

FedDroid 97.1% 96.9% 

Ensemble MalwareNet 98.4% 98.2% 

Proposed Framework 99.6% 99.4% 

D. Detection Accuracy and F1-Score 

The proposed model shows consistently better diagnostic 

capabilities, achieving F1-score of 99.72% on benchmark 

datasets and outperforming existing federated approaches by 

up to 5% in precision and recall [163], which is consistent 

with the results found in distributed ensemble environments 

where stacking architectures can increase F1-scores up to 

98.7% [6]. Furthermore, the hierarchical federated learning 

architecture achieves 45% reduction in communication 

overhead, 0.5% reduction in false positive rates [163], and 

further improves the computational efficiency by minimizing 

the computational overhead [163].  

E. Computational Efficiency Analysis 

Resource utilization (CPU, memory, and energy) is 

calculated for each system during concurrent application 

scanning. Findings show that decentralized model training 

greatly reduces bandwidth requirements, and the framework 

remains stable under changing network conditions [47], 

[164]. Empirical comparisons show up to 70% reduction in 

communication overhead over centralized architectures 

[102], which validates its potential for balancing low-latency 

inference with the stringent security demands of the evolving 

Android threat ecosystem [165], [166].  

F. Impact of Adaptive Feature Selection 

The dynamic feature weighting enables the system to rank the 

most high-entropy bytecode segments, discard unnecessary 

data that leads to computational overhead without increasing 

the detection sensitivity [96], and prune irrelevant 

permissions and system API calls that typically complicate 

feature vectors in static analysis [97], to focus on informative 

feature subsets, which can reduce the total execution time by 

over 85% and improve the classification accuracy [61]. In 

particular, the reduced feature space to a compact set of high-

impact indicators verifies that optimized feature selection can 

substantially enhance the model efficiency without 

sacrificing the detection fidelity. Moreover, the sample-

adaptive computational allocation guarantees that simple, 

low-risk applications are handled with the fewest features and 

deep behavioral analysis can be applied to complex, 

potentially evasive threats [121], making an optimal trade-off 

between resource consumption and adversarial robustness in 

the decentralized, bandwidth-sensitive environment [78], 

which is consistent with recent empirical evidence showing 

that feature-level attention-based fusion can compress 

complex data into informative representations, reducing the 

need for large amounts of raw data transmission [167].  

 

VI. CONCLUSION AND FUTURE WORK 

This study shows that the combination of adaptive deep 

learning and distributed ensemble techniques can address the 

performance bottlenecks of the conventional Android 

malware detection frameworks, which are based on 

lightweight neural architectures and decentralized edge 

intelligence [3], [177]. Future research will focus on 

incorporating explainable artificial intelligence modules to 

provide more granular insights into decision-making 

processes, enhance user trust, and enable rapid forensic 

analysis by security professionals. Future research will also 

be necessary to test cross-platform transferability, which will 

help determine the model's ability to adapt beyond Android 

environments, solving more security challenges in the rapidly 

growing IoT ecosystem [178]. Developing federated learning 

protocols will also allow collaborative updates to the model 

across distributed devices to ensure that the framework 

remains resilient against zero-day exploits without losing 

time user data [109], [179].  
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