
  

 

Safeguarding the Confidentiality of Electronic Health Records: 

State of Art

Deepali Awasthi                                       
          Noida Institute of Engineering and 

Technology 

 

 

Shagun Chauhan 

Noida Institute of Engineering and 

Technology 

 

 

Dr. Hitesh Singh           
Associate Professor 

Noida Institute of Engineering and 

Technology

Swati Lohiya                                                   
Noida Institute of Engineering and 

Technology   

Mahima Kaushik                                      
Noida Institute of Engineering and         

Technology 

 

 

Dr. Vivek Kumar 
Professor 

Noida Institute of Engineering and 

Technology 

 

          

                     

                                                                                    

   

        

Abstract—  The increased demand for data availability in every industry is driving individuals to exchange and store data on centralized 

platforms such as clouds so that the intended audience may access it. To facilitate data exchange and storage in the medical industry, 

organizations and patients are building cloud platforms. However, the most pressing issue that everyone faces is data protection and security. 

Here, we describe many techniques that are available to protect the system and meet the requirement for data privacy preservation in the 

medical industry. Some algorithms are Zero-Knowledge Proof, Principal Component Analysis and Random Projection, Generative Adversarial 

Networks, blockchain and cloud computing, Quasi-Identifier Recognition, Q-learning Neural Network, digital signature, and others. 

Keywords— Medical record, Cloud computing, blockchain, privacy-preservation, GANs, algorithm, digital signature. 
 

I INTRODUCTION 

1. Introduction 

Electronic health records (EHRs) have transformed the way healthcare professionals manage patient data. EHRs provide an efficient 

and secure way to store and share patient information, enabling healthcare providers to deliver better patient care. However, the 

widespread use of EHRs also poses new challenges, particularly when it comes to safeguarding the confidentiality of patient 

information. 

In this article, we will explore the importance of confidentiality in electronic health records and the threats that EHRs face. We will 

also provide best practices for safeguarding the confidentiality of EHRs to ensure patient privacy is protected. 

2. The Importance of Confidentiality in Electronic Health Records 

Confidentiality is a critical component of healthcare. Patients expect that their medical information will be confidential. The 

unauthorized disclosure of patient information can have serious consequences, including damage to the patient's reputation, financial 

harm, and even physical harm. Electronic health records contain sensitive information such as patient medical history, diagnoses, 

medications, and lab results. It is essential to maintain the confidentiality of this information to protect patient privacy and prevent 

potential harm. 

3. Common Threats to Electronic Health Records Confidentiality 
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Electronic health records face several threats to their confidentiality. These include: 

a) Unauthorized Access: One of the most significant threats to EHR confidentiality is unauthorized access. Healthcare providers 

must implement strict access controls in order to make that only authorized personnel can access patient information. 

b) Insider Threats: Employees with authorized access to EHRs can pose a significant threat to confidentiality. It is essential to 

monitor employee access to patient information to detect and prevent any unauthorized activity. 

c) Hacking: EHRs are vulnerable to hacking attacks, and cybercriminals can use stolen patient information for identity theft or other 

fraudulent activities. 

d) Physical Theft: Physical theft of EHRs, such as laptops or mobile devices, can also compromise patient information. 

4. Best Practices for Safeguarding Electronic Health Records Confidentiality 

To protect the confidentiality of electronic health records, healthcare providers should follow best practices such as: 

a) Implementing Access Controls: Access controls should be in place to make sure that only authorized personnel can get access to 

patient information. This includes password protection, multi-factor authentication, and user roles and permissions. 

b) Regular Employee Training: Regular employee training should be conducted to ensure that employees are aware of the 

importance of EHR confidentiality and understand their role in safeguarding patient information. 

c) Regular Auditing: Regular auditing of EHR access logs monitors any unauthorized access or activity. 

d) Encryption: All patient data should be encrypted both in transit and at rest to prevent unauthorized access. 

e) Physical Security: Physical security measures, such as locking up laptops and mobile devices when not in use, can prevent 

physical theft of EHRs. 

 

f) Disaster Recovery and Business Continuity Planning: Healthcare providers should have a disaster recovery and business 

continuity master plan in place to make that patient information is not compromised at the time of a disaster. 

Safeguarding the confidentiality of electronic health records is critical to protecting patient privacy and preventing potential harm. 

Healthcare providers must implement strict access controls, employee training, regular auditing, encryption, physical security, and 

disaster recovery and business continuity planning to ensure that patient information remains confidential. By following best 

practices for EHR confidentiality, healthcare providers can maintain patient trust and deliver better patient care. 

II LITERATURE REVIEW 

Feng et al. [1] developed a blockchain-based privacy protection and sharing scheme that uses zero-knowledge proof to safeguard 

sensitive data in wireless communication and mobile computing. Ratra et al. [2] presented a big data privacy preservation method 

in healthcare that reduces the dimensionality of the data using principal component analysis and random projection while still 

maintaining privacy. Yin and Yang [3] suggested a privacy preservation technique based on Generative Adversarial Networks 

(GANs) to safeguard mobility data by generating a synthetic dataset with similar properties to the original data. Huang and Lee [4] 

introduced a medical data privacy protection technique that employs blockchain and cloud computing to store encrypted medical 

data securely and ensure data integrity and confidentiality. 

 

Mansour et al. [5] proposed a Quasi-Identifier recognition algorithm for protection of cloud data  that identifies sensitive data and 

reduces the risk of reidentification in cloud computing. Zhang et al. [6] proposed a blockchain-based privacy-preserving e-health 

system that maintains data confidentiality, integrity, and availability while protecting sensitive healthcare data. Anand et al. [7] 

presented a privacy-preserving module using Gaussian mutation-based firebug optimization in cloud computing that preserves the 

privacy of data by minimizing the risk of reidentification and optimizing the accuracy of data analysis. Kanwal et al. [8] provided 

a taxonomy of privacy preservation in e-health cloud and highlighted the need for efficient privacy-preserving methods in this area. 

Chenthara et al. [9] discussed the security and privacy challenges of e-health solutions in cloud computing, emphasizing the 

importance of secure and privacy-preserving e-health solutions. Yuvaraj et al. [10] proposed a data privacy preservation method 

that balances the trade-off between privacy and utility by using deep adaptive clustering and elliptic curve digital signature algorithm 

to preserve privacy while maintaining data usefulness. 
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Rubai, S. M. [11] proposed a hybrid heuristic-based key generation protocol for privacy preservation of data in cloud computing 

that aims to generate unique keys for each user to preserve data privacy in cloud environments. Xu et al. [12] presented an energy-

efficient cloudlet management approach for privacy preservation in metropolitan area networks that manages cloudlets efficiently 

to reduce power consumption and preserve privacy. Aminifar et al. [13] proposed randomized tree algorithm for privacy 

preservation in distributed structured health data that shares data between different parties while preserving privacy. 

 

Bedi and Goyal [14] suggested an Extended Fully Homomorphic Encryption (EFHE)-based approach for privacy preservation in 

medical data in cloud IoT to provide secure and privacy-preserving access to patient’s medical data in cloud IoT environments. 

Kathamuthu et al. [15] proposed a deep Q-learning-based neural network with privacy preservation technique for secure data 

transmission in IOT healthcare applications to improve data security and privacy. Ren and Zhang [16] proposed a new data model 

for protection of medical images using a combination of watermarking and encryption techniques to protect the privacy of medical 

images. Cano and Cañavate-Sanchez [17] proposed a dual signature ECDSA-based approach for preserving patient’s data privacy 

in the Internet of Medical Things (IoMT) to ensure secure and private communication between IoMT devices and healthcare 

systems. 

 

Shen et al. [18] discussed the challenges and opportunities of integrating, modeling, and simulating large-scale biomedical data in 

the period of big data and translational medicine. They provided an overview of the various types of biomedical data, the various 

data sources, and the techniques used for data integration, modeling, and simulation. Park and Lee [19] proposed a privacy-

preserving k-nearest neighbor (k-NN) algorithm for medical diagnosis in e-health cloud that         III CONCLUSION AND 

FUTURE WORK 

Our work's main focus is on emphasizing the necessity for privacy-preservation methods when we transfer EHR data to the cloud. 

This satisfies the security, integrity, and validity requirements for confidentiality, according to the theoretical analysis of the 

methodologies. We discussed privacy strategies together with their benefits, drawbacks, and relevance to the taxonomy of different 

data kinds. Medical data manipulation requires a crucial protective method to guarantee data privacy. In general, encryption 

techniques are recommended to alleviate privacy concerns, but their effectiveness must be increased without compromising the 

secrecy of data. In order to significantly increase the level of privacy and the usefulness of, we are working to close the gap in 

selecting the ideal mix of privacy methods and privacy models. We anticipate improving this prototype through meticulous 

simulations of scalability and comparisons with various potential configurations as health data increases every year. 

 

 IV COMPARATIVE ANALYSIS 

 
 

 

 

International Journal of Engineering Research & Technology (IJERT)

ISSN: 2278-0181http://www.ijert.org

IJERTV12IS050345
(This work is licensed under a Creative Commons Attribution 4.0 International License.)

Published by :

www.ijert.org

Vol. 12 Issue 05, May-2023

659

www.ijert.org
www.ijert.org
www.ijert.org


    

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

L
IM

IT
A

T
IO

N
 

It
 c

a
n
n
o
t 

g
u
a
ra

n
te

e
 t

h
e
 

d
a
ta

's
 a

c
c
u
ra

c
y
 

a
n
d
 c

o
n
s
is

te
n
c
y
. 

 . It
 w

o
rk

s
 o

n
 l
a

rg
e
 

s
e
t 
o
f 

d
a
ta

 

_
_
_
_
 

_
_
_
_
 

_
_
_
_
 

_
_
_
_
 

S
P

E
C

IF
IC

A
T

IO
N

 

a
c
c
o
m

p
lis

h
 d

a
ta

 s
h
a
ri
n

g
 s

e
c
re

c
y
 

a
n
d
 a

c
c
u
ra

c
y
, 

a
s
 w

e
ll 

a
s
 d

a
ta

 

s
h
a
ri
n

g
 v

a
lid

it
y
 a

n
d
 c

o
n
s
is

te
n
c
y
 

 th
e
 s

u
g
g
e
s
te

d
 t

e
c
h
n
iq

u
e
 

o
u
tp

e
rf

o
rm

s
 t
ra

d
it
io

n
a
l 

te
c
h
n
iq

u
e
s
 i
n
 t

e
rm

s
 o

f 
ru

n
ti
m

e
, 

a
c
c
u
ra

c
y
, 

e
ff

ic
ie

n
c
y
, 
m

e
a
n
 

a
b
s
o
lu

te
 e

rr
o
r,

 k
a
p
p
a
 s

ta
ti
s
ti
c
 

m
e

a
s
u
re

, 
a
n
d
 F

-m
e

a
s
u
re

r,
 e

v
e
n
 

a
ft

e
r 

th
e
 p

e
rt

u
rb

a
ti
o

n
 

O
n
 d

a
ta

 u
s
e
fu

ln
e
s
s
 a

n
d
 p

ri
v
a
c
y
-

p
re

s
e
rv

a
ti
o

n
, 
th

e
 s

tr
a
te

g
y
 

o
u
tp

e
rf

o
rm

s
 t

h
e
 a

lt
e
rn

a
ti
v
e
s
. 

It
 c

a
n
 n

o
t 

o
n
ly

 d
o
 c

lo
u
d
 d

a
ta

 i
n

te
g
ri
ty

 

te
s
ti
n

g
 b

u
t 
a
ls

o
 p

e
rf

o
rm

 b
ro

a
d
e
r 

s
e
c
u
ri
ty

 e
n
c
ry

p
ti
o

n
 c

o
m

p
u
ti
n

g
. 

 
 A

lo
g
ir
th

m
 t

e
s
te

d
 o

n
 r

e
a
l 
d
a
ta

s
e
t 

a
n
d
 r

e
s
u
lt
 d

e
m

o
n
s
tr

a
te

d
 t
h
a
t 
it
 

re
d
u
c
e
s
 p

ri
v
a
c
y
 l
e

a
k
a
g
e
 a

n
d
 

m
a

n
in

ta
in

 d
a
ta

 u
ti
lit

y
. 

 

P
re

s
e
n
t 
th

e
 s

y
s
te

m
 m

o
d
e
l,
 t
h
re

a
t 

m
o

d
e
l,
 a

n
d
 s

e
c
u
ri
ty

 a
im

, 
fo

llo
w

e
d
 

b
y
 t
h
e
 s

u
g
g
e
s
te

d
 s

y
s
te

m
's

 d
e
s
ig

n
 

s
p
e
c
if
ic

s
.T

h
e
 t
e
c
h
n
o
lo

g
y
 

g
e
n
e
ra

te
s
 t

a
m

p
e
r-

p
ro

o
f 

re
c
o
rd

s
 

fr
o
m

 p
a
ti
e

n
ts

' E
H

R
s
 u

s
in

g
 

p
a
ir
in

g
-b

a
s
e
d
 e

n
c
ry

p
ti
o

n
, 
w

h
ic

h
 

a
re

 t
h
e
n
 i
n
c
o
rp

o
ra

te
d
 i
n

to
 

le
g
it
im

a
te

 t
ra

n
s
a

c
ti
o

n
s
 a

n
d
 

p
o
s
te

d
 t
o
 t
h
e
 b

lo
c
k
c
h
a
in

. 

F
U

T
U

R
E

 W
O

R
K

 

s
a
fe

 e
x
c
h
a
n
g
e
 o

f 
d
a
ta

 

w
it
h
o
u
t 

a
 t

h
ir
d
-p

a
rt

y
 

s
e
rv

e
r 

a
n
d
 t
h
e
 

re
a
lis

a
ti
o

n
 o

f 
a
 

c
o
m

p
le

te
ly

 

d
e
c
e
n
tr

a
lis

e
d
 d

a
ta

 

s
h
a
ri
n

g
 s

c
h
e
m

e
. 

_
_
_
_
 

_
_
_
_
 

Im
p

ro
v
in

g
 t

h
e
 

c
o
n
s
e
n
s
u
s
 m

e
th

o
d
, 

fi
n

e
-g

ra
in

e
d
 

m
a

n
a
g
e
m

e
n
t 

o
f 
c
lo

u
d
 

d
a
ta

, 
a
n
d
 r

e
d
u
c
in

g
 

d
u
p
lic

a
te

 d
a
ta

 s
to

ra
g
e
 

o
v
e
rh

e
a
d
 

_
_
_
_
 

_
_
_
_
 

A
L

G
O

R
IT

H
M

 

Z
e

ro
-K

n
o
w

le
d
g
e
 

P
ro

o
f 

R
a
n
d
o
m

 

P
ro

je
c
ti
o

n
, 

P
ri
n

c
ip

a
l 

C
o
m

p
o
n
e
n
t 

A
n
a
ly

s
is

 

G
e
n
e
ra

ti
v
e
 

A
d
v
e
rs

a
ri
a
l 

N
e
tw

o
rk

s
 (

G
A

N
s
) 

A
tt

ri
b

u
te

-b
a
s
e
d
 

e
n
c
ry

p
ti
o

n
 a

n
d
 

p
ro

x
y
 

re
e
n
c
ry

p
ti
o

n
 

q
u
a
s
i-
id

e
n
ti
fi
e

r 

re
c
o
g
n
it
io

n
 

a
lg

o
ri
th

m
 

p
a
ir
in

g
-b

a
s
e
d
 

c
ry

p
to

g
ra

p
h
y
, 

b
lo

c
k
c
h
a
in

 

T
E

C
H

N
O

L
O

G
Y

 

B
lo

c
k
c
h
a
in

 

B
ig

 D
a
ta

 

a
n
d
 

m
a

c
h
in

e
 

le
a
rn

in
g
 

G
A

N
s
, 
M

a
c
h
in

e
 

le
a
rn

in
g
, 

D
e
e
p
 

le
a
rn

in
g
 

B
lo

c
k
c
h
a
in

, 
C

lo
u
d
 

c
o
m

p
u
ti
n

g
 

C
lo

u
d
 

C
o
m

p
u
ti
n

g
, 

B
lo

c
k
c
h
a
in

, 
C

lo
u
d
 

c
o
m

p
u
ti
n

g
, 
E

-

h
e
a
lt
h
 

T
IT

L
E

 

B
a
s
e
d
 o

n
 Z

e
ro

-
K

n
o
w

le
d
g
e
 P

ro
o
f,
 

B
lo

c
k
c
h
a
in

 D
a
ta

 

P
ri
v
a
c
y
 P

ro
te

c
ti
o

n
 

a
n
d
 S

h
a
ri
n

g
 

S
c
h
e
m

e
 [

1
] 

B
ig

 D
a
ta

 P
ri
v
a
c
y
 

P
re

s
e
rv

a
ti
o

n
 

U
s
in

g
 P

ri
n

c
ip

a
l 

C
o
m

p
o
n
e
n
t 

A
n
a
ly

s
is

 a
n
d
 

R
a
n
d
o
m

 

P
ro

je
c
ti
o

n
 i
n
 

H
e
a
lt
h
c
a
re

 [
2
] 

P
ri
v
a
c
y
-

P
re

s
e
rv

in
g
 

D
e
n
s
it
y
 

D
is

tr
ib

u
ti
o

n
 U

s
in

g
 

G
A

N
s
 o

n
 M

o
b
ili

ty
 

D
a
ta

[3
] 

A
 B

lo
c
k
c
h
a
in

 a
n
d
 

C
lo

u
d
 C

o
m

p
u
ti
n

g
-

B
a
s
e
d
 M

e
d
ic

a
l 

D
a
ta

 P
ri
v
a
c
y
 

P
ro

te
c
ti
o

n
 

S
c
h
e
m

e
[4

] 

A
 Q

u
a
s
i-
Id

e
n
ti
fi
e

r 

R
e
c
o
g
n
it
io

n
 

A
lg

o
ri
th

m
 f

o
r 

C
lo

u
d
 D

a
ta

 

P
ri
v
a
c
y
 

P
re

s
e
rv

a
ti
o

n
 

B
a
s
e
d
 o

n
 R

is
k
 

R
e
id

e
n
ti
fi
c
a
ti
o

n
[5

] 

B
lo

c
k
c
h
a
in

-b
a
s
e
d
 

p
ri
v
a
c
y
-

p
re

s
e
rv

in
g
 e

-

h
e
a
lt
h
 s

o
lu

ti
o

n
 f
o
r 

c
lo

u
d
-b

a
s
e
d
 

h
e
a
lt
h
c
a
re

 d
a
ta

[6
] 

International Journal of Engineering Research & Technology (IJERT)

ISSN: 2278-0181http://www.ijert.org

IJERTV12IS050345
(This work is licensed under a Creative Commons Attribution 4.0 International License.)

Published by :

www.ijert.org

Vol. 12 Issue 05, May-2023

660

www.ijert.org
www.ijert.org
www.ijert.org


 
L

IM
IT

A
T

IO
N

 

d
a
ta

 h
id

in
g
 a

n
d
 d

a
ta

 

re
s
to

ra
ti
o

n
 o

p
e
ra

ti
o

n
s
 

a
re

 c
o
n
s
id

e
re

d
 a

s
 t
w

o
 

s
ig

n
if
ic

a
n
t 

o
p
e
ra

ti
o

n
s
 

o
f 

th
e
 p

ro
p
o
s
e
d
 

fr
a
m

e
w

o
rk

 

_
_
_
_
 

_
_
_
_
 

_
_
_
_
 

_
_
_
_
 

S
u
c
h
 a

p
p
ro

a
c
h
e
s
 d

o
 

n
o
t 

g
iv

e
 e

n
o
u
g
h
 

p
ri
v
a
c
y
 p

ro
te

c
ti
o

n
. 

S
P

E
C

IF
IC

A
T

IO
N

 

s
u
g
g
e
s
te

d
 a

 p
ri
v
a
c
y
 

p
ro

te
c
ti
o

n
 a

rc
h
it
e
c
tu

re
 

e
m

p
lo

y
in

g
 g

a
u
s
s
ia

n
 m

u
ta

ti
o

n
 

b
a
s
e
d
 f

ir
e
fl
y
 a

lg
o
ri
th

m
. 
T

h
e
 

tr
ia

ls
 a

re
 c

a
rr

ie
d
 o

u
t 

u
ti
lis

in
g
 

th
re

e
 d

is
ti
n
c
t 

h
e
a
lt
h
c
a
re

 

d
a
ta

s
e
ts

: 
H

P
D

, 
M

e
d
ic

a
l 

M
IM

IC
-I

II
, 
a
n
d
 M

H
E

A
L
T

H
. 

d
id

 a
 t

h
o
ro

u
g
h
 i
n
v
e
s
ti
g

a
ti
o

n
 

to
 u

n
d

e
rt

a
k
e
 a

n
 i
n

-d
e
p
th

 

re
v
ie

w
 o

f 
p
ri
v
a
c
y
 p

ro
te

c
ti
n

g
 

a
p
p
ro

a
c
h
e
s
 i
n
 e

-h
e
a
lt
h
 c

lo
u
d
 

S
tu

d
ie

s
 m

u
s
t 
fo

c
u
s
 o

n
 e

ff
ic

ie
n
t 

c
o
m

p
le

te
 s

e
c
u
ri
ty

 m
e

a
s
u
re

s
 f
o
r 

E
H

R
, 

a
s
 w

e
ll 

a
s
 a

p
p
ro

a
c
h
e
s
 t

o
 

s
a
fe

g
u
a
rd

 t
h
e
 i
n

te
g
ri
ty

 a
n
d
 

c
o
n
fi
d

e
n
ti
a

lit
y
 o

f 
p
a
ti
e

n
ts

' 
in

fo
rm

a
ti
o

n
. 

T
h

e
 u

ti
lit

y
 i
s
 c

a
rr

ie
d
 o

u
t 
b
y
 

c
lu

s
te

ri
n

g
 t
h
e
 i
n

p
u
t 
d
a
ta

s
e
ts

 

w
it
h
 D

A
C

, 
a
n
d
 t
h
e
 p

ri
v
a
c
y
 i
s
 

p
ro

te
c
te

d
 b

y
 E

C
D

S
A

. 

to
 m

in
im

is
e
 c

lo
u
d
le

t 
e
n
e
rg

y
 

u
s
a
g
e
 w

h
ile

 m
a

in
ta

in
in

g
 

p
ri
v
a
c
y
 i
n
 W

M
A

N
. 

W
e
 p

re
s
e
n
t 
a
 s

c
a
la

b
le

 

p
ri
v
a
c
y
-p

re
s
e
rv

in
g
 f

ra
m

e
w

o
rk

 

fo
r 

d
is

tr
ib

u
te

d
 m

a
c
h
in

e
 

le
a
rn

in
g
 b

a
s
e
d
 o

n
 t

h
e
 v

e
ry

 
ra

n
d
o
m

is
e
d
 t
re

e
s
 t
e
c
h
n
iq

u
e
, 

w
h
ic

h
 h

a
s
 a

 l
in

e
a
r 

o
v
e
rh

e
a
d
 

in
 t

e
rm

s
 o

f 
th

e
 n

u
m

b
e
r 

o
f 

p
a
rt

ic
ip

a
n
ts

 a
n
d
 c

a
n
 

a
c
c
o
m

m
o
d
a
te

 m
is

s
in

g
 

in
fo

rm
a

ti
o

n
. 

F
U

T
U

R
E

 W
O

R
K

 

_
_
_
_
 

Id
e
n
ti
fi
c
a
ti
o

n
 a

n
d
 

m
it
ig

a
ti
o

n
 o

f 
p
ri
v
a
c
y
 

le
a
k
s
 f

o
r 

c
lo

u
d

-b
a
s
e
d
 

E
H

R
s
 i
n

 r
e
a
l-

w
o
rl
d

 

d
a
ta

s
e
t 
s
e
tt

in
g
s
 a

ls
o
 

re
q
u
ir
e
 t

h
o
ro

u
g
h
 

e
x
a
m

in
a
ti
o

n
. 

_
_
_
_
 

_
_
_
_
 

to
 c

o
n
s
id

e
r 

b
o
th

 

c
lo

u
d
le

t 
lo

a
d
 

b
a
la

n
c
in

g
 a

n
d
 

c
lo

u
d
le

t 
e
n
e
rg

y
 

u
s
a
g
e
. 

to
 i
n
v
e
s
ti
g

a
te

 t
h
e
 

p
o
s
s
ib

ili
ti
e

s
 o

f 
e
x
te

n
d
in

g
 t
h
e
 

s
u
g
g
e
s
te

d
 f

ra
m

e
w

o
rk

 

to
 s

it
u
a
ti
o

n
s
 i
n

 w
h
ic

h
 

th
e
 p

a
rt

ie
s
 d

o
 n

o
t 

a
d
h
e
re

 t
o
 t

h
e
 h

o
n
e
s
t-

b
u
t-

c
u
ri
o

u
s
 s

e
c
u
ri
ty

 

m
o

d
e
l 

A
L

G
O

R
IT

H
M

 

T
h

e
 f

ir
e
fl
y
 m

e
th

o
d
 i
s
 

b
a
s
e
d
 o

n
 G

a
u
s
s
ia

n
 

m
u

ta
ti
o

n
s
. 

S
K

E
 h

y
b
ri
d

 c
lo

u
d
, 

A
B

E
 e

n
c
ry

p
ti
o

n
, 

C
P

-

A
B

E
. 

A
tt

ri
b

u
te

 B
a
s
e
d
 

E
n
c
ry

p
ti
o

n
 (

A
B

E
),

 
K

P
-A

B
E

, 
a
n
d
 C

P
-

A
B

E
 a

re
 a

ll 
ty

p
e
s
 o

f 

e
n
c
ry

p
ti
o

n
. 

D
e
e
p
 A

d
a
p
ti
v
e
 

C
lu

s
te

ri
n

g
 (

D
A

C
) 

w
it
h
 

E
lli

p
ti
c
 C

u
rv

e
 D

ig
it
a
l 

S
ig

n
a
tu

re
 A

lg
o
ri
th

m
 

(E
C

D
S

A
) 

p
ri
v
a
c
y
 

V
M

 

M
ig

ra
ti
o

n
T

e
c
h
n
iq

u
e
 

(V
ir
tu

a
l 
M

a
c
h
in

e
) 

k
-P

P
D

-E
R

T
 A

L
G

O
 

(E
x
tr

e
m

e
ly

 

R
a
n
d
o
m

iz
e
d
 T

re
e
s
) 

, 

T
E

C
H

N
O

L
O

G
Y

 

c
lo

u
d
 c

o
m

p
u
ti
n

g
, 

p
ri
v
a
c
y
 

p
re

s
e
rv

a
ti
o

n
, 

o
p
ti
m

iz
a
ti
o

n
 

E
-h

e
a
lt
h
, 
c
lo

u
d
 

c
o
m

p
u
ti
n

g
, 

p
ri
v
a
c
y
 

p
re

s
e
rv

a
ti
o

n
 

C
lo

u
d
 c

o
m

p
u
ti
n

g
, 

d
a
ta

 p
ri
v
a
c
y
, 
E

H
R

, 

a
n
d
 s

e
c
u
ri
ty

 

c
lo

u
d
 c

o
m

p
u
ti
n

g
, 

c
ry

p
to

g
ra

p
h
y
 

C
lo

u
d
 C

o
m

p
u
ti
n

g
 

A
rt

if
ic

ia
l 
In

te
lli

g
e
n
c
e
 

, 
M

a
c
h
in

e
 L

e
a
rn

in
g
 

T
IT

L
E

 

In
 c

lo
u
d
 c

o
m

p
u
ti
n

g
, 

a
 

p
ri
v
a
c
y
-p

re
s
e
rv

in
g
 

s
y
s
te

m
 b

a
s
e
d
 o

n
 

G
a
u
s
s
ia

n
 m

u
ta

ti
o

n
s
 i
s
 

u
s
e
d
 t

o
 o

p
ti
m

is
e
 

fi
re

b
u
g
s
. 
[7

] 

T
a

x
o
n
o
m

y
, 
p
ri
v
a
c
y
 

s
ta

n
d
a
rd

s
, 
fe

a
s
ib

ili
ty

 
a
n
a
ly

s
is

, 
a
n
d
 p

ro
s
p
e
c
ts

 

fo
r 

p
ri
v
a
c
y
 p

ro
te

c
ti
o

n
 i
n

 

th
e
 e

-h
e
a
lt
h
 c

lo
u
d
 [
8
] 

T
h

e
 p

ro
b
le

m
s
 o

f 
e

-

h
e
a
lt
h
 s

o
lu

ti
o

n
s
 i
n
 

c
lo

u
d
 c

o
m

p
u
ti
n

g
 i
n
 

te
rm

s
 o

f 
s
e
c
u
ri
ty

 a
n
d
 

p
ri
v
a
c
y
 [
9
].
 

D
e
e
p
 a

d
a
p
ti
v
e
 

c
lu

s
te

ri
n

g
 a

n
d
 t
h
e
 

e
lli

p
ti
c
 c

u
rv

e
 d

ig
it
a
l 

s
ig

n
a
tu

re
 t
e
c
h
n
iq

u
e
 a

re
 

u
s
e
d
 t

o
 p

ro
te

c
t 

d
a
ta

 

p
ri
v
a
c
y
 a

n
d
 s

tr
ik

e
 a

 
b
a
la

n
c
e
 b

e
tw

e
e
n
 

p
ri
v
a
c
y
 a

n
d
 u

ti
lit

y
. 
[1

0
] 

E
n
e
rg

y
-E

ff
ic

ie
n
t 

C
lo

u
d
le

t 
M

a
n
a
g
e
m

e
n
t 

fo
r 

W
ir
e
le

s
s
 

M
e

tr
o
p
o
lit

a
n
 A

re
a
 

N
e
tw

o
rk

 P
ri
v
a
c
y
 

P
re

s
e
rv

a
ti
o

n
 [
1
2
] 

E
x
tr

e
m

e
ly

 R
a
n
d
o
m

is
e
d
 

T
re

e
s
 f
o
r 

D
is

tr
ib

u
te

d
 

S
tr

u
c
tu

re
d
 H

e
a
lt
h
 D

a
ta

 

w
it
h
 P

ri
v
a
c
y
 

P
re

s
e
rv

a
ti
o

n
 [
1
3
] 

 

International Journal of Engineering Research & Technology (IJERT)

ISSN: 2278-0181http://www.ijert.org

IJERTV12IS050345
(This work is licensed under a Creative Commons Attribution 4.0 International License.)

Published by :

www.ijert.org

Vol. 12 Issue 05, May-2023

661

www.ijert.org
www.ijert.org
www.ijert.org


 

 

 

 

 

 

L
IM

IT
A

T
IO

N
 

W
h
e
n
 c

o
m

p
a
re

d
 t
o
 

a
lt
e
rn

a
ti
v
e
 

e
n
c
ry

p
ti
o

n
 

p
ro

c
e
d
u
re

s
, 
th

e
 f
a
u
lt
 

to
le

ra
n
t 

p
a
ra

d
ig

m
 

h
a
s
 a

 h
ig

h
 s

y
s
te

m
 

c
o
m

p
le

x
it
y
. 

m
o

re
 t

ra
in

in
g
 t
im

e
 i
s
 

re
q
u
ir
e
d
 f

o
r 

c
o
m

p
le

x
 

D
N

N
s
 i
n

 t
h
e
 c

o
re

 

c
lo

u
d
s
 c

o
m

p
a
re

d
 t

o
 

e
x
is

ti
n

g
 t
ra

d
it
io

n
a
l 

m
e

th
o
d
s
 

T
a

k
e
s
 t
im

e
 t
o
 

p
e
rf

o
rm

 c
o
m

p
le

x
 

c
ry

p
to

g
ra

p
h
ic

 

o
p
e
ra

ti
o

n
s
 a

n
d
 t
h
e
 

c
o
m

m
u

n
ic

a
ti
n

g
 

p
a
rt

ie
s
 n

e
e
d
 t

o
 

p
e
rf

o
rm

 m
o

re
 s

te
p
s
 

to
 m

a
k
e
 a

n
 

e
n
c
ry

p
te

d
 c

h
a
n
n
e
l 

n
e
c
e
s
s
it
y
 o

f 
u
s
in

g
 

p
h
y
s
ic

a
l 
s
m

a
rt

 c
a
rd

s
 

a
n
d
 t

h
e
 c

o
n
g
e
s
ti
o

n
 

th
a
t 
c
o
u
ld

 a
p
p
e
a
r 

in
 

c
a
s
e
 o

f 
a
 h

ig
h
 

n
u
m

b
e
r 

o
f 
Io

M
T

 

d
e
v
ic

e
s
 

_
_
_
_
 

n
u
m

b
e
r 

o
f 

ro
u
n
d
s
 

a
n
d
 t

h
e
 r

u
n
n
in

g
 t
im

e
 

in
c
re

a
s
e
s
 l
it
tl
e

 a
s
 

th
e
 n

u
m

b
e
r 

o
f 

d
a
ta

 
o
r 

k
 i
n

c
re

a
s
e
s
. 

S
P

E
C

IF
IC

A
T

IO
N

 

L
o
n
g
-t

e
rm

 p
ri
v
a
c
y
-p

re
s
e
rv

in
g
 f
o
r 

 

e
n
c
ry

p
te

d
 d

a
ta

 i
s
 a

c
h
ie

v
e
d
 t
h
ro

u
g
h
 

th
e
 p

ro
p
o
s
e
d
 e

n
c
ry

p
ti
o

n
 m

o
d
e
l 
a
n
d
 

p
 T

h
e
 s

u
g
g
e
s
te

d
 e

n
c
ry

p
ti
o

n
 

a
rc

h
it
e
c
tu

re
 a

c
h
ie

v
e
s
 l
o

n
g

-t
e
rm

 

p
ri
v
a
c
y
 p

re
s
e
rv

a
ti
o

n
 f

o
r 

e
n
c
ry

p
te

d
 

d
a
ta

 w
h
ile

 a
ls

o
 p

ro
v
id

in
g
 e

ff
ic

ie
n
t,
 

s
a
fe

, 
a
n
d
 r

e
lia

b
le

 c
lo

u
d

-I
o
T

 

a
p
p
lic

a
ti
o

n
s
. 

ro
v
id

e
s
 e

ff
ic

ie
n
t 
s
e
c
u
re

 a
n
d
 

re
lia

b
le

 c
lo

u
d

-I
o
T

 a
p
p
lic

a
ti
o

n
s
. 

T
h

e
 p

ro
p
o
s
e
d
 D

Q
N

N
P

P
 

a
rc

h
it
e
c
tu

re
 o

v
e
rc

o
m

e
s
 t

h
e
 

c
h
a
lle

n
g
e
s
 o

f 
s
e
c
u
ri
ty

 a
n
d
 

p
ri
v
a
c
y
 t
h
re

a
ts

. 
T

h
e
 p

a
p
e
r 

p
re

s
e
n
ts

 a
 n

e
w

 a
p
p
ro

a
c
h
 c

a
lle

d
 

c
ip

h
e
rt

e
x
t-

p
o
lic

y
 a

tt
ri
b

u
te

-b
a
s
e
d
 

p
ri
v
a
c
y
 p

re
s
e
rv

a
ti
o

n
 (

C
P

A
B

P
P

),
 

w
h
ic

h
 u

ti
liz

e
s
 p

ri
v
a
te

, 
p
u
b
lic

, 
a
n
d
 

m
a

s
te

r 
k
e
y
s
 t
o
 d

e
v
e
lo

p
 a

 p
a
ti
e

n
t-

c
e
n
tr

ic
 a

c
c
e
s
s
 c

o
n
tr

o
l 
s
y
s
te

m
 i
n

 

e
le

c
tr

o
n
ic

 m
e

d
ic

a
l 
s
e
c
to

rs
. 
T

h
is

 

a
p
p
ro

a
c
h
 e

n
s
u
re

s
 b

o
th

 s
e
c
u
ri
ty

 
a
n
d
 p

ri
v
a
c
y
 b

y
 c

o
m

b
in

in
g
 t
h
e
 

a
d
v
a
n
ta

g
e
s
 o

f 
d
if
fe

re
n
t 
k
e
y
 t
y
p
e
s
. 

A
d
d
it
io

n
a
lly

, 
th

e
 p

a
p
e
r 

in
tr

o
d
u
c
e
s
 

a
n
 e

ff
ic

ie
n
t 

a
n
d
 k

e
y
-f

re
e
 d

a
ta

 
p
ro

te
c
ti
o

n
 m

o
d
e
l 
b
a
s
e
d
 o

n
 v

ir
tu

a
l 

c
h
a
n
n
e
ls

 (
V

C
) 

fo
r 

tr
a
n
s
m

it
ti
n

g
 

m
e

d
ic

a
l 
d
a
ta

 a
n
d
 s

to
ri
n

g
 

te
m

p
la

te
s
. 

fo
c
u
s
e
d
 o

n
 c

o
n
fi
d

e
n
ti
a

lit
y
, 

h
o
w

 t
o
 

p
ro

te
c
t 
th

e
 a

n
o
n
y
m

it
y
 o

f 
th

e
 

o
b
je

c
t 
th

a
t 
g
e
n
e
ra

te
s
 t

h
e
 d

a
ta

, 

th
a
t 

d
a
ta

 c
o
n
fi
d

e
n
ti
a

lit
y
 c

a
n
 b

e
 

a
d
d
e
d
 a

s
 a

n
o
th

e
r 

s
e
c
u
ri
ty

 l
a
y
e
r 

d
e
p
e
n
d
in

g
 o

n
 t

h
e
 e

n
e
rg

y
 a

n
d
 

c
o
m

p
u
ta

ti
o

n
a
l 
re

s
tr

ic
ti
o

n
s
 o

f 
th

e
 

Io
M

T
 s

o
u
rc

e
 d

e
v
ic

e
. 

_
_
_
_
 

It
 p

ro
v
id

e
s
 p

ri
v
a
c
y
 o

f 
m

e
d
ic

a
l 

d
ia

g
n
o
s
is

 d
a
ta

s
e
t 
o
u
ts

o
u
rc

e
d
 

fr
o
m

 m
u

lt
ip

le
 d

a
ta

 o
w

n
e
rs

 a
s
 k

N
N

 

re
s
u
lt
 a

n
d
 h

id
e
s
 t

h
e
 d

a
ta

 a
c
c
e
s
s
 

p
a
tt

e
rn

. 
a
s
 t
h
e
 n

u
m

b
e
r 

o
f 
d
a
ta

, 
th

e
 l
e

n
g
th

 o
f 

d
a
ta

, 
o
r 

k
 i
n
c
re

a
s
e
, 

th
e
 n

u
m

b
e
r 

o
f 

ro
u
n
d
s
 o

f 
P

E
-F

T
K

 

d
o
e
s
 n

o
t 
in

c
re

a
s
e
. 

F
U

T
U

R
E

 W
O

R
K

 

u
s
in

g
 h

y
b
ri
d

 e
n
c
ry

p
ti
o

n
 

te
c
h
n
iq

u
e
s
 t

o
 i
m

p
ro

v
e
 

d
a
ta

 p
ri
v
a
c
y
 a

n
d
 

s
e
c
u
ri
ty

 

n
o
n
o
p
ti
m

iz
e
d
 d

a
ta

 

s
e
a
rc

h
in

g
 i
n

 a
 d

e
e
p

-

le
a
rn

in
g
 c

o
n
c
e
p
t 
to

 
im

p
ro

v
e
 s

e
c
u
ri
ty

. 
 

T
o

 a
d
d
re

s
s
 t

h
e
 i
s
s
u
e
 o

f 

n
o
is

e
 i
n
te

rf
e
re

n
c
e
 i
n

 V
C

 

im
a
g
e
 r

e
s
to

ra
ti
o

n
, 
w

e
 

le
v
e
ra

g
e
 t

h
e
 

a
d
v
a
n
c
e
m

e
n
ts

 i
n

 d
e
e
p
 

n
e
u
ra

l 
n
e
tw

o
rk

s
 f

o
r 

im
a
g
e
 d

e
n
o
is

in
g
. 

C
o
n
s
e
q
u
e
n
tl
y
, 

w
e
 

p
ro

p
o
s
e
 a

 d
e
n
o
is

in
g
 

n
e
u
ra

l 
n
e
tw

o
rk

 

s
p
e
c
if
ic

a
lly

 d
e
s
ig

n
e
d

. 

fo
r 

V
C

 i
m

a
g
e
s
. 

_
_
_
_
 

_
_
_
_
 

c
o
n
s
tr

u
c
t 

th
e
 p

ri
v
a
c
y
 

p
re

s
e
rv

in
g
 a

n
d
 e

ff
ic

ie
n
t 

p
ro

to
c
o
ls

 f
o
r 

o
th

e
r 

d
a
ta

 
m

in
in

g
 t
e
c
h
n
iq

u
e
s
 o

th
e
r 

th
a
n
 k

N
N

 t
o
 a

p
p
ly

 

M
P

C
. 

A
L

G
O

R
IT

H
M

 

F
u

lly
 

H
o
m

o
m

o
rp

h
ic

 

e
n
c
ry

p
ti
o

n
 

D
e
e
p
 Q

-

le
a
rn

in
g
-b

a
s
e
d
 

n
e
u
ra

l 
n
e
tw

o
rk

 

w
it
h
 p

ri
v
a
c
y
 

p
re

s
e
rv

a
ti
o

n
 

m
e

th
o
d
 (

D
Q

-
N

N
P

P
) 

S
V

M
 (

S
u
p
p
o
rt

 

V
e
c
to

r 
M

a
c
h
in

e
s
) 

, 

P
C

A
 (

P
ri
n

c
ip

a
l 

C
o
m

p
o
n
e
n
t 

A
n
a
ly

s
is

) 

E
lli

p
ti
c
 c

u
rv

e
 

d
ig

it
a
l 
s
ig

n
a
tu

re
 

a
lg

o
ri
th

m
 

(E
C

D
S

A
) 

, 
A

E
S

(A
d
v
a
n
c
e
d
 

E
n
c
ry

p
ti
o

n
 

S
ta

n
d
a
rd

) 

_
_
_
_
 

k
-n

e
a
re

s
t 

n
e
ig

h
b
o
r 

(k
N

N
) 

, 
C

a
s
e
-b

a
s
e
d
 

re
a
s
o
n
in

g
 

(C
B

R
) 

T
E

C
H

N
O

L
O

G
Y

 

C
lo

u
d
 

C
o
m

p
u
ti
n

g
 ,
 I
O

T
 

IO
T

 ,
 D

e
e
p
 

L
e
a
rn

in
g
 ,

 

C
ry

p
to

g
ra

p
h
y
 

Io
M

T
(I

n
te

rn
e
t 

o
f 

M
e

d
ic

a
l 
T

h
in

g
s
),

 

A
rt

if
ic

ia
l 

In
te

lli
g

e
n
c
e
 

Io
M

T
(I

n
te

rn
e
t 

o
f 

M
e

d
ic

a
l 
T

h
in

g
s
),

 

C
ry

p
to

g
ra

p
h
y
, 

A
rt

if
ic

ia
l 

In
te

lli
g

e
n
c
e
 

B
ig

 D
a
ta

 

C
lo

u
d
 

C
o
m

p
u
ti
n

g
 ,
 

M
a

c
h
in

e
 

L
e
a
rn

in
g
 

T
IT

L
E

 

U
s
in

g
 E

x
te

n
d
e
d
 

F
u

lly
 H

o
m

o
m

o
rp

h
ic

 
e
n
c
ry

p
ti
o

n
 t

o
 

p
ro

te
c
t 
th

e
 p

ri
v
a
c
y
 

o
f 

p
e
rs

o
n
a
lis

e
d
 

m
e

d
ic

a
l 
d
a
ta

 i
n

 t
h
e
 

c
lo

u
d
 I
o
T

 [
1
4
],
 

D
e
e
p
 Q

-L
e
a
rn

in
g
-

B
a
s
e
d
 N

e
u
ra

l 
N

e
tw

o
rk

 w
it
h
 

P
ri
v
a
c
y
 

P
re

s
e
rv

a
ti
o

n
 

M
e

th
o
d
 f
o
r 

S
e
c
u
re

 
D

a
ta

 T
ra

n
s
m

is
s
io

n
 

in
 I

n
te

rn
e
t 
o
f 
T

h
in

g
s
 

(I
o
T

) 
H

e
a
lt
h
c
a
re

 

A
p
p
lic

a
ti
o

n
 [
1
5
] 

A
 N

e
w

 D
a
ta

 M
o

d
e
l 

fo
r 

th
e
 P

ri
v
a
c
y
 

P
ro

te
c
ti
o

n
 o

f 

M
e

d
ic

a
l 
Im

a
g
e
s
 [

1
6
] 

P
re

s
e
rv

in
g
 D

a
ta

 

P
ri
v
a
c
y
 i
n

 t
h
e
 

In
te

rn
e
t 

o
f 
M

e
d
ic

a
l 

T
h

in
g
s
 U

s
in

g
 D

u
a
l 

S
ig

n
a
tu

re
 E

C
D

S
A

 

[1
7
] 

In
te

g
ra

ti
o

n
, 

M
o

d
e
lli

n
g
, 
a
n
d
 

S
im

u
la

ti
o

n
 o

f 

B
io

m
e

d
ic

a
l 
D

a
ta

 i
n
 

th
e
 A

g
e
 o

f 
B

ig
 D

a
ta

 

a
n
d
 T

ra
n
s
la

ti
o

n
a
l 

M
e

d
ic

in
e
 [

1
8
] 

P
ri
v
a
c
y
 P

re
s
e
rv

in
g
 

k
-N

e
a
re

s
t 

N
e
ig

h
b
o
r 

fo
r 

M
e

d
ic

a
l 

D
ia

g
n
o
s
is

 i
n

 e
-

H
e
a
lt
h
 C

lo
u
d

 [
1
9
] 

International Journal of Engineering Research & Technology (IJERT)

ISSN: 2278-0181http://www.ijert.org

IJERTV12IS050345
(This work is licensed under a Creative Commons Attribution 4.0 International License.)

Published by :

www.ijert.org

Vol. 12 Issue 05, May-2023

662

www.ijert.org
www.ijert.org
www.ijert.org


 
L

IM
IT

A
T

IO
N

 

T
h

e
 E

N
R

 

m
a

n
a
g
e
m

e
n
t 
s
y
s
te

m
 

is
 o

v
e
rl
y
 r

e
lia

n
t 
o
n
 a

 
c
e
n
tr

a
lis

e
d
 p

ro
c
e
s
s
. 

F
u
rt

h
e
r 

te
s
ti
n

g
 o

n
 

re
a
l-
w

o
rl
d

 d
a
ta

 w
o
u
ld

 
b
e
 n

e
e
d
e
d
 t

o
 v

a
lid

a
te

 

it
s
 e

ff
e
c
ti
v
e
n
e
s
s
. 

T
h

e
re

 a
re

 n
o
 s

p
e
c
if
ic

 

m
e

th
o
d
s
 o

r 
s
tr

a
te

g
ie

s
 

fo
r 

p
re

s
e
rv

in
g
 p

ri
v
a
c
y
 

in
 e

-h
e
a
lt
h
c
a
re

..
  

It
 m

a
y
 n

o
t 
b
e
 

a
p
p
lic

a
b
le

 t
o
 

h
e
a
lt
h
c
a
re

 s
e
rv

ic
e
s
 i
n
 

o
th

e
r 

re
g
io

n
s
 o

r 

c
o
u
n
tr

ie
s
. 

It
 m

a
y
 n

o
t 
b
e
 

a
p
p
lic

a
b
le

 t
o
 a

ll 
M

-

H
e
a
lt
h
c
a
re

 c
lo

u
d
 

c
o
m

p
u
ti
n

g
 

e
n
v
ir
o
n
m

e
n
ts

  

th
e
 s

u
rv

e
y
 m

a
y
 n

o
t 

b
e
 

c
o
m

p
re

h
e
n
s
iv

e
 o

r 
u
p

-

to
-d

a
te

, 
a
s
 t
h
e
 f
ie

ld
 o

f 

D
D

o
S

 a
tt
a
c
k
s
 a

n
d
 

d
e
fe

n
s
e
 i
s
 

ra
p
id

ly
 e

v
o
lv

in
g
. 

S
P

E
C

IF
IC

A
T

IO
N

 

T
h
e
 c

o
n
s
e
n
s
u
s
 m

e
th

o
d
 o

ff
e
rs

 a
 

s
im

p
lif

ie
d
 c

o
n
s
e
n
s
u
s
 p

ro
c
e
s
s
 a

n
d
 

fa
c
ili

ta
te

s
 q

u
ic

k
 c

o
n
n
e
c
ti
o

n
s
, 
ra

p
id

 

s
y
n
c
h
ro

n
is

a
ti
o

n
, 
a
n
d
 e

ff
e
c
ti
v
e
 

in
fo

rm
a

ti
o

n
 s

h
a
ri
n

g
 a

c
ro

s
s
 E

N
R

 

n
o
d
e
s
..
 

A
 u

n
iq

u
e
 f
ra

m
e

w
o
rk

 f
o
r 

m
a

in
ta

in
in

g
 

th
e
 p

ri
v
a
c
y
 o

f 
e
le

c
tr

o
n
ic

 h
e
a
lt
h
 

re
c
o
rd

s
 u

ti
lis

in
g
 b

lo
c
k
c
h
a
in

 

te
c
h
n
o
lo

g
y
. 

H
o
w

e
v
e
r,

 t
h
e
 a

u
th

o
rs

 
e
m

p
h
a
s
is

e
 t

h
a
t 
s
ig

n
if
ic

a
n
t 

h
u
rd

le
s
 

re
m

a
in

, 
in

c
lu

d
in

g
 s

c
a
la

b
ili

ty
 a

n
d
 

in
te

g
ra

ti
o

n
 w

it
h
 e

x
is

ti
n

g
 h

e
a
lt
h
 

in
fo

rm
a

ti
o

n
 s

y
s
te

m
s
. 

It
 e

x
a
m

in
e
s
 t

h
e
 l
e

g
a
l 
a
n
d
 r

e
g
u
la

to
ry

 
fr

a
m

e
w

o
rk

s
 a

ro
u
n
d
 h

e
a
lt
h
c
a
re

 

p
ri
v
a
c
y
, 
s
u
c
h
 a

s
 t
h
e
 H

e
a
lt
h
 

In
s
u
ra

n
c
e
 P

o
rt

a
b
ili

ty
 a

n
d
 

A
c
c
o
u
n
ta

b
ili

ty
 A

c
t 

(H
IP

A
A

) 
in

 t
h
e
 

U
n
it
e
d
 S

ta
te

s
. 

A
 s

a
fe

 c
lo

u
d

-b
a
s
e
d
 E

H
R

 s
o
lu

ti
o

n
 

fo
r 

u
s
e
 i
n

 I
n
d
ia

n
 h

e
a
lt
h
c
a
re

. 
T

o
 

m
a

in
ta

in
 t
h
e
 s

e
c
u
ri
ty

 a
n
d
 p

ri
v
a
c
y
 o

f 
p
a
ti
e

n
t 

d
a
ta

, 
th

e
 p

ro
p
o
s
e
d
 s

y
s
te

m
 

in
c
lu

d
e
s
 s

a
fe

g
u
a
rd

s
 s

u
c
h
 a

s
 

e
n
c
ry

p
ti
o

n
, 

a
u
th

e
n
ti
c
a
ti
o

n
, 

a
n
d
 

a
c
c
e
s
s
 r

e
s
tr

ic
ti
o

n
. 

P
S

M
P

V
 s

o
lu

ti
o

n
 f

o
r 

d
is

tr
ib

u
te

d
 

c
lo

u
d
 c

o
m

p
u
ti
n

g
 e

n
v
ir
o
n
m

e
n
ts

 i
n
 

M
-H

e
a
lt
h
c
a
re

. 
T

o
 m

a
in

ta
in

 t
h
e
 

s
e
c
u
ri
ty

 a
n
d
 p

ri
v
a
c
y
 o

f 
p
a
ti
e

n
t 

d
a
ta

, 
th

e
 p

ro
p
o
s
e
d
 s

y
s
te

m
 i
n

c
lu

d
e
s
 

m
e

c
h
a
n
is

m
s
 s

u
c
h
 a

s
 p

a
ti
e

n
t 
s
e
lf
-

c
o
n
tr

o
l 
a
n
d
 m

u
lt
i-

le
v
e
l 
p
ri
v
a
c
y
 

p
ro

te
c
ti
o

n
. 

A
 r

e
v
ie

w
 o

f 
d
is

tr
ib

u
te

d
 d

e
n
ia

l 
o
f 

s
e
rv

ic
e
 (

D
D

o
S

) 
a
tt

a
c
k
s
 i
n

 c
lo

u
d
 

c
o
m

p
u
ti
n

g
 a

n
d
 s

o
ft
w

a
re

-d
e
fi
n

e
d
 

n
e
tw

o
rk

in
g
 (

S
D

N
) 

s
y
s
te

m
s
. 
T

h
e
 

re
v
ie

w
 e

x
a
m

in
e
s
 n

u
m

e
ro

u
s
 f

o
rm

s
 

o
f 

D
D

o
S

 a
s
s
a
u
lt
s
, 
th

e
ir
 e

ff
e
c
ts

 o
n
 

S
D

N
 a

n
d
 c

lo
u
d
 c

o
m

p
u
ti
n

g
 s

y
s
te

m
s
, 

a
n
d
 v

a
ri
o

u
s
 d

e
te

c
ti
o

n
 a

n
d
 

m
it
ig

a
ti
o

n
 a

p
p
ro

a
c
h
e
s
. 

F
U

T
U

R
E

 W
O

R
K

 

A
 c

o
m

p
a
ri
s
o
n
 d

e
m

o
n
s
tr

a
te

s
 

th
a
t 

o
u
r 

a
p
p
ro

a
c
h
 o

u
tp

e
rf

o
rm

s
 

o
th

e
rs

 i
n
 t

e
rm

s
 o

f 
fu

n
c
ti
o

n
a
l 

c
o
m

p
le

te
n
e
s
s
, 
p
ro

c
e
s
s
in

g
 

p
o
w

e
r,

 a
n
d
 C

P
U

 o
c
c
u
p
a
n
c
y
. 

fu
tu

re
 w

o
rk

 c
o
u
ld

 f
o
c
u
s
 o

n
 

im
p
ro

v
in

g
 t
h
e
 s

c
a
la

b
ili

ty
 a

n
d
 

e
ff

ic
ie

n
c
y
 o

f 
H

e
a
lt
h
c
h
a
in

, 
a
s
 

w
e
ll 

a
s
 e

x
p
lo

ri
n

g
 t

h
e
 p

o
te

n
ti
a

l 
fo

r 
in

te
g
ra

ti
n

g
 o

th
e
r 

e
m

e
rg

in
g
 

te
c
h
n
o
lo

g
ie

s
 l
ik

e
 a

rt
if
ic

ia
l 

in
te

lli
g

e
n
c
e
 a

n
d
 t
h
e
 i
n
te

rn
e
t 

o
f 

th
in

g
s
. 

T
o
 p

ro
te

c
t 
s
e
n
s
it
iv

e
 d

a
ta

, 
s
u
c
h
 

a
s
 S

e
c
u
re

 M
u

lt
ip

a
rt

y
 

C
o
m

p
u
ta

ti
o

n
 (

S
M

C
) 

a
n
d
 

D
if
fe

re
n
ti
a

l 
P

ri
v
a
c
y
. 

A
d
d
it
io

n
a
lly

, 
th

e
 p

a
p
e
r 

c
a
lls

 f
o
r 

m
o

re
 r

e
s
e
a
rc

h
 o

n
 h

o
w

 t
o
 

im
p
ro

v
e
 p

a
ti
e

n
t 
tr

u
s
t 

a
n
d
 

e
n
g
a
g
e
m

e
n
t 

in
 e

-h
e
a
lt
h
c
a
re

 
s
y
s
te

m
s
. 

Im
p

ro
v
in

g
 t

h
e
 s

e
c
u
ri
ty

 o
f 
c
lo

u
d

-

b
a
s
e
d
 E

H
R

 s
y
s
te

m
s
 t

h
ro

u
g
h
 

im
p
ro

v
e
d
 a

u
th

e
n
ti
c
a
ti
o

n
 a

n
d
 

a
c
c
e
s
s
 c

o
n
tr

o
l 
m

e
a
s
u
re

s
, 
a
s
 

w
e
ll 

a
s
 d

a
ta

 p
ri
v
a
c
y
 t

h
ro

u
g
h
 

e
n
c
ry

p
ti
o

n
 a

n
d
 a

n
o
n
y
m

iz
a
ti
o

n
 

a
p
p
ro

a
c
h
e
s
. 

in
c
re

a
s
in

g
 t

h
e
 p

la
n
n
e
d
 P

S
M

P
V

 
s
y
s
te

m
's

 s
c
a
la

b
ili

ty
 a

n
d
 

e
ff

ic
ie

n
c
y
, 

a
s
 w

e
ll 

a
s
 

in
v
e
s
ti
g

a
ti
n

g
 t

h
e
 f

e
a
s
ib

ili
ty

 o
f 

u
s
in

g
 b

lo
c
k
c
h
a
in

 t
e
c
h
n
o
lo

g
y
 t

o
 

im
p
ro

v
e
 s

e
c
u
ri
ty

 a
n
d
 p

ri
v
a
c
y
 i
n

 

d
is

tr
ib

u
te

d
 M

-H
e
a
lt
h
c
a
re

 

s
y
s
te

m
s
 

e
n
h
a
n
c
in

g
 s

e
c
u
ri
ty

 b
y
 c

re
a
ti
n

g
 

m
o

re
 e

ff
e
c
ti
v
e
 a

n
d
 e

ff
ic

ie
n
t 

D
D

o
S

 d
e
te

c
ti
o

n
 a

n
d
 m

it
ig

a
ti
o

n
 

s
tr

a
te

g
ie

s
 i
n

 S
D

N
 a

n
d
 c

lo
u
d
 

c
o
m

p
u
ti
n

g
 s

e
tt
in

g
s
, 

a
s
 w

e
ll 

a
s
 

in
v
e
s
ti
g

a
ti
n

g
 t

h
e
 p

o
s
s
ib

ili
ty

 f
o
r 

a
p
p
ly

in
g
 m

a
c
h
in

e
 l
e

a
rn

in
g
 a

n
d
 

A
I-

b
a
s
e
d
 a

p
p
ro

a
c
h
e
s
. 

A
L

G
O

R
IT

H
M

 

E
n
d
-t

o
-E

n
d
 

M
e

m
o

ry
 

N
e
u
ra

l 
N

e
tw

o
rk

 

S
H

A
-2

5
6
 

R
B

A
C

, 
IA

B
A

 

E
lg

a
m

a
l 

a
lg

o
ri
th

m
 

S
ig

n
a
tu

re
 

a
lg

o
ri
th

m
 

T
h

e
 

N
e
tF

P
G

A
 

s
tq

a
g
e
 d

e
s
ig

n
 

is
 b

u
ilt

 o
n
 a

n
 

o
p
e
n
F

lo
w

 
s
w

it
c
h
. 

T
E

C
H

N
O

L
O

G
Y

 

B
lo

c
k
c
h
a
in

 

B
lo

c
k
c
h
a
in

 

E
-H

e
a
lt
h
c
a
re

 

C
lo

u
d
 c

o
m

p
u
ti
n

g
, 

E
le

c
tr

o
n
ic

 H
e
a
lt
h
 

R
e
c
o
rd

 (
E

H
R

) 

D
is

tr
ib

u
te

d
 M

-

H
e
a
lt
h
c
a
re

, 

C
lo

u
d
 c

o
m

p
u
ti
n

g
 

C
lo

u
d
 c

o
m

p
u
ti
n

g
 

a
n
d
 s

o
ft
w

a
re

-

d
e
fi
n

e
d
 

n
e
tw

o
rk

in
g
 

(S
D

N
).

 

T
IT

L
E

 

S
h
a
ri
n

g
 I

n
fo

rm
a

ti
o

n
 

a
n
d
 P

ro
te

c
ti
n

g
 

P
ri
v
a
c
y
 i
n

 a
n
 

E
le

c
tr

o
n
ic

 N
u
rs

in
g
 

R
e
c
o
rd

 

M
a

n
a
g
e
m

e
n
t 

S
y
s
te

m
 [
2
0
] 

H
e
a
lt
h
c
h
a
in

: 
A

 

u
n
iq

u
e
 f

ra
m

e
w

o
rk

 

fo
r 

p
re

s
e
rv

in
g
 t

h
e
 

p
ri
v
a
c
y
 o

f 
e
le

c
tr

o
n
ic

 
h
e
a
lt
h
 r

e
c
o
rd

s
 

th
ro

u
g
h
 t

h
e
 u

s
e
 o

f 

b
lo

c
k
c
h
a
in

 

te
c
h
n
o
lo

g
y
 [

2
1
].

 

P
ri
v
a
c
y
 p

ro
te

c
ti
o

n
 

in
 e

-h
e
a
lt
h
c
a
re

 

e
n
v
ir
o
n
m

e
n
ts

: 

c
u
rr

e
n
t 
s
ta

te
 a

n
d
 

fu
tu

re
 d

ir
e
c
ti
o

n
s
 

[2
2
].
 

C
lo

u
d
 s

e
c
u
ri
ty

 i
n
 

E
H

R
 d

e
s
ig

n
 f

o
r 

In
d
ia

n
 h

e
a
lt
h
c
a
re

 

s
e
rv

ic
e
s
 [

2
3
] 

P
S

M
P

V
 s

ta
n
d
s
 f
o
r 

p
a
ti
e

n
t-

c
o
n
tr

o
lle

d
 

a
n
d
 m

u
lt
i-
le

v
e
l 

p
ri
v
a
c
y
-p

ro
te

c
ti
n

g
 

c
o
o
p
e
ra

ti
v
e
 

v
a
lid

a
ti
o

n
 i
n

 

d
is

tr
ib

u
te

d
 M

-
H

e
a
lt
h
c
a
re

 c
lo

u
d
 

c
o
m

p
u
ti
n

g
. 
[2

4
] 

D
D

o
S

 a
tt
a
c
k
s
 i
n

 

S
D

N
 a

n
d
 c

lo
u
d
 

c
o
m

p
u
ti
n

g
 

e
n
v
ir
o
n
m

e
n
ts

: 
a
 

s
u
rv

e
y
 [
2
5
].

 

 

 

International Journal of Engineering Research & Technology (IJERT)

ISSN: 2278-0181http://www.ijert.org

IJERTV12IS050345
(This work is licensed under a Creative Commons Attribution 4.0 International License.)

Published by :

www.ijert.org

Vol. 12 Issue 05, May-2023

663

www.ijert.org
www.ijert.org
www.ijert.org


L
IM

IT
A

T
IO

N
 

s
p
e
c
if
ic

 a
lg

o
ri
th

m
s
 o

r 

te
c
h
n
iq

u
e
s
 u

s
e
d
 f

o
r 

th
e
 

A
n
c
ile

 f
ra

m
e

w
o
rk

. 

A
d
d
it
io

n
a
lly

, 
th

e
 p

ro
p
o
s
e
d
 

fr
a
m

e
w

o
rk

 m
a

y
 f

a
c
e
 

s
c
a
la

b
ili

ty
 a

n
d
 p

e
rf

o
rm

a
n
c
e
 

is
s
u
e
s
 w

h
e
n
 d

e
a
lin

g
 w

it
h
 

la
rg

e
 v

o
lu

m
e
s
 o

f 
E

H
R

s
. 

_
_
_
_
 

th
e
 p

ro
p
o
s
e
d
 f
ra

m
e

w
o
rk

 

m
a

y
 f

a
c
e
 p

e
rf

o
rm

a
n
c
e
 a

n
d
 

e
ff

ic
ie

n
c
y
 i
s
s
u
e
s
 w

h
e
n
 

d
e
a
lin

g
 w

it
h
 l
a

rg
e
 n

u
m

b
e
rs

 
o
f 

u
s
e
rs

 a
n
d
 w

e
b
 s

e
rv

ic
e
s
. 

im
p
o
rt

a
n
t 
to

 n
o
te

 t
h
a
t 
th

e
 

te
c
h
n
o
lo

g
y
 i
s
 s

ti
ll 

re
la

ti
v
e
ly

 

n
e
w

 a
n
d
 u

n
d
e
rg

o
in

g
 r

a
p
id

 
d
e
v
e
lo

p
m

e
n
t,
 w

h
ic

h
 m

a
y
 

le
a
d
 t

o
 s

e
c
u
ri
ty

 a
n
d
 

s
c
a
la

b
ili

ty
 i
s
s
u
e
s
. 

A
d
d
it
io

n
a
lly

 

_
_
_
_
 

S
P

E
C

IF
IC

A
T

IO
N

 

fr
a
m

e
w

o
rk

 i
n
c
lu

d
e
s
 

m
e

a
s
u
re

s
 s

u
c
h
 a

s
 p

a
ti
e

n
t-

c
o
n
tr

o
lle

d
 a

c
c
e
s
s
 a

n
d
 f

in
e

-

g
ra

in
e
d
 a

u
th

o
ri
z
a
ti
o

n
 t

o
 

e
n
s
u
re

 t
h
e
 p

ri
v
a
c
y
 a

n
d
 

s
e
c
u
ri
ty

 o
f 
E

H
R

s
. 

m
u

lt
i-
le

v
e
l 
p
ri
v
a
c
y
-p

re
s
e
rv

in
g
 

p
a
ti
e

n
t 
s
e
lf
-c

o
n
tr

o
lla

b
le

 

a
lg

o
ri
th

m
 f
o
r 

h
e
a
lt
h
c
a
re

 i
n
 

c
lo

u
d
 c

o
m

p
u
ti
n

g
 

e
n
v
ir
o
n
m

e
n
ts

. 
T

h
e
 a

lg
o
ri
th

m
 

a
im

s
 t

o
 p

ro
te

c
t 

p
a
ti
e

n
t 

p
ri
v
a
c
y
 a

n
d
 c

o
n
fi
d

e
n
ti
a

lit
y
 

w
h
ile

 e
n
a
b
lin

g
 p

a
ti
e

n
ts

 t
o
 

c
o
n
tr

o
l 
th

e
 a

c
c
e
s
s
 a

n
d
 u

s
e
 o

f 
th

e
ir
 h

e
a
lt
h
c
a
re

 d
a
ta

 i
n

 c
lo

u
d
 

e
n
v
ir
o
n
m

e
n
ts

. 

fr
a
m

e
w

o
rk

 f
o
r 

w
e
b
 s

e
rv

ic
e
s
 

th
a
t 

in
c
o
rp

o
ra

te
s
 t

ru
s
t 

m
a

n
a
g
e
m

e
n
t 
m

e
c
h
a
n
is

m
s
. 

T
h

e
 p

ro
p
o
s
e
d
 f
ra

m
e

w
o
rk

 

in
c
lu

d
e
s
 m

e
a
s
u
re

s
 s

u
c
h
 a

s
 

p
o
lic

y
-b

a
s
e
d
 a

c
c
e
s
s
 c

o
n
tr

o
l 

a
n
d
 p

ri
v
a
c
y
 p

re
s
e
rv

a
ti
o

n
 t
o
 

e
n
s
u
re

 t
h
e
 p

ri
v
a
c
y
 a

n
d
 

s
e
c
u
ri
ty

 o
f 
w

e
b
 s

e
rv

ic
e
s
. 

E
th

e
re

u
m

, 
a
 d

e
c
e
n
tr

a
liz

e
d
 

c
o
m

p
u
ti
n

g
 p

la
tf
o
rm

 a
n
d
 

tr
a
n
s
a
c
ti
o

n
 l
e

d
g
e
r 

b
a
s
e
d
 o

n
 

b
lo

c
k
c
h
a
in

 t
e
c
h
n
o
lo

g
y
. 

E
th

e
re

u
m

 a
llo

w
s
 d

e
v
e
lo

p
e
rs

 
to

 c
re

a
te

 a
n
d
 d

e
p
lo

y
 

d
e
c
e
n
tr

a
liz

e
d
 a

p
p
lic

a
ti
o

n
s
, 
o
r 

"s
m

a
rt

 c
o
n
tr

a
c
ts

",
 t

h
a
t 
c
a
n
 b

e
 

e
x
e
c
u
te

d
 a

u
to

m
a

ti
c
a
lly

 a
n
d
 

s
e
c
u
re

ly
 w

it
h
o
u
t 
th

e
 n

e
e
d
 f
o
r 

in
te

rm
e

d
ia

ri
e

s
. 

p
re

s
e
n
ts

 a
 c

a
s
e
 s

tu
d
y
 o

f 
a
 

c
lin

ic
a
l 
d
a
ta

 w
a
re

h
o
u
s
e
 

im
p
le

m
e

n
ta

ti
o

n
 a

n
d
 

d
is

c
u
s
s
e
s
 t

h
e
 s

e
c
u
ri
ty

 a
n
d
 

p
ri
v
a
c
y
 m

e
a
s
u
re

s
 t
h
a
t 

w
e
re

 
e
m

p
lo

y
e
d
 t
o
 p

ro
te

c
t 
p
a
ti
e

n
t 

d
a
ta

 

F
U

T
U

R
E

 W
O

R
K

 

im
p
ro

v
in

g
 t
h
e
 s

c
a
la

b
ili

ty
 

a
n
d
 e

ff
ic

ie
n
c
y
 o

f 
th

e
 

p
ro

p
o
s
e
d
 A

n
c
ile

 
fr

a
m

e
w

o
rk

, 
a
s
 w

e
ll 

a
s
 

e
x
p
lo

ri
n

g
 t

h
e
 p

o
te

n
ti
a

l 
fo

r 

in
te

g
ra

ti
n

g
 a

rt
if
ic

ia
l 

in
te

lli
g

e
n
c
e
 (

A
I)

 a
n
d
 

m
a

c
h
in

e
 l
e

a
rn

in
g
 (

M
L

) 

te
c
h
n
iq

u
e
s
 t

o
 e

n
h
a
n
c
e
 

p
ri
v
a
c
y
 a

n
d
 s

e
c
u
ri
ty

. 

_
_
_
_
 

fo
c
u
s
 o

n
 i
m

p
ro

v
in

g
 t

h
e
 

e
ff

ic
ie

n
c
y
 a

n
d
 s

c
a
la

b
ili

ty
 o

f 
th

e
 p

ro
p
o
s
e
d
 p

ri
v
a
c
y
-a

w
a
re

 

a
c
c
e
s
s
 c

o
n
tr

o
l 
fr

a
m

e
w

o
rk

, 

a
s
 w

e
ll 

a
s
 e

x
p
lo

ri
n

g
 t

h
e
 

p
o
te

n
ti
a

l 
fo

r 
in

te
g
ra

ti
n

g
 

a
d
d
it
io

n
a
l 
tr

u
s
t 

m
a

n
a
g
e
m

e
n
t 
m

o
d
e
ls

 a
n
d
 

te
c
h
n
iq

u
e
s
. 

fo
c
u
s
 o

n
 i
m

p
ro

v
in

g
 t

h
e
 

s
c
a
la

b
ili

ty
, 
s
e
c
u
ri
ty

, 
a
n
d
 

u
s
a
b
ili

ty
 o

f 
E

th
e
re

u
m

, 
a
s
 

w
e
ll 

a
s
 e

x
p
lo

ri
n

g
 i
ts

 

p
o
te

n
ti
a

l 
a
p
p
lic

a
ti
o

n
s
 

b
e
y
o
n
d
 f

in
a
n
c
ia

l 
tr

a
n
s
a
c
ti
o

n
s
, 
s
u
c
h
 a

s
 i
n
 t

h
e
 

a
re

a
s
 o

f 
id

e
n
ti
ty

 v
e
ri
fi
c
a
ti
o

n
 

a
n
d
 s

u
p
p
ly

 c
h
a
in

 

m
a

n
a
g
e
m

e
n
t.
 

th
e
 a

u
th

o
rs

 r
e
c
o
m

m
e
n
d
 t
h
e
 

d
e
v
e
lo

p
m

e
n
t 
o
f 
s
ta

n
d
a
rd

s
 

a
n
d
 g

u
id

e
lin

e
s
 f
o
r 

th
e
 u

s
e
 

o
f 
s
u
c
h
 t

e
c
h
n
iq

u
e
s
 t

o
 

e
n
s
u
re

 t
h
a
t 
th

e
y
 a

re
 w

id
e
ly

 
a
d
o
p
te

d
 a

n
d
 e

ff
e
c
ti
v
e
ly

 

im
p
le

m
e

n
te

d
. 

K
E

Y
 W

O
R

D
S

 

B
lo

c
k
c
h
a
in

 
te

c
h
n
o
lo

g
y
, 

P
ri
v
a
c
y
-

p
re

s
e
rv

in
g
, 

A
c
c
e
s
s
 c

o
n
tr

o
l,
 

In
te

ro
p
e
ra

b
ili

ty
 

H
e
a
lt
h
c
a
re

, 

C
lo

u
d
 

c
o
m

p
u
ti
n

g
, 

P
ri
v
a
c
y
-

p
re

s
e
rv

in
g
, 

P
a
ti
e

n
t 
s
e
lf
-

c
o
n
tr

o
l,
 M

u
lt
i-

le
v
e
l,
 A

lg
o
ri
th

m
 

P
ri
v
a
c
y
, 
A

c
c
e
s
s
 

c
o
n
tr

o
l,
 T

ru
s
t 

m
a

n
a
g
e
m

e
n
t,
 

W
e
b
 s

e
rv

ic
e
 

E
th

e
re

u
m

, 

B
lo

c
k
c
h
a
in

, 

D
e
c
e
n
tr

a
liz

e
d
 

c
o
m

p
u
ti
n

g
, 

T
ra

n
s
a
c
ti
o

n
 

le
d
g
e
r,

 S
e
c
u
ri
ty

 

H
e
a
lt
h
c
a
re

 
A

p
p
lic

a
ti
o

n
s
, 

C
lin

ic
a
l 
D

a
ta

 

W
a
re

h
o
u
s
e
, 

D
a
ta

 S
e
c
u
ri
ty

, 
P

ri
v
a
c
y
 

M
a

n
a
g
e
m

e
n
t 

A
L

G
O

R
IT

H
M

 

C
o
n
s
e
n
s
u
s
 

q
u
o
ru

m
C

h
a
in

 

M
u

lt
i-
L
e
v
e
l 

P
ri
v
a
c
y
-

P
re

s
e
rv

in
g
 

P
a
ti
e

n
t 
S

e
lf
-

C
o
n
tr

o
lla

b
le

 
A

lg
o
ri
th

m
  

A
c
c
e
s
s
 

c
o
n
tr

o
l 
 

m
a

n
a
g
e
m

e
n
t 

E
th

a
s
h
 

A
lg

o
ri
th

m
 

M
e

te
o
r,

  
E

D
W

, 
S

IA
 

T
E

C
H

N
O

L
O

G
Y

 

B
lo

c
k
c
h
a
in

 

te
c
h
n
o
lo

g
y
, 

E
le

c
tr

o
n
ic

 H
e
a
lt
h
 

R
e
c
o
rd

s
 (

E
H

R
s
) 

C
lo

u
d
 c

o
m

p
u
ti
n

g
, 

P
ri
v
a
c
y
-

p
re

s
e
rv

in
g
 

a
lg

o
ri
th

m
 

W
e
b
 s

e
rv

ic
e
, 

tr
u
s
t 

m
a

n
a
g
e
m

e
n
t,
 

a
c
c
e
s
s
 c

o
n
tr

o
l 

B
lo

c
k
c
h
a
in

, 
d
e
c
e
n
tr

a
liz

e
d
 

c
o
m

p
u
ti
n

g
 

H
e
a
lt
h
c
a
re

 

A
p
p
lic

a
ti
o

n
s
, 

C
lin

ic
a
l 
D

a
ta

 
W

a
re

h
o
u
s
e
, 

D
a
ta

 

S
e
c
u
ri
ty

, 
P

ri
v
a
c
y
 

M
a

n
a
g
e
m

e
n
t 

T
IT

L
E

 

A
n
c
ile

: 
P

ri
v
a
c
y
-

p
re

s
e
rv

in
g
 

fr
a
m

e
w

o
rk

 f
o
r 

a
c
c
e
s
s
 c

o
n
tr

o
l 

a
n
d
 

in
te

ro
p
e
ra

b
ili

ty
 o

f 

e
le

c
tr

o
n
ic

 h
e
a
lt
h
 

re
c
o
rd

s
 u

s
in

g
 

b
lo

c
k
c
h
a
in

 

te
c
h
n
o
lo

g
y
 [

2
6
] 

H
e
a
lt
h
c
a
re

 i
n
 

C
lo

u
d
 U

s
in

g
 

M
u

lt
i-
L
e
v
e
l 

P
ri
v
a
c
y
-

P
re

s
e
rv

in
g
 

P
a
ti
e

n
t 
S

e
lf
-

C
o
n
tr

o
lla

b
le

 

A
lg

o
ri
th

m
 [

2
7
] 

P
ri
v
a
c
y
-A

w
a
re

 

A
c
c
e
s
s
 C

o
n
tr

o
l 

w
it
h
 T

ru
s
t 

M
a

n
a
g
e
m

e
n
t 
in

 
W

e
b
 S

e
rv

ic
e
 [

2
8
] 

E
th

e
re

u
m

: 
A

 

S
e
c
u
re

 

D
e
c
e
n
tr

a
lis

e
d
 

G
e
n
e
ra

lis
e
d
 

T
ra

n
s
a
c
ti
o

n
 

L
e
d
g
e
r 

[2
9
] 

D
a
ta

 S
e
c
u
ri
ty

 a
n
d
 

P
ri
v
a
c
y
 

M
a

n
a
g
e
m

e
n
t 
in

 

H
e
a
lt
h
c
a
re

 
A

p
p
lic

a
ti
o

n
s
 a

n
d
 

C
lin

ic
a
l 
D

a
ta

 

W
a
re

h
o
u
s
e
 

E
n
v
ir
o
n
m

e
n
t 
[3

0
] 

V Conclusion 

In conclusion, safeguarding the confidentiality of electronic health records (EHRs) is critical in maintaining patient privacy and 

preventing potential harm. The state of the art in EHR confidentiality involves implementing strict access controls, regular employee 

training, regular auditing, encryption, physical security, and disaster recovery and business continuity planning. By following these 

best practices, healthcare providers can ensure that patient information remains confidential, prevent unauthorized access or activity, 
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and maintain patient trust. As EHRs continue to play a vital role in healthcare, it is essential to remain vigilant and stay up-to-date 

with the latest technologies and best practices to protect the confidentiality of electronic health records. 
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