1JERTV 31S041686

International Journal of Engineering Research & Technology (IJERT)
ISSN: 2278-0181
Vol. 3 Issue4, April - 2014

Role of Risk Management in Development of
Software Projects

Akhil Kumar
Amity institute of information and technology
Amity University
Noida, India

Abstract- Nowadays, software development is becoming a
major part of enterprise business. Software development is
an activity connected with new technologies and high level of
knowledge. There are many risks associated with software
development such as time-to-market, budget and schedule
estimation, product deployment or maintenance. These risks
on software development projects must be successfully
mitigated to build successful software systems in the
organization. Lack of knowledge about risk management is
one of the major causes for project failures. To develop a
project successfully, risk management determines common
risk impact areas in the software projects. Software risk
management is a systematic way to manage risks in
development of software projects. This paper recognizes the
role of risk management in present software projects and
aims at providing more support in this area. Firstly the paper
consist what are the software risks involved in development
of software projects, then a model of software risk
management process with the overview of risk assessment
process.
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l. INTRODUCTION

Nowadays, software development is becoming a major
part of enterprise business. Software development is an
activity connected with new technologies and high
level of knowledge. Almost in every software
organization, software development project faces a
significant amount of uncertainty that is usually major
reason of project failures. The success of a software
development project is always connected with the risk.
Every phase of a software development project could
be affected by risks that could cause project failure.
There are so many types of software project risks
which might be occurred from the very first stage of
development to the completion stage of the software
project. It is common to say that risks are the chance of
opportunity, i.e. a project with many risks has an
opportunity on the global software market if the
project is completed successfully on time and within
budget. Software risk management used for project
planning and control purposes during the project
execution. Software risk management will help reduce
project failure.
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The paper is organized as follows: In section I,
various software project risks are discussed. In section
I11, software risk management is discussed. In section
IV, software risk assessment is defined as “A process
of identifying risks, analyzing risks, and prioritizing
risks”. Section V contains conclusion part of the paper.

Il SOFTWARE PROJECT RISKS

A software project fails among the common factors
such as unrealistic project goals, badly defined
requirements, unmanaged risks, poor technology or
environment, which if ignored tends to increase the
occurrence of software project failure [1]. Software
project risks are major challenge to software project
managers. The reasons for variations in success can
be attributed to risk factors which are technical,
economic and behavioral in nature.

To summarize, risk has two components
a) The probability that an undesirable event will occur.

b) The negative consequences of loss because of the
occurrence of this event [3].

The mostly occurred risks in development of software
projects are of many types. Some of risks are as
follows:

A. Team Factors

Team related risk items are very common while
developing a software projects. These issues include
changes in project team members, lack of technical
skills among team members, conflicts within project
team, level of staff motivation and improperly
assigned responsibilities.

B. Communication

Communication is a big issue in software projects. The
stakeholders of the project have to communicate day to
day during the project development. Lack of English
communication skills is another major factor which affects
the developer team members. Telecommunication
facilities such as slow internet connections or telephone
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lines, slow computer networks in organizations etc may
seriously hamper the project work.

C. Adopted Methodology

Methodology is the important factor in software
development .If the organization or project team adopts
wrong methodologies or it is not feasible then there are
lots of chances for risk such as high budget, time duration,
post maintenance etc. So it is very important to adopt
feasible methodologies according to the requirements of
user or client of the system.

D. Planning and Estimation

A common problem encountered in developing a software
projects is incidence of poor estimation and planning for
determining a project's budget and schedule.

E. External Factors

External factors refer to the interdependence on third
parties such as vendors, which may affect the ability of the
internal development team to complete a software project
on time without problems. For example, Indian workers
are facing more visa restriction problems, especially in the
USA which affects the work assigned to them. This causes
the risk of work not being completed on scheduled time

3].

F. Role of the User

These risks include unwilling Information System users,
lack of user support, lack of user experience, user
resistance to change. Lack of software experience on the
part of the client is another major risk factor that affects
project development. After these risks all areas in systems
are potential sources of software risks such as technology,
hardware, software, people, cost, and schedule [6].

Fig. 1. Risks within system context

For each risk there are two aspects: probability of risk and
loss by risk. These aspects are used to calculate Risk
Exposure. Boehm (1991) defined risk exposure (RE) as:
RE=P (UO). L (UO)

Where, RE is the Risk Exposure (or risk impact)
P (UO) is the probability of an unsatisfactory outcomes
and L (UO) is the loss from the unsatisfactory outcomes
[5].
Some of the software risk items (listed below), which are
introduced by Boehm, are examples of sources of risk for
software projects [5].

* Unrealistic Schedules and Budget

* Developing wrong functions
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* Developing wrong user interface
* Frequently changes in requirements
» Real-time Performance Shortfalls
* Personnel shortfalls
* Gold plating
* Shortfalls in external tasks
I SOFTWARE RISK MANAGEMENT

All approaches to software project risk management uses
to maximize both efficiency and effectiveness. Although
the details of risk impacts may differ depending on the
software project, risk management has three important
parts: identification of risk, analysis of risk, and action
plans to reduce the risk [2]. Before risk can be managed or
reduce, it must first be identified, properly described,
understood, and assessed. Analysis is a necessary step for
manage the risks, but it is not sufficient; it must be
followed by action plans. The software project risk
management process is not complex. It only offers a
structured way to think about risk and how to reduce them.

A. Software risk management has following stages
suggested by the (SEI):

a) Risk identification: Risk identification is a first stage of
risk management and the systematic way to specify threats
to the software projects. The purpose of risk identification
is to developing a risk reports called risk register,
checklists, etc. Within the identification phase, several
activities occur such as identify the risks, define the risk
attributes, and prepare the documents etc.

b) Risk Analyze: When the risk has been identified in risk
identification phase, all the risks, threats are analyzed
using different criteria. The purpose of risk analysis is to
calculate the loss probability and importance of each risk.
A decision is then made about which are the most
important risk must be reduce immediately.

¢) Plan: The planning process is the next stage of the
software risk management process to manage the risks.
The planning depends on the risks which identified in the
identification stage.

d) Track: In the track stage the risks and action plans have
taken against risks to reduce the risks are monitored.

e) Risk Control:_ The last stage of risk management is Risk
Control. It is the process of managing risks to achieve the
desired results. Risk control relies on risk management
process to control risk action plans, respond to uncertain
events, and improve risk. Risk control process involves the
following activities such as planning to reduce the risks,
mitigation of risks and monitoring of various risks.

B. To manage the software project risk, following steps are
suggested by SEI [4]

1. Decide upon the measure for success of the project.

2. ldentify top five or top ten issues which may prevent the
project from being successful.
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3. Decide importance of each of these issues.

4. Decide the actions necessary to get these, issues.

5. Decide the timing, for these decisions.

6. Decide the boundary as, well as people needed to be
involved in these decisions.

7. Decide information needed to ensure effectiveness of
the decisions.

8. Openly share-and communicate the issues involved.

Fig. 2. Risk Management Paradigm

IV RISK ASSESSMENT OVERVIEW

Risk assessment is the first phase of the risk management
methodology. It is combination of three stages which are
identification of risk, analysis of risk and prioritizing the
risks. In risk assessment firstly risks are identified, after
that identified risks and their impacts are analyzed. and
then action plans are developed to reduce the risk ad its
impacts. We all know that risk assessment is process to
analysis and prioritize the identified risks. It is merely a
process of analyzing the impact of risks in the software
projects.
Risk assessment process can also do through active review
and continuous review [7]. In review based risk
assessment organization can use snapshots of generated
checklists and risk registers in identification phase and that
snapshots pass for the analysis of identified risks and
reports describe the results of the risk assessment.
A. Risk Assessment Process
Risk assessment can also do though the decision making
tree method to calculate the risk impacts in numerical form
[9]. This kind of assessment called quantitative risk
assessment.
For example: A software project is planned which is
dependent on technology and the final decision criteria is
set to the value of 75%. As per the information generated
through risk registers and technologies, the following data
is assembled.

e Chances of good technologies: 40%

e  Chances of poor technologies: 60%

e Chance of successful project with feasible

technologies: 70%
e Chance of successful project with unfeasible
technologies: 30%
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By decision making tree for this assessment all data has to
be calculated. The calculating way is:
[Good conditions] + [bad conditions]

=[0.40*0.70] + [0.60*0.30]

=0.28 +0.18

=0.46

This is also translated as 46% probability for successful
project and the criteria is set to 75%. So the planning of
develop a software project can be cancelled because risk of
technologies is too high and it will never succeed.

V  CONCLUSION

The most important thing for developing a successful
software project is to get focused on its critical success
factors. India has become the major destination of software
development and there is no limit of software projects in
the software industries. However, the study on risk, risk
management and project outcome with respect to
development of software projects was not easy. This paper
includes the various software project risks and software
risk management process. This paper also contains the
overview of Risk Assessment and assessment process.
Risk management is performing very important role in
software industries because in software development
process there are lots of risk which may largely affect the
software projects.
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