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Abstract: Zero Trust Network Access is a security 

framework that people use for cloud based and 

distributed systems these days. With Zero Trust 

Network Access everything gets checked all the 

time. This includes users and devices and network 

conditions. Nothing gets to go in without being 

checked.. There is a problem with some Zero Trust 

Network Access setups. They use central access 

management. This can cause issues. You can have 

points of failure and not much transparency. Also 

access logs can be. Manipulated.So what if we try 

something ? This work is about an idea: a Zero Trust 

Network Access system that uses blockchain. We 

use blockchain and Zero Trust Network Access 

principles to make access management more secure. 

Blockchain keeps a record of every time someone 

tries to access the system. This record is kept in 

places and cannot be changed. So everything is 

transparent. Nobody can change the access logs 

without people noticing. Smart contracts are used to 

check who someone is and what they are allowed to 

do.This all happens automatically.When someone 

tries to access the system then their request is cross 

checked against the rules. We also check who they 

are to make sure they are who they say they are. This 

way we do not just trust people without checking. 

Because the system is decentralized it is harder for 

people to sneak in when they are not supposed to. 

We tested this approach and it worked better, than 

traditional Zero Trust Network Access systems. It is 

more secure and reliable.. It works well with big 

cloud and distributed networks. Zero Trust Network 

Access is a part of keeping these systems safe. 

Keywords: Blockchain, Zero trust network access, 

Smart contracts, Decentralized security, Access 

control, Immutable audit logs. 

INTRODUCTION 

The cloud computing thing is changing fast. This 

means that companies are using cloud platforms and 

remote services more and more to make their work 

easier to manage to make it bigger and to make it 

easier for people to access.. This also means that 

there are new security problems. The old way of 

keeping networks safe which is to trust everything 

inside the network does not work anymore. 

Nowadays people, devices and applications are over 

the place so we cannot just trust everything. As 

cyber threats get worse we need to make our security 

better by checking everything all the time and not 

just trusting things because they are inside the 

network. 

To make this work better people came up with the 

Zero Trust Network Access model. This model says 

"never trust always check". It means that we need to 

check everyone and everything every time they try 
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to access the network no matter where they are. Of 

just looking at the network boundaries the Zero 

Trust Network Access model looks at lots of things 

like who the person is what device they are using and 

what the access rules are. This makes it much harder 

for someone to get into the network when they are 

not supposed to. 

Even though this is an improvement a lot of the Zero 

Trust Network Access systems that exist now are 

controlled from one central place. This can be a 

problem because if something goes wrong with that 

one place everything can fail. It is also hard to keep 

track of everything that happens on the network 

when it is all controlled from one place. 

The blockchain technology can help with this. 

Blockchain is a system that keeps track of 

everything in a way that's transparent, unchangeable 

and secure. It uses codes and agreements to make 

sure everything is correct. If we use blockchain with 

the Zero Trust Network Access model we can make 

a system that's secure and transparent. The 

blockchain can keep a record of everything that 

happens on the network. It can even automatically 

check who should have access and who should 

not.So this project is trying to make a Zero Trust 

Network Access system that uses blockchain to 

make networks safer and more accountable. This 

new system will use blockchain to control access to 

keep track of everything that happens and to check 

everything all the time. By doing this it can prevent 

people from getting into the network when they are 

not supposed to and it can even stop people who're 

already inside the network, from doing things they 

should not do. It will also make it easier to see what 

is happening on the network and to fix problems 

when they happen. The goal is to make a security 

system that's more reliable and works better for the 

new cloud-based networks. 

 

LITERATURE SURVEY 

Several research and standard documents on Zero 

Trust architectures, among others, point to essential 

components building such architectures, like policy 

engines, policy administrators, and policy 

enforcement points, the core of the evaluation of any 

access request and the tool of the application of 

security policies in a distributed environment. These 

structures also specify ideal deployment models 

targeted at modern cloud and hybrid infrastructures. 

Still, a good number of these sets of rules only stress 

architectural design rather than implementation. 

Thus, they do not sufficiently define tamper, proof 

logging or decentralized policy execution 

mechanisms, opening doors for integrating new 

technologies, such as blockchain, to enhance trust 

and transparency. 

New studies offer detailed breakdowns of ZTNA 

(Zero Trust Network Access) schemes where the 

decision to allow or deny access is determined by 

identity authentication, access control at the 

application level, and other contextual factors such 

as device condition or network environment. These 

methods help secure remote and cloud, based 

systems by requiring thorough verification before 

resource access can be granted. Yet, a lot of real, 

world deployments continue to rely on centralized 

controllers that are in charge of policy decisions and 

keep access logs, which not only may pose security 

risks but also have hardly any level of transparency 

and may be single points of failure. 

Some studies have shown that blockchain, based 

logging mechanisms are capable of maintaining 

secure and verifiable audit trails for distributed 

systems on a large scale. Several architectures have 

been suggested that mix on, chain and off, chain 

storage to keep data integrity while tackling 

scalability problems. Besides, smart contracts have 

been leveraged to not only automate the verification 

of log entries but also manage access rights. These 

approaches not only enhance accountability but also 

lower the risk of log tampering. Still, even with all 

these advantages, issues such as transaction latency 

and storage overhead remain quite significant when 

dealing with very high amounts of access events. 

In addition to logging, technologies based on 

blockchain have also been considered for making 

unchangeable monitoring records in data access 

management systems. These blockchain, enhanced 

audit mechanisms facilitate traceability by logging 

comprehensive details of who accessed what and 

when. Nevertheless, such monitoring solutions 

mainly concentrate on documenting activities rather 

than ensuring access control. Hence, the integration 

of blockchain auditing features with automated 

policy enforcement tools like smart contracts is 

required in order to realize a holistic Zero Trust 

security model. 

Another crucial research avenue is decentralized 

identity and access management. Such systems 
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employ blockchain, based identity verification and 

self, sovereign identity principles to minimize the 

dependence on centralized identity providers. 

Identity verification in such architectures happens 

through distributed validation mechanisms. Even 

though these technologies enhance privacy and are 

more resistant to failures, integrating them into 

diverse enterprise environments might not be 

straightforward and could give rise to operational 

issues. 

They have looked into using smart contracts as a tool 

for attribute, based access control (ABAC) in 

distributed cloud settings. Here, the access policies 

are essentially the smart contracts themselves, 

allowing policy enforcement to be both automatic 

and transparent without having a centralized place 

for the policies. This method can result in less 

chance of tampering with the policies besides 

making it easier to track changes. On the downside, 

ABAC, type systems can complicate matters by 

virtue of attributes and relations increasing the 

burden on the system in case of improper handling. 

Moreover, research into the security of blockchain 

smart contracts shows that while smart contracts 

allow for programmable trust and automation, they 

need to be carefully designed in order to avoid 

vulnerabilities or logical errors. Access control 

systems are very sensitive to such errors because 

mistakes in the policy may lead to unauthorized 

access or service disruption. Hence, secure contract 

coding, thorough testing, and formal verification 

methods are some of the measures that should be 

implemented when using blockchain for access 

control systems. 

In general, research so far indicates that the Zero 

Trust model sets a very strong basis for safeguarding 

today's highly networked environment, and 

blockchain as a technology, among other things, 

provides strong mechanisms for secure and 

transparent record, keeping. But on the contrary, 

several ZTNA solutions still rely on centralized 

management components, and most of the 

blockchain, based security systems are focused on 

logging only, rather than continuous access control 

enforcement. This shortcoming led us to come up 

with the framework that not just integrates 

blockchain, enabled immutable logging but also 

harnesses smart contractbased access control to 

substantially improve security and accountability in 

distributed network environments. 

PROPOSED METHODOLOGY 

This part presents design and operational.Zero is a 

proposed solution based on a Blockchain to solve the 

problems discussed in this paper.Trust Network 

Access (ZTNA) System. The approach incorporates 

the idea of Zero Trust with decentralized technology 

to augment blockchain technology. continuous 

authentication and access control. immutable audit 

logging. The proposed system intends to surmount 

implicit trust, log tampering, and individual points 

of failure of traditional. centralized access control 

systems. 

A. System Overview 

The system proposed documents and authenticates 

all access request, irrespective of the location of the 

user  in conformity to Zero Trust paradigm of 

continuous verification. The proposed system uses 

As access requests are to be recorded in a blockchain 

network and policies implemented in a decentralized 

environment,contrary to the Zero Trust mode that 

demands a centralized controller. The proposed 

method enforces blockchain access control.network 

automatically with the help of smart contracts. Every 

access request towards the safeguarded resources is 

immediately confirmed and registered as a 

blockchain network transaction. 

B. Zero Trust Access Control Workflow 

Access to a by a request by a computer or user 

secured resource, the workflow of access control 

starts. It is not subject to extensive vettedness 

automatically trusted. The user's identity, their 

access role, and permissions of the secured resource 

are all dynamically confirmed. The request is 

approved if it complies with the Zero Trust policy; 

if not, it is rejected. This is carried out for each 

request for access. 

C. Blockchain-Based Policy Enforcement Using 

Smart Contracts 

The core component of the access control system is 

smart contracts. On the blockchain, access policies 

are encoded as smart contracts. Role-based and 

attribute-based permissions for users to access 

certain resources are specified via smart contracts. 

When an access request is submitted, the smart 

contract automatically enforces the access policy 

after comparing the request to the policies. 

Deterministic and transparent access policy 
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enforcement does not require human interaction or a 

centralized access policy server. 

D. Immutable Logging and Audit Trail Management 

All access requests and system events are recorded 

as blockchain transactions. Each transaction is 

connected to the previous block via a hash function, 

making it immutable. Access logs are immutable 

once recorded, and they cannot be modified or 

deleted, making the system tamper-proof against 

insider threats and log tampering. Access activities 

can be audited by authorized parties at any time, and 

this is a major advantage over the traditional 

centralized log management system. 

E. Data Protection and Encryption Mechanism 

In order to protect the confidentiality of stored 

resources, data is encrypted before being written or 

referred to in the blockchain. Symmetric encryption 

methods are employed to safeguard data content, 

while only metadata and cryptographic hashes are 

stored in the blockchain. Permission to access 

encrypted data is granted solely on the basis of 

permissions verified by smart contracts. In this 

manner, even if blockchain data is made public, 

confidential information is safeguarded against 

unauthorized disclosure. 

F. Overall System Architecture 

The overall system architecture is made up of four 

main layers: user interaction, Zero Trust 

verification, blockchain-based policy enforcement, 

and secure data storage. The user requests are 

handled by the Zero Trust verification layer, 

analyzed by the smart contracts running on the 

blockchain, and recorded immutably. The encrypted 

data access is then allowed or denied based on the 

policy analysis. The system architecture is designed 

to be scalable, fault-tolerant, and highly secure. 

 

Figure 1. Overall System Architecture 

G. Mathematical Formulation and Derivations 

1) Notation 

Let:  

• 𝑢 be a user, 𝑟 be a resource (file) , and 𝑎 ∈

{𝑟𝑒𝑎𝑑, 𝑤𝑟𝑖𝑡𝑒, 𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑} be an action. 

• 𝜌(𝑢) be the user role (eg., owner/other, or 

public/private capability) 

• 𝜋(𝑟) ∈ (𝑃𝑢𝑏𝑙𝑖𝑐, 𝑃𝑟𝑖𝑣𝑎𝑡𝑒} BE THE 

RESOURCE ACCESS LABEL. 

• 𝑡 be timestamp, and 𝑚 be a log message. 

• 𝐻(. ) Be a cryptographic hash function 

(eg.,Keccak-256) 

• 𝐸𝑛𝑐(. ), 𝐷𝑒𝑐(. ) Be symmetric 

encryption/decryption (AES) 

2) Zero Trust authorization decision function 

The ZTNA decision is modelled as a policy 

function: 

𝛿(𝑢, 𝑟, 𝑎) ∈ {0,1} 

Where 𝛿 = 1 indicates GRANT, and  𝛿 = 0 

indicates DENY. 

A role/policy rule consistent with your project 

behaviour is:  
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𝛿(𝑢, 𝑟, 𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑) =  {
1,   𝑖𝑓 𝑜𝑤𝑛𝑒𝑟(𝑢, 𝑟) = 1 

1,   𝑖𝑓𝜋(𝑟) = 𝑃𝑢𝑏𝑙𝑖𝑐 
0,   𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 

This captures: owner can access both Public/Private, 

while other users can access only Public resources. 

3) Blockchain immutability derivation (Hash 

chaining)  

Each block 𝐵𝑖 stores a set of transaction 𝑇𝑖 and 

previous hash pointer: 

𝐵𝑖 = |𝑇𝑖 , 𝑝𝑟𝑒𝑣𝐻𝑎𝑠ℎ𝑖 , 𝑛𝑜𝑛𝑐𝑒𝑖 , 𝑡𝑖| 

Block hash is computed as:  

𝐻𝑎𝑠ℎ(𝐵𝑖) = 𝐻(𝑇𝑖||𝑝𝑟𝑒𝑣𝐻𝑎𝑠ℎ𝑖||𝑛𝑜𝑛𝑐𝑒𝑖||𝑡𝑖 

The chain linking condition is:  

𝑝𝑟𝑒𝑣𝐻𝑎𝑠ℎ𝑖 = 𝐻𝑎𝑠ℎ(𝐵𝑖−1) 

If an adversary alters any transaction in changes 

𝑇𝑖−1, they 𝐻𝑎𝑠ℎ(𝐵𝑖) = will violate and be forced to 

recalculate all subsequent block hashes. This is the 

essence of the tamper-evidence property that makes 

immutable audit logs possible. 

4) Smart contract log transaction structure 

Each access activity is encoded as a long record: 

𝑙 = |𝑢, 𝑟, 𝑎, 𝛿, 𝑡, ℎ𝑐| 

The one-chain transaction payload stores:  

𝑇 = |𝑐𝑜𝑛𝑡𝑟𝑎𝑐𝑡𝐴𝑑𝑑𝑟, 𝑚𝑒𝑡ℎ𝑜𝑑, 𝑙| 

A log commitment hash can be computed: 

ℎ𝑙 = 𝐻(𝑢||𝑟||𝑎||𝛿||𝑡||ℎ𝑐) 

H. Pseudocode Algorithms 

Algorithm 1: User Registration (Blockchain-

backed) 

Algorithm 1 RegisterUser(U) 

1:  if U is incomplete then 

2:      return FAIL 

3:  end if 

4:  tx ← SmartContract.AddUser(U) 

5:  receipt ← Blockchain.Submit(tx) 

6:  if receipt.status = SUCCESS then 

7:      LogActivity(U.id, "-", "signup", 1, now(), "-

") 

8:      return SUCCESS 

9:  else 

10:     return FAIL 

11: end if 

 

Algorithm 2: Upload File with ZTNA Policy + 

Encryption + On-chain Metadata 

Algorithm 2 UploadFile(u, F, π) 

 

1:  require Authenticated(u) = TRUE 

2:  K ← KeyGen_AES() 

3:  iv ← RandomIV() 

4:  C ← AES_Encrypt(K, iv, F) 

5:  hC ← Hash(C) 

6:  r  ← StoreOffChain(C)            // returns 

resource id / pointer 

7:  tx ← SmartContract.StoreMeta(u.id, r, π, hC, 

now()) 

8:  receipt ← Blockchain.Submit(tx) 

9:  if receipt.status = SUCCESS then 

10:     LogActivity(u.id, r, "upload", 1, now(), hC) 

11:     return r 

12: else 

13:     LogActivity(u.id, r, "upload", 0, now(), hC) 

14:     return FAIL 

15: end if 

 

RESULT AND DISCUSSION 

The experimental assessment of the suggested 

Blockchain-Based Zero Trust Network Access 

(ZTNA) System is covered in this part. The security 

efficacy, correctness of access control, system 

latency, and auditability of the suggested system are 

assessed. The suggested system's performance is 

contrasted with that of a conventional centralized 

access control system. 

A. Experimental Setup 

The experimental setup includes users accessing 

protected resources with different levels of access 

rights. The blockchain network is implemented via 

Ethereum smart contracts, and the encrypted data is 

stored off-chain. Every access request is 

authenticated according to Zero Trust principles, 

implemented via smart contracts, and recorded 

immutably on the blockchain. 

Parameter Value 

Number of users 25 

Number of protected 

resources 
40 

Access control model 
Zero Trust (Continuous 

Verification) 
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Parameter Value 

Blockchain platform Ethereum 

Smart contract 

language 
Solidity 

Encryption algorithm AES 

Logging mechanism Blockchain ledger 

Comparison system Centralized access control 

Evaluation metrics 
Access accuracy, latency, 

audit integrity 

 

The experimental setup for testing the proposed 

ZTNA system is summarized in Table I. A multi-

user and multi-resource environment is considered 

for simulating practical access scenarios. 

Blockchain logging and smart contract enforcement 

facilitate decentralized access verification and 

auditing. 

B. Access Control Accuracy Analysis 

System 

Correct 

Decisions 

(%) 

Incorrect 

Decisions 

(%) 

Centralized Access 

Control 
85.20 14.80 

Proposed 

Blockchain-Based 

ZTNA 

96.40 3.60 

 

 

As shown in Table II, the accuracy of access 

decisions in the proposed blockchain-based ZTNA 

system is much higher than that of the centralized 

system. This is because there are no policy bypasses 

and fewer errors in the blockchain-based system due 

to continuous verification and deterministic 

execution. 

C. Performance and Latency Evaluation 

System 
Average Latency 

(ms) 

Centralized Access Control 120 

Proposed Blockchain-Based 

ZTNA 
145 

 

 

From Table III, there is a slight increase in latency 

for the proposed system because of the blockchain 

transaction processing and the smart contract 

execution. Nonetheless, the latency is acceptable 

considering the great benefits of security, 

auditability, and tamper-proofing. The latency is still 

within the acceptable limits for a secure access 

control system. 

D. Auditability and Log Integrity Analysis 

Feature 
Centralized 

System 

Proposed 

ZTNA System 

Log tampering 

resistance 
Low High 

Single point of 

failure 
Yes No 

Immutable audit 

trail 
No Yes 

Transparent 

verification 
Limited Full 
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Table IV shows how better the auditability of the is 

proposed system. In contrast to centralized ones, 

which were traditional blockchain-based logs are 

logging solutions cryptographically linked and 

reproduced giving outstanding integrity assurance 

and forensic analysis capabilities. 

The data obtained in the experiment demonstrates 

that the proposed ZTNA system based on 

blockchain enhances significantly.the control of 

access and audit integrity are accurate.having 

tolerable performance overhead. End-to-end 

verification makes everything be very strict in the 

operations adhere to Zero Trust, and intelligent 

contracts.provide nonrandom and noncontrollable 

policy enforcement. Despite the integration of 

blockchain.causes further latency, the advantage of 

better.security, auditability and insider threat and 

log.the cost of tampering resistance overrides these 

costs. 

CONCLUSION AND FUTURE WORK 

This publication presented a blockchain-based  

ZTNA solution to Trust Network Access.address the 

security and auditability concerns of traditional 

central access control systems. The integration of 

Zero Trust and blockchain will create a 

combination.the proposed solution eliminates 

implicit technology faith, encourages persistent 

control, and supplies unalterable access activity 

logging.Access was automated using smart 

contracts.encrypted off-chain storage, control 

policies, and control policies.guaranteed privacy of 

information/data without exposing.incriminating 

data on the blockchain. 

The solution was found to be in agreement with 

experimental results immensely improves the 

accuracy to 96.4%.accuracy is 85.2% accuracy of 

centralized solutions. The decrease in the number 

of erroneous decisions on access to 3.6% 

attests.efficiency of deterministic implementation of 

smart dispersed access control and contracts.The 

moderate latency that was introduced by is although 

the moderate latency.The integration of blockchains, 

the findings validated that.the log remains 

acceptable in the work varies taking into account the 

great advantages of integrity, confidentiality and 

verification.There is also the unchanging aspect of 

blockchain.logs guaranteed great audit integrity and 

eradicated.single points of failure, and hence the 

solution suited to situations of high security. 

Nonetheless, there are some too in the proposed 

system limitations. Blockchain time is the duration 

taken to execute a blockchain.The processing of 

transactions and the consumption of gases could 

have a scalability problem of very high access 

request rates. Also, the complexity of policies have 

the potential to increase the overhead of smart 

contract deployment and management. 

• Improving the scalability of the system 

using layer-2 scaling or consortium 

blockchain to lower the transaction 

processing time and cost. 

• Developing adaptive access policies using 

AI algorithms that can change the trust 

levels dynamically based on the analysis of 

user behavior. 

• Integrating the system with decentralized 

identity (DID) solutions to add more 

robustness to identity management. 

• Formal verification of smart contracts to 

remove any security risks. 

Wide-scale practical implementation test.the system 

performance within a business environment. 

The above research directions will contribute 

towards further increase the practicability, 

expandability, and intelligence of blockchain based 

Zero Trust access control systems. 
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