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Abstract –  

Cloud Computing is one of the powerful  

technology to be established within network for 

the benefits and profits of the enterprises and 

government too.This review paper describes 

categories of cloud architectures (cloud service 

delivery models), security and privacy concerns 

with challenges. It seeks to contribute a better 

understanding of emerging in trends and issues 

arise along with security and privacy for cloud 

infrastructures. 
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1. Introduction:  

Cloud computing is defined as a model which is 

based on internet that enable convenient, on demand 

and pay per user access to gain access to applications 

and data in a web-based environment on demand 

(Australian Government, 2010) . It satisfies user’s 

requirement for computing resources like networks, 

storage, servers, services and applications, without 

physically acquiring them. (Choubey, 2011). Cloud 

service delivery models are ―Software as a Service‖ 

(SaaS), Platform as a Service (PaaS) and 

Infrastructure as a Service (IaaS). (Ponemon, 2011). 

 

1.1 The Definition of Cloud Computing  

Cloud computing is a model for enabling 

convenient, on-demand network access to a shared 

pool of configurable computing resources  such as  

networks, servers, storage, applications, and services 

which  can be frequently provisioned and released 

with less management efforts or service provider 

interaction. This cloud model is composed of five 

essential characteristics, three service models, and 

four deployment models. (NIST, 2009).A cloud is 

incorporated with routers, firewalls, bridges, servers, 

modems and all other network devices. 

 

 

 

1.2 CATEGORIES OF CLOUD S ERVICES  

David C. Chau’s self portrait is- 

Figure.1 Cloud Service Models  (C.Chau), 2010. 

 

1. Infrastructure as a Service (IaaS) is the  

foundation of cloud services which provides clients 

with access to server hardware, storage, bandwidth 

and fundamental  computing resources. E.g; Amazon 

EC2 allows individuals and businesses to rent 

machines preconfigured with selected operating 

system on which to run their own applications. 

(Australian Government, 2010). The capability 

provided to the consumer is to utilize the provider’s 

applications running on a cloud infrastructure. The 

applications are accessible from various client 

devices through a thin client interface such as web-

based email.  (Mudge, 2010). 

 

2. Platform as a Service (PaaS) builds upon IaaS 

and provides clients with access to the basic 

operating software and optional services to develop 

and use software applications within cloud. (Mudge, 

2010). 

 

3. Software as a Service (S aaS), builds upon the 

underlying IaaS and PaaS provides clients with 

integrated access to software applications. For 

example, Oracle SaaS Platform allows independent 

software vendors to build, deploy and manage SaaS 

and cloud-based applications using a licensing 
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economic model. (Australian Government, 2010).The 

capability provided to the consumer is to provision 

processing, storage, networks  and other fundamental 

computing resources where the consumer is able to 

deploy and run arbitrary software, which can include 

operating systems and applications. (Mudge, 2010). 

 

1.3 TYPES OF CLOUDS  

 

Figure.2 Public, Private and Hybrid Cloud 

Deployment Example (Jim Machi, 2012) 

 

1. Private cloud- The cloud infrastructure is 

operated for a specific organization. It may  

be managed by the organization or a third 

party and may be in house. (Jim Machi, 

2012). 

2. Community cloud- The cloud infrastructure 

is shared by several organizations and 

supports a specific community that has 

shared concerns to the mission, security 

requirements, policy, and compliance 

considerations. (Mudge, 2010). 

3. Public cloud- The cloud infrastructure is 

made available to the general public or large 

industry group and is owned by an 

organization selling cloud services. (Wyld,D 

C, 2010).  

4. Hybrid cloud- Hybrid cloud is a private 

cloud linked to one or more external cloud 

services, centrally managed, provisioned as 

a single unit, and circumscribed by a secure 

network (GNI, 2009).It provides virtual IT 

solutions through a mix of both public and 

private clouds. Hybrid Cloud provides more 

secure control of the data and applications 

and allows various parties to access 

informat ion over the Internet. (Kuyoro S.O, 

2011). 

2. Security 

A number of the current applications of cloud 

computing involve consumer services, including e-

mail, and social networks. The protection of personal 

data and management of privacy issues may well 

determine the success or failure of many cloud 

services. (Mudge, 2010). 

As an OECD (Organization for Economic 

Cooperation and Development) paper has noted: 

Companies that wish to provide Cloud services 

globally must adopt leading-edge security and 

auditing technologies and best-in-class practices. If 

they fail to earn the trust of their customers by 

adopting clear and transparent policies on how their 

customers’ data will be used, stored, and protected, 

governments will come under increasing pressure to 

regulate privacy in the Cloud. And if government 

policy is poorly designed, it could stymie the growth 

of the Cloud and commercial Cloud services. (Prof M 

R Nelson, 2010). 

 

2.1 Securing information within a cloud 

computing environment requires three levels of 

security: 

a) Network security 

b) Host security 

c) Application security. 

Encryption for the information security is not a 

complete solution because data needs to be decrypted 

in certain situations – so that computation can occur 

and the usual data management functions of indexing 

and sorting can be carried out. Thus although data in 

transit and data at rest are effectively encrypted, the 

need to decrypt, generally by the cloud service 

provider, can be a security concern. Nevertheless 

cloud services can be augmented by email filtering 

(including back-up, and spam), Web content filtering, 
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and vulnerability management, all of which improve 

security. (Mudge, 2010). 

 

2.2. S ECURITY ON DEMAND 

The Cloud Computing systems are secured 

if users can depend on them (i.e. DaaS, SaaS, 

PaaS,IaaS, and so on) to behave as users expect. 

Traditionally, it contains 5 goals, say availability, 

confidentiality, data integrity, control and audit, to 

achieve adequate security. They are integrated 

systematically, and none of them could  be forfeited to 

achieve the adequate security. 

A. Availability 

The goal of availability for Cloud Computing 

systems is to ensure its users can use them at any 

time, at any place. 

B. Confidentiality 

Confidentiality means keeping users’ data secret in 

the Cloud systems. The confidentiality in Cloud 

systems is a big obstacle for users to step into it, as 

many users said ‖My sensitive corporate data will 

never be in the Cloud‖ in the article named ‖Above 

the Cloud‖. 

C. Data Integrity 

Data integrity in the Cloud system means to preserve 

informat ion integrity (i.e ., not lost or modified by 

unauthorized users). As data is the base for providing 

Cloud Computing services, keeping data integrity is a 

fundamental task. (M.Armbrust,A.Fox, 2009). 

 

3. Privacy 

Email, Instant messaging, business 

softwares and web content management are 

applications of the cloud environment. Many of them 

have been used remotely through internet. E.g. 

Microsoft recognizes privacy policies and protections 

to obtain trust of customers. Even secured systems 

and datacenters help to protect privacy and support. 

(Microsoft, 2009). 

 

3.1 Privacy Questions in Cloud Computing  

 Are hosted data and applications within the cloud 

protected by suitably robust privacy policies?  

 Are the cloud computing provider’s technical 

infrastructure, applications, and processes secure? 

 Are processes in place to support appropriate 

action in the event of an incident that affects privacy 

or security? 

Security is an essential component of strong privacy 

safeguards in all online computing environments, but 

security alone is not sufficient. Consumers and 

businesses are willing to use online computing only if 

they trust that their data will remain private and 

secure. (Microsoft, 2009). 

 

4. Legal and Regulatory Challenges  

Cloud services can thrive when companies are 

able to provide cloud services in an efficient way and 

assure customers that their data will remain private 

and secure. (Microsoft, 2009) 

 

4.1 Challenges 

The following are some of the notable 

challenges associated with cloud computing, some of 

them lead to the delay in services and some give the 

opportunity to be resolved with due care and focus : 

•   Security and Privacy —these challenges can be 

addressed, for example, by storing the informat ion 

internal to the organization, but allowing it to be used 

in the cloud. For this to occur, though, the security 

mechanis ms between organizat ion and the cloud need 

to be robust and a Hybrid cloud could support such a 

deployment. (Dialogic, 2010). 

• Lack of Standards  —  Clouds have documented 

interfaces; however, no standards are associated with 

these, and thus it is unlikely that most clouds will be 

interoperable. The Open Grid  Forum is developing an 

Open Cloud Computing Interface to resolve this issue 

and the Open Cloud Consortium is working on cloud 

computing standards and practices. The findings of 

these groups will need to mature, but it is not known 

whether they will address the needs of the people 

deploying the services. (Dialogic, 2010). 

• Continuously Evolving — User requirements are 

continuously evolving, as are the requirements for 

interfaces, networking, and storage. This means that a 

―cloud,‖ especially a public one, does not remain  

static and is also continuously evolving. (Dialogic, 

2010). 
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•   Compliance Concerns  —These challenges 

typically result in Hybrid cloud deployment with one 

cloud storing the data internal to the organization. 

(Dialogic, 2010). 

 

5. Conclusion  

The review concludes the aspects and 

dimensions for establishing security and privacy with 

challenges which would be leading-edge to more 

efficient and secured cloud services in the cloud 

infrastructures. By using a cloud system, your 

company’s sensitive data and information will be 

stored on third-party servers. This article will be 

helpful to establish a future’s powerful and efficient 

plus secured network through internet using cloud 

services. It will be the advanced new technology to 

the new era and future enhancement. 
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