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Abstract - Surveillance is a most serious problem for border 

control, protection of power stations and other security of 

commercial facilities [1]. The protection against intruders, 

unlicensed marine ships, such as picaroon, smugglers or, 

unauthorized fishermen is difficult. In this paper, we present a 

reliable solution for ship intrusion detection. Equipped with 

ultra sonic sensors and 3 axis accelerometer deploy an 

experimental Wireless Sensor Network (WSN) on the sea’s 

surface to detect ships. Ultra sonic sensor will be used to detect 

the objects if it comes across and 3-axis accelerometer will 

detect the intruder ship whenever it’s axial position changes. 

The detected analog signal from 3-axis accelerometer and digital 

signal from ultrasonic sensor will be given to the 

microcontroller .From the microcontroller the digital signal will 

be formed as a packet consisting of date, time and node id and 

will be sent to the server node using Zigbee. The server will 

receive this signal using Zigbee in the receiving side and it will 

be displayed as alert message using LabVIEW software in the 

surveillance system. 

Keywords - Intruder detection, wireless sensor networks, 

surveillance system, LabVIEW 

I. INTRODUCTION 

 
 Intrusion detection on the sea is a very crucial 

surveillance problem today, particularly for security of power 

stations, and protection of oil platforms. The detection using 

satellite images will be easily affected by bad weather and by 

using radar fails to detect small boats [1]. Another 

disadvantage is that they offer high cost. 

 The invasion detection on sea surface using wireless 

sensor network is recently developed. Due to the 

advancements in the wireless communication, information 

technologies and electronics field, Wireless sensor network 

are the recent trends [2]. 

 Low-cost, low-powered, sensors development are 

receiving more attention today. Recent developments use 

acoustic sensors, thermal sensors [2]. Sensor network is 

designed to detect the intruders, then collect the data, process 

the data and transmitting information to surveillance system.  

These sensors are working well on the land surface and fail to 

detect on the sea surface. Since, while deploying such sensors 

on sea they are not stationary, will be moving randomly [1]. 

Wireless sensor network has been used in high-end 

applications and detection of nuclear-threats system, ships 

detections and biomedical applications [2]. 

In this paper, we propose a new approach: detecting ships 

by taking the characteristics of waves generated by ships with 

WSNs [1]. Experimental WSN to detect ships by using 

ultrasonic sensors along with three-axis accelerometer sensor 

have been deployed on sea surface on buoys. The use of 

ultrasonic sensor will detect the intruder whenever they pass 

across and three axis accelerometer will detect the intruder 

whenever it‟s axial position changes.  

 The ultrasonic transmitter in the aerodrome will transmit 

the signals in all the four direction, these signals will reflect 

back to the receiver when any object or person comes on 

transmitting line. At any time if there is any object or person 

entering in to the area, we are indicating by passing this 

information to the control room with Zigbee transmitter. 

By using the combination of both the sensors, our project 

is very efficient and more effective. Whenever both the 

sensors detect then, that will be intimated as a high priority 

alert to the surveillance system and if single sensor is 

detected, that will be intimated as medium priority, and then 

we have to give attention to nearby nodes. If we use three axis 

accelerometer alone, we may miss to detect boats if they 

frequently stops and move. This combination of sensors 

increases the effectiveness and reduces the risk of missed alert 

and false alarms. 

II.  SURVEILLANCE SYSTEM DESIGN 

 

The hardware platform used for our project consists of two 

node types. 

One is sensor node which is to be set up on the sea surface 

and other one is server node which is connected to the PC at 

the surveillance system security manager‟s room. Once the 

detection found, it will be displayed as alert using LabVIEW 

software. 

A. Sensor node Components 

In this setup we are going to use 2 types of sensors. One is 

3 axis accelerometer sensor, which is to be set up on the sea 
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surface another is ultrasonic sensor which is above the sea 

surface. 

 

Battery Source 

 

 

 

 

 

Fig: 1 Block diagram of Sensor node Component 

1.Sensors: 

 Three-Axis Accelerometer: 

In our project the 3 axis accelerometer will sense the 

intruder‟s ship whenever it‟s axial position changes. It 

measures the analog voltage according to the angle of tilt and 

it will be send to the PIC micro controller as voltage and it 

will be converted as angle and intimated to receiver side using 

Zigbee device which is at the sensor node side. 

 Ultra Sonic Sensor: 

Ultrasonic sensor detects the intruder‟s ship whenever it 

passes across. We placed 4 ultrasonic sensors at the top to 

detect intruder in all direction. These detected signals will be 

sent to PIC Micro controller and which is intimated to 

surveillance system server node using Zigbee at the sensor 

node side. 

2. Voltage Regulators 

In our project we are using 2 voltage converter one to 

down convert the voltage according to PIC Microcontroller, 

and other converter to convert voltage level according to 

Zigbee. 

 

3. PIC Microcontroller  

The PIC microcontroller processes data and controls 

functions of all components in the sensor node. We can also 

use microprocessors, digital signal processors, Field 

programmable gate array or Application specific ICs [2]. The 

advantages of microcontroller like low power utilization and 

flexibility in connect to other devices makes microcontroller 

for choosing as the best choice among the others [2]. As 

microprocessors need more power we are not selecting it on 

the other hand as we want wireless communication meek and 

simple we have not chosen Digital signal processors as our 

choice [2]. 

4. Zigbee at Transmitter side 

 

Zigbee is a wireless mesh network standard which is low 

in cost and occupies less power consumption. Since Zigbee is 

of low in cost it is commonly deployed in wireless 

monitoring Applications. Its low power consumption 

characteristics allow longer battery life. Generally Zigbee 

vendors provide Zigbee with 60KB and 265KB flash 

memory. Wireless mesh network provides higher reliability 

and wide range. 

Zigbee Operates in ISM radio Band. Zigbee protocols are 

proposed for embedded applications requiring low data rates 

and low power consumption. Typical application areas of 

Zigbee include embedded sensing and industrial control.  

B. Server node Components 

The Server node components include, Zigbee, Personal 

computer with Graphical User Interface and RS232 cable for 

PC to Zigbee interface. In our project we are using LabVIEW 

software to show the alert in the surveillance system. 

The Zigbee at the receiving side continuously receives 

data from sensor node and stored in the database. Whenever it 

crosses the maximum limitations it will be will be displayed 

as message with priorities includes Medium and High, Which 

will be stored in database for future reference 

 
Fig: 2  Block diagram of Sensor node Component 

1. Zigbee at receiver side 

  In the server node the Zigbee is used to receive the data 

from the sensor node. The data message from the transmitter 

side will be of the form of packets consisting of date, time and 

node ID and stored in the database for future reference. 

2. LabVIEW 

           It is a visual programming language from National 

Instruments.  This programming language in LabVIEW is also 

referred to as G. This is a dataflow programming language. 

The structure of a graphical block diagram determines the 

execution. The programmer connects different function-nodes 

by drawing wires. 

    The variables are propagated through this wires and any 

node can execute once all its input become available. The 

built in scheduler will automatically exploit the 

multiprocessing and multithreading hardware, it will 

multiplex the multiple OS threads.  

 GUI Interface (LabVIEW) 

            We are using LabVIEW as GUI interface to 

display the alert message. The alert message is of different 

priorities. When signals from both the sensors are positive, we 

are displaying it as high priority and if the detection is from a 

single sensor, it will be of medium priority and the nearby 

clustering nodes have to be monitored for final decision. 

III.METHODOLOGIES USED 

We are using two different sensors in order to make the 

detection decision more effective. One is ultrasonic sensor 

and other is 3 axis accelerometer sensor. The 3 axis 
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accelerometer is deployed on the sea surface using buoys 

and the ultrasonic sensor is placed two feet above the sea 

surface. 

                The three axis accelerometer will detect the 

intruder whenever it‟s axial position changes where as the 

ultrasonic sensor will detect the intruder whenever they pass 

across. The detected signal will be processed by 

microcontroller and sent to the surveillance system server 

using Zigbee at the sensor node. 

       At the receiving end, server node side the Zigbee is 

used to receive the alert message and sent to the Personal 

computer using RS232 cable and displayed as alert message 

using LabVIEW. 

A.Detection Types 

 Node level 

 Group level 

Node Level Detection: 

In the node level detection, the aim of the single 

node is to detect ship waves generated by a close by passing 

ship [1]. Once the node detects the intruder ship, it will be 

intimated to a local head node for further classification. As 

because the ship waves are train of waves, it last for only 

few seconds, so we have set the threshold accordingly [1]. 

The local head node will sent it back to the surveillance 

system room using PIC and Zigbee. At the node level the 

detection will be of two forms, one from 3 axis 

accelerometer and other from Ultrasonic sensor. Sometimes 

node level detection fails to detect the intruder due to the 

surroundings and weather condition. To make the detection 

more reliable we are also provide Cluster level detection. 

 

Group level Detection 

        In order to provide better and reliable detection and 

also to reduce the false alarm rate as much as possible we 

are providing another solution called cluster level detection. 

In Group level detection, groups are formed according to the 

geographical area [1]. 

      In the Group level detection, Detection from all nodes is 

sent to local header node for final confirmation [1]. 

       Even though we are using 2 sensors to make the detection 

more powerful, we are providing group level detection to 

make the detection still   more reliable and efficient. 

       

IV.RESULTS 

i) LabVIEW snap shot for the detection of intruder when 

using 3-axis accelerometer alone. 
 

 
          ii) LabVIEW snap shot for the detection of intruder 

when using ultrasonic alone. 

 
iii)  LabVIEW snap shot for the detection of intruder when the 

detection is from both 3 axis accelerometer and ultrasonic 

sensor.                      

 
             

In the First case the priority will be minimum as the 

detection is only due to 3 axis accelerometer and for the 

second case the priority is high, since the detection from 

both the sensors. 

 

           The graph shows the improved detection rate by 

using the    combination of 2 sensors instead of using any 

one. 
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Type of sensor Used 

 
FIGURE 4.1: COMPARISON GRAPH 

 

V.CONCLUSION AND FUTURE WORK 

 

             In this Paper we introduce a creative method to 

detect the intruder in the sea surface using wireless sensor 

networks. We are used the combination of two wireless 

sensor namely three axis accelerometer sensor and 

ultrasonic sensor. By using the combination of two sensors, 

the detection will be more reliable and also we reduced the 

false alarm rate as well as detection failure rate. We are also 

giving priority to alerts to make the detection more 

significant. From the results we concluded that the 

surveillance detection system using the ultrasonic and three 

axis accelerometer can be useful for more reliable detection 

on the sea surface. 

        Power management is another important thing in this 

project; we are going to try using solar panels to get power 

instead of using batteries. This we left for our future work 
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