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Abstract— A VANET is an Adhoc network that uses moving cars
as nodes in a network to create a mobile networke In VANET the
communication between the nodes takes place in a secured way
by using security algorithms like TESLA, ECDSA ete. For a
secured communication between the nodes in @ VANET, a node
must trust the communicating node before communicating with it
and if it is found legal, then communicate with it If that node is
found to be malicions one while trosting, it aveids
communication. A VANET uses a trusted platform moduole to
provide a sccured communication between the nodes. In this
paper we propose a random password generation scheme that
generates a password and parent node will distribute them to the
child nodes instead of maintaining long records of node details in
central trusted authority.
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1. INTRODUCTION

The VANET is a mobile internet ad hoc network working
in a DSRC band at a frequency of 5.9 GHz [1]. ITn VANET
exchange of messages among the vehicles is a frequent one
taking place in a secured manner using TPM [2]. In VANET
exchange of data between the vehicles is frequent one. There
is the possibility of having malicious vehicle in the network,
That vehicle is not known o be malicious for the Tegal node.
The malicious one will take step ahead to hack the secret
kewvimessages from legal node. So the legal one has o keep a
test to be passed by the communicating node [3]. Each nodes
participating in the network is given a unique identity number
to be identified by the neighbors [4]. A long list is maintained
by the CTA and 1t 1s distributed to the child nodes [3].This list
may grow larger in size and 1t will take oo much of time to
check the identity of a specific communicating node,

In our work, the central trusted authority will distribute a
password to the child nodes it has. When one node s
attempting 1o have communication with the legal node, the
legal one will handle the password test. The communicating
one must pass the password test by providing appropriate
password. T ihe node passes the test then it will be declared as
a legal one and communication request will be accepted and
kev/message sharing will take place. If the communicating
node fails 1o pass the password test, it is declared as a
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malicions one and communication with that node is banned
entirely so that remaining nodes will be saved from it. The
password may be of any desired length.

1. LITERATURE SURVEY

The VANET works on the DSREC hand of 3.9 GHz
handwidth in order to have faster communication among the
nodes, hecause the slower communication will lead to fatal
accidents, If a message is not sent at a correct time the
information will reach the wvehicle only at later part of time
after the accident is met. So DSRC is a best mode for
communicating in a proper manner. The DSRC is divided into
seven 10 MHz wide channels. Channel 178 is the control
channel restricted for safety communication mode only. The
channels at the edges of the spectrum are meant for the
advanced accident avoidance. The remaining channels are
used tor safety and non safety usage, The TPM 15 a hardware
enabling secured communication among the nodes using both
symmetric TESLA and asymmetric ECDSA algorithms.

TESLA is used for the key generation quickly and the
ECDSA is used for the secured communication between the
nisdes . The TPM uses has two keys public and private keys.
The private key 1s known only 1o the user and public key is
supplied Lo all others. AL the sending end the digilal signature
is created and encrypted and at the receiving end the reverse
priocess takes place and decrypted.

In [3], P.Guolle, proposed, that malicious node will try to
hack the secret keys/messages and hence a list of legal nodes
is maintained by CTA and distributed to the entire children
nade. In [5], AStuder, proposed a modified version of TESLA
called  TESLAtH,  The TESLAHE  provides same
computationally efficient broadcast authentication as TESLA
but needs only low memory,

In [7], ). Serna, created MACM (Mandatory Access
Control Model) and a novel architecture for trust propagation.
The MACM specifies who has what type of access to which
targets and under which conditions, The novel architecture [6]
for trust propagation to get information on the certification
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length from the input taken from the RWNG. This is an inbailt
fumction, It assumes the key value for each letter/number from
ASCIL Now the generated password is supplied 1o the under
lying nodes. The Figure | shows the architectural view of

password generation and distribution.

authorities and  atiribute  authorities  valid
geographical area.

In [B], M. Bohge, proposed that TESLA is a broadcast
authentication technique having asymmetric properties in spite
of using purely symmetric cryptographic functions . TESLA is
based up on delayed key disclosure. TESLA has low
computation cost. The technigue is used 1o takeoft the false
certificates before key disclosure. Password producer

In [9] D. Pointcheval, proposed that ECDSA is moie Input
sccured algorithm than any other. The Elliptic Cuwrve Digilal q
Signature Algorithm is good in its perlormance and success(ul
against any type ol atlacks. s stronger securily does not bog
down the other applications.

for  specific

Random Password Generator

Encription

I, EXISTING S¥STEM Engine

A VANET is a mobile network cnvironment, i which
there is a Central Trusted Authority having a long record list
which gives restaurant to the information about the children
node, i.e. name and address of children nodes. Each node 15
assigned a unique identity license number [10]. This list will Key
be sent to all the children, Assumption

A child node A has to communicate with other child node
B. Now the node B does not know where node A is coming
from. A is an unknown person to B. Before communicating
with A, node B has to wust A that A is nol a malicious one.
Now node B has to check the identity license number of A
from the list provided by CTA. If the identity number of A is
find o be malched then communication request [rom A s J L

Generated Password

accepted. If the license number of A 15 not found then A is
declared malicions and wigilance information about A s
passed to neighbors and A 1s permanently vanished rom the V V
netwark,

The drawback is that node B has to glimpse each and every
position in the list, as the imformation about A may rest at any
position of the list. Tt will take vast time.

Node B

Node 4

Fig I. Architecture view of Password Generation and Distribution
V.  PROPOSED WORK
Instead of using the long list of nodes with unique - Stepsfora random password generator (RPG)
identities in the CTA we are going to use a password in it and

it will be distributed 1o that 1o the child nodes present in the 1. Input is taken from the random number generator.

list of CTA. For that purpose we are going to generate a

password of desired length, 2. The encryption enging is placed inside the random
A random password generator (RPG) is either sofiware or a password generator and it converts the received input

hardware device. Tt will take the input from a random or
pseudo number generator and can generate the password
automatically as an inbuilt function. A password generator is
one of the part of a password manager. The password-policy

from the random or pseudo number generator to a
password as an inbuili function by assuming ASCII
key values,

enforces complex rules, In this situation, it can be easier to use 3. The generated password is then distributed to the
password generator based on that set of rules than to manually underlying nodes.
create passwords.

A random number generator (RNG) 15 device designed to The following Figure 2 and Figure 3 will explam the

generate a sequence of numbers or symboels that lack any
pattern, i.e. they will appear random. An encryption engine
placed inside the RPG generates a password of desirable bit
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distribution of password and how the trusted communication
takes place among the nodes unknown to each other even they
are children of a common CTA
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B, Generating and Verifving the password

I, Password generation:

Assume that a CTA node is generaling password of n
length. Allowable characters are Letlers=A..Z & a. .z
Passmord Generator Numbers=0 ..% and Special characters. On giving the
password, corresponding ASCI code will be given as output,

2 Password verification:
Compare the password given by communicating node with
Rl password given by CTA. I matched, then communication
\ - request s accepled. If mismatched, then reject  the
communication request. Send wvigil information about that

Password

neede to neighbors,

Node A Node B

V. CONCLUSION

A VANET is an Adhoc network that uses moving cars as

nodes in a network to create a mobile network. It is a mobile
network environment, in which there is a Central Trusted
Authority having a long record list which gives restaurant to
the information about the children node Thus the password is
created in the Central Trousted Authority and this password is
shared with the nodes that are legal present in the list and
trested communication takes place among these nodes.

Fig 2. A Block dugram of Password Distribution
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