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Abstract—The emergence of quantum computing poses a
significant threat to classical cryptographic mechanisms such as
RSA and Elliptic Curve Cryptography that are widely used to
secure email communication. Traditional secure email systems
rely on classical public-key infrastructure and therefore lack
resilience against quantum attacks. This paper presents QuMail,
a quantum-secure email client that integrates BB84-based Quan-
tum Key Distribution (QKD) simulation, CRYSTALS-Kyber
post-quantum cryptography (PQC), and blockchain-based audit
logging within a unified architecture. The proposed system oper-
ates entirely at the application layer and remains compatible with
existing email infrastructures using standard SMTP and IMAP
protocols without requiring any server-side modification. A mod-
ular prototype was implemented using IBM Qiskit for quantum
key generation and hybrid cryptographic techniques for secure
message transmission. Experimental evaluation demonstrates an
average latency of 120-180 ms for QKD key generation and
20-30 ms for Kyber-based encryption while maintaining minimal
overhead for email transmission. The results demonstrate the
feasibility of integrating quantum-resilient security mechanisms
into existing email systems and highlight the potential of hybrid
QKD-PQC architectures for next-generation secure communica-
tion platforms.

Index Terms—Quantum Key Distribution, Post-Quantum
Cryptography, Secure Email, CRYSTALS-Kyber, Blockchain Au-
dit Log, Qiskit, Quantum-Safe Communication

I. INTRODUCTION

Email remains a fundamental form of communication for
individuals and organizations alike. But as quantum computing
advances at a rapid pace, traditional cryptographic systems like
RSA and elliptic curve cipher, may be put into serious danger
due to algorithms like Shor’s algorithm [11]. This has led to
an increasing demand for communication systems resistant to
quantum-based attacks.
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Quantum Key Distribution (QKD) allows two communicat-
ing parties to generate shared secret keys based on the well-
founded properties of quantum mechanics including superpo-
sition and measurement disturbance [1], [17]. Simultaneously,
Post-Quantum Cryptography (PQC) works towards the con-
struction of classical cryptographic algorithms which are se-
cure against quantum adversaries [12], [13]. While potentially
beneficial, these techniques present practical challenges when
implemented into existing email infrastructures since they have
to comply with current communication protocols.

We introduced QuMail, a quantum-secure email client that
leverages QKD to generate keys while using post-quantum
encryption through the CRYSTALS-Kyber (Kyber) algorithm
to secure emails. The system operates at the application layer
and remains compatible with standard SMTP/IMAP servers
such as Gmail and Yahoo without requiring server-side mod-
ifications.

Current email security solutions (e.g. Pretty Good Pri-
vacy (PGP) and Secure/Multipurpose Internet Mail Extensions
(S/MIME)) are built on well-established public-key crypto-
graphic protocols like RSA and elliptic curve cryptography
[10], [23]. While these methods protect us robustly now, they
are technically endangered in the long run given advances in
quantum computing. Transport Layer Security (TLS) secures
data in transit, but is not able to guarantee long-term confi-
dentiality for stored or intercepted data.

In the last few years, research has focused on leveraging
work done in both QKD and PQC to create systems that are
resistant to quantum attacks. At the same time, future com-
munication infrastructures will likely integrate quantum-safe
networking technologies alongside theoretical frameworks like
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the quantum internet [20]. Yet, most of these methodologies
are at the network level and not an application-layer like a
secured email systems.

Therefore, there remains a significant research gap in de-
signing practical quantum-resilient email systems that can op-
erate on current SMTP/IMAP infrastructure without requiring
modifications to existing mail servers. Several studies have
explored quantum-safe cryptography, secure communication
systems, and quantum networking architectures [2]-[7], [9],
[1571, [18], [21], [22], [25]-[28].

Increased QCA developments are driving rapidly the need
for next-generation security solutions. Because quantum al-
gorithms could break many of the most widely used public-
key systems, there is an interest in exploring alternative
approaches to cryptography. Well, QKD is a mathematically
secure key exchange mechanism while PQC provides practical
constructions feasible on classical networks. Combining these
approaches gives solid building blocks for quantum-resilient
communication systems.

Post-Quantum Cryptography introduces several mathemati-
cal approaches designed to resist quantum attacks, including
lattice-based, code-based, and hash-based techniques [12],
[13]. Among these, CRYSTALS-Kyber has been selected by
NIST as a standard for secure key encapsulation due to
its strong security guarantees and efficient implementation
[3], [9]. Indeed, integrating such algorithms into real-world
systems allows us to deploy quantum-safe solutions for com-
munications at last.

Although quantum and post-quantum cryptography has
made enormous progress since its first introduction, it still
lacks a prominent presence in popular applications like email
clients. Most existing work is either theoretical models or
tailored infrastructure. Hence, it is necessary to implement
application-layer systems that can embed quantum-safe mech-
anisms in existing communication environments. QuMail fills
this gap by providing a unified theoreti- cal framework for
QKD simulation, PQC and logging based on blockchain.

The remainder of this paper is organized as follows. Sec-
tion II presents a detailed review of existing research in
quantum cryptography, post-quantum cryptographic systems,
secure email communication protocols, and blockchain-based
communication logging. Section III describes the proposed
QuMail system architecture and methodology. Section IV
presents the implementation details and user interface com-
ponents of the system. Section V explains the Quantum Key
Manager module and BB84-based QKD simulation. Section
VI describes the blockchain-based audit logging mechanism.
Section VII explains the end-to-end security workflow of the
system. Section VIII presents the experimental results and
performance evaluation. Finally, Section IX concludes the
paper and outlines future research directions.

II. RELATED WORK

A. Quantum Cryptography and QKD

Quantum Key Distribution (QKD) is a long-known protocol
for secure key exchange based on the fundamental principles

of quantum mechanics. BB84 and similar protocols let two
people create a shared secret key while detecting any wiretap
attempts by measureable disturbances to the quantum states
[1]. While QKD has been successfully demonstrated in optical
fiber and satellite-based systems [16], [19], its widespread
adoption is limited by reliance on specialized hardware and
infrastructure.

B. Post-Quantum Cryptography

Its main goal is the designing of suitable encryption al-
gorithms that are secure even in the face both classical and
quantum adversaries. Lattice-based, code-based and multi-
variate [12], [13]are among different proposed approaches to
achieving this goal. One example of such a post-quantum
standard is CRYSTALS-Kyber which is lattice-based and has
been included by NIST in its set of standards due to its ideal
ratio between high security level and computational efficiency

(31, [91.

C. Secure Email Communication

Traditionally, various forms of email security have relied
upon standards like Pretty Good Privacy (PGP) and Se-
cure/Multipurpose Internet Mail Extensions (S/MIME) [10].
Aimed at providing confidentiality and user authentication
[23], these approaches rely on standard public-key encryption
methods such as RSA and Diffie-Hellman algorithms. Finally,
Transport Layer Security (TLS) is commonly deployed to en-
crypt communication channels between mail servers in transit
[25]. Yet, these security mechanisms rely on mathematical
problems that are rendered insecure when one implements
quantum computing. Consequently, the increased interest in
applying quantum-resilient methods of cryptography to pro-
vide long-term sustainability for email systems has arisen.

D. Blockchain for Secure Communication

Blockchain technology has become a promising approach
for ensuring tamper-resistant records and establishing decen-
tralized trust in distributed systems. It works by maintaining
a continuously growing ledger of transactions, where each
record is securely connected using cryptographic hash links
and validated through consensus mechanisms [14]. Because
of these characteristics, blockchain can be effectively used
for securely logging communication activities and crypto-
graphic processes. Earlier research has examined the use of
blockchain-based audit systems in areas such as secure com-
munication networks, identity management, and distributed
trust frameworks [27], [28]. When blockchain logging is
integrated with secure communication platforms, it can en-
hance transparency, improve traceability, and support reliable
forensic analysis of communication events.

E. Hybrid Quantum-Secure Communication Systems

Recent studies have investigated hybrid security models
that combine quantum cryptographic methods with traditional
communication systems to enable practical implementation
of quantum-resistant security solutions. In these architectures,
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Quantum Key Distribution (QKD) is typically used to generate
secure cryptographic keys, while conventional communication
channels are still used to transmit the encrypted data.

A number of research efforts have focused on combining
QKD with post-quantum cryptographic algorithms to improve
the overall security of distributed communication networks.
These hybrid systems aim to merge the strong theoretical
security offered by quantum cryptography with the practicality
and flexibility of classical cryptographic techniques.

In addition, researchers have proposed quantum-secure mes-
saging frameworks that utilize post-quantum encryption meth-
ods such as CRYSTALS-Kyber for key encapsulation while
ensuring compatibility with current internet communication
protocols. Such designs show that it is possible to build
communication systems that remain secure in the era of
quantum computing without requiring significant changes to
existing network infrastructure.

Despite these developments, many of the proposed solutions
mainly target network-level protocols or specialized commu-
nication systems rather than applications used directly by
end users. Therefore, there is still a clear need for practical
quantum-secure solutions that can function within commonly
used application-layer platforms, including email clients.

FE. Research Gap

Although significant research has been carried out in areas
such as quantum cryptography, post-quantum cryptography,
and blockchain-based security, most studies tend to examine
these technologies separately. Only a limited number of works
have explored how these approaches can be combined, par-
ticularly within practical application-layer systems like email
clients. In particular, the integration of QKD simulation, post-
quantum encryption, and blockchain-based logging in a single
framework has not been widely addressed. To bridge this
gap, this research introduces the QuMail framework, which
integrates these technologies into a unified architecture to en-
able quantum-resilient email communication without requiring
modifications to the existing email infrastructure.

III. PROPOSED SYSTEM ARCHITECTURE AND
METHODOLOGY

The QuMail architecture is layered and modular in nature,
allowing it to fit alongside the existing email ecosystem
while supporting better security mechanisms as they become
available. Since the system operates at the application layer,
it does not require modifications to external SMTP or IMAP
servers.

The architecture consists of the following functional com-
ponents:

o User Interface Layer — Supplies a dashboard for draft-
ing, viewing, decrypting and auditing emails. It also
shows the key generation and security status.

o Security Policy Manager — When a user selects one of
the security levels, this component decides which encryp-
tion protocol to use and enforces key usage policies.

o Encryption Engine - Hybrid encryption (RSA-
2048/AES-256), post-quantum key encapsulation via
CRYSTALS-Kyber, OTP via QKD-derived One-Time
Pad (OTP) or else AES session keys.

o Quantum Key Manager — Produces random symmetric
keys with high entropy through a BB84 design QKD sim-
ulation using IBM Qiskit. It carries out qubit preparation,
basis selection, measurement and key reconciliation.

o Secure Local Key Cache — Keeps generated quantum
keys and PQC session keys in encrypted format, extend-
ing the single-instance condition for OTP operations.

o Email Protocol Handler — Handles SMTP for send-
ing messages, IMAP retrieves them, and MIME en-
codes/decodes an encrypted payload.

o Blockchain Audit Logger — Allows the logging of
cryptographic events such as key generation, encryption
and decryption into a tamper-evident log structured by
hash-linking to provide non-repudiation.

A. Data Flow

Upon sending a message, the user composes an email and
chooses a level of security. The Security Policy Manager
calls the appropriate cryptographic module in the Encryption
Engine. In case of choosing QKD mode, the Encryption
Engine requests a key with its key identifier from the Quantum
Key Manager. It encrypts the payload locally, wraps it as a
MIME attachment, and sends it via the SMTP client over TLS.

On the receiver side, the IMAP client receives the encrypted
mail. The security metadata is extracted, the corresponding
key (if it exists) is fetched from the local cache, integrity
verification is performed and the payload is decrypted for
display in the inbox preview panel.

B. Key Management Workflow

The quantum keys generated by the QKD simulator are
deposited in a secure cache with essential metadata, including
key ID, length and current usage state. (IV) OTP mode cannot
be repeated (keys are immediately invalidated), providing
perfect secrecy. The architecture is also extendable to support
ETSI GS QKD 014—compliant REST interfaces for integration
with hardware QKD systems in the future.

C. Security and Interoperability

All encryption operations are performed at the application
layer right before being transmitted via SMTP, retaining ci-
phertext on a public network. While the transport-layer TLS
is kept to protect each channel, offering a hybrid security
model. By implementing standard SMTP/IMAP protocols, it
is interoperable with existing email providers like Gmail and
Yahoo.

The blockchain module operates independently from the en-
cryption workflow and logs only hashed transaction metadata,
not plaintext content, so it maintains confidentiality yet enables
forensic traceability.
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D. Secure Email Transmission Algorithm

Algorithm 1 outlines the secure transmission workflow
implemented in the QuMail system. The algorithm describes
the steps involved in encrypting and transmitting a secure
email using the selected security mechanism.

Algorithm 1: QuMail Secure Transmission

Input: Message M
Output: Encrypted email payload C'

1) User composes message M
2) Generate symmetric session key K
3) If security level = PQC
o Encapsulate K, using CRYSTALS-Kyber
4) Else if security level = QKD
« Retrieve one-time key from QKD Key Manager
5) Encrypt message using AES-256
6) Create blockchain transaction entry

7) Encode encrypted payload using MIME
8) Send encrypted email via SMTP over TLS

QuMail GUI

Inbox I l Compose ] l Key Manager

!

Application

Security Policy Manager

| [ RSA-AES ” CRYSTALS-Kyber ” QKD-OTP I

f !

Key Manager Encryption Engine

Key ID Request

Cryqgtton Key

* QKD Simulator RSA-AES
(Qiskit BB84) [ cRYSTALS-Kyber 9

ETSI QKD REST API Client

* Key Cache
(Secure Storage)

REST API Client

« ETS1 QKD I

Email Protocol

-
i Optional
Key ID Request| | SMTP ———| IMAP |——>| Remote KM
i +MIME . |
Client Client

Encoder/ | Server
(Send) | Decoder | (Receive) | I —

r Ciphertext Email

Internet

SMTP Server SMTP Client IMAP Client IMAP Server
(Gmail/Yahoo) (Send) (Receive) (Gmail/Yahoo)
I Ciphertext Email I I Ciphertext Email I
_______ o x|
SMTP Server IMAP Client i  Optional |
(Gmail/Yahoo) (Receive) l Remote KM |
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Fig. 1. QuMail system architecture integrating QKD key manager, encryption
engine, SMTP/IMAP interface, and blockchain audit module.
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IV. SYSTEM IMPLEMENTATION

The QuMail prototype was developed in the form of a Win-
dows desktop application with a modular and security-focused
dashboard. The interface provides real-time visibility into key
management, encryption status, and audit logging through a
simple abstraction over complex cryptographic operations.

A. Login Interface

The login module provides authentication between the user
and external email servers. Users enter the email address of
their Gmail/Yahoo account as well as an application password.
After submission, the client sets up secure IMAP and SMTP
sessions using TLS encryption. When authentication is suc-
cessful, the local key cache is initialized and Quantum Key
Manager gets enabled.

Session tokens are short lived, existing only until the end
of an active session and removed on logout to prevent further
unauthorized use. This allows communication channels and
cryptographic operations to be initiated from within a trusted
environment.

Fig. 2. Login interface for secure authentication with external email servers.

B. Secure Reception Module (Inbox)

The inbox module receives incoming emails and classifies
them for decryption. It utilizes a dual-pane structure that
arranges the synchronized message list with a preview panel.
IMAP is used to retrieve emails, while MIME decoding is
used to parse encrypted message payloads.

When your messaging app gets an encrypted message (like
one protected with AES), it uses the extra security info
sent with it to figure out how strong the encryption is. It
retrieves the corresponding key from local key cache using
this key identifier. Integrity verification is performed using
authenticated encryption (AES-GCM tag validation) before
decrypting.

A quantum security report is displayed to the user, indicat-
ing:

o Encryption protocol used (RSA-AES, Kyber, or QKD-

OTP)
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o Key retrieval status
o Ciphertext payload received over the public network
o Successfully decrypted plaintext message

® | QuMail - Dashboard — ] X

QuMail

ST <o
. From Subject Date []

Blockchain Log

igned to help y
onnect the dot: rdh
https:

Linked...
Linke

Googl...

Goog
Linke
Linked...
Linke

Googl...

Fig. 3. Secure inbox with dual-pane decryption view.

C. Secure Transmission Module (Compose)

The compose module is responsible for the email encryption
for outgoing emails. They fill in the recipient address, subject
and message body, then pick a desired security level from a
multi-layer cryptographic menu.

Based on the selected level, the system performs:

o Public key retrieval (RSA or Kyber)

e Quantum key acquisition from the Key Manager (for

QKD mode)

o Session key generation and payload encryption

« MIME encapsulation of the encrypted message

Attachments are encrypted under the same session key for
uniform confidentiality. The mail server can now deliver the
encrypted payload via SMTP-over-TLS to any external mail
server without modifying this external mail server.

V. QUANTUM KEY MANAGER

The BB84 protocol represents quantum bits (qubits) [1]
using orthogonal and diagonal basis states:

0= o]
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Fig. 4. Compose module with multi-level encryption selector.

_ o+
V2

0) — 1)
V2

The result you get when measuring a quantum state depends
on how probable that state is

P = |(|o)

where 1) represents the transmitted qubit state and ¢ repre-
sents the measurement basis.

The Quantum Key Manager provides a simulation of BB84-
based Quantum Key Distribution using the IBM Qiskit frame-
work. Quantum computation principles underlying such pro-
tocols are widely described in foundational literature [24].
The module produces high-entropy symmetric keys by putting
qubits in superposition with Hadamard gates and then measur-
ing the qubits in randomly selected bases.

The raw key, which is generated, is then reconciled over
the basis and filtered to obtain a common secret key. Although
implemented as a simulation, the workflow reflects operational
QKD systems [16], [19].
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The interface shows live logs of qubit preparation, basis where Hash; represents the hash of the current block,

selection, measurement results and final key generation. Keys Block; contains the transaction metadata, and Hash;_1 rep-
generated are cached securely on local store and marked resents the hash of the block behind the chain. This linking
for single use in OTP mode preventing keys reuse while its mechanism ensures that any modification to a previous block

properties exhibit perfect secrecy. changes the hash values of next blocks, enabling immediate
The Key Manager also features ETSI GS QKD 014- style detection of tampering.

REST API integration for future hardware QKD device inter- Any attempt to alter historical records generates a hash

facing. mismatch, which immediately reveals tampering within the

blockchain ledger. The blockchain log is live and also can

%1 QuMail - Dashboard - o x be refreshed from the user interface. This provides forensic

. et traceability of communication events and verifiable proof

Inbox  Cor [SEITER Biockchain Lo

Quantum Key Manager (API-Based)

of message transport and encryption, but without exposing
plaintext.

QuMail

Inbox  Compose Bl Blockchain Log [RSSAEE

Linkedin ...

Simulate QKD Key Generation

Fig. 5. QKD simulation log showing qubit preparation, basis selection, and
key generation. ? ieamiforeay

.. Linkedin ...

Refresh Ledger

VI. BLOCKCHAIN AUDIT LOG

QuMail uses a light-weight blockchain module inspired by  Fig. 6. Blockchain ledger providing tamper-evident audit trail of crypto-
distributed ledger concepts [14] to log all cryptographic events ~ &raphic operations.
like key generation, message encryption and decryption to

ensure non-repudiation and tamper evident logging. VII. END-TO-END SECURITY WORKELOW

Each block in the ledger contains: The operational workflow is as follows:

+ Timestamp of th.e tra.nsacFlon 1) User authentication via secure login

. Sendf:r and receiver identifiers 2) QKD key generation and caching

» Applied security level 3) Security level selection during message composition
* SHA-256 hash of the jcncr.ypted payload 4) Local encryption of message payload

» Hash of the block behind it 5) Blockchain entry creation for the transaction

The integrity for the blockchain ledger is used by a crypto- 6) SMTP transmission of encrypted MIME payload

graphic hash chaining mechanism as 7) Receiver retrieves email via IMAP
8) Key retrieval and integrity verification
Hash; = SHA256(Block;||Hash;_1) 9) Decryption and plaintext rendering
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VIII. EXPERIMENTAL RESULTS

A QuMail prototype was tested in a production environ-
ment with a Gmail account to demonstrate interoperability
with existing email infrastructure. We conducted experiments
on functional correctness, encryption—decryption latency, key
generation performance, and blockchain integrity.

A. Test Environment

We implemented the system in a Windows environment with
an Intel processor and 8GB RAM. IBM Qiskit was used to
run the simulation of QKD, and emails were sent using Gmail
SMTP and IMAP servers through TLS.

B. Functional Validation

The following operational scenarios were tested:

o Successful user authentication and secure IMAP/SMTP
session establishment

o Inbox synchronization and MIME parsing of encrypted
payloads

o Multi-level encryption and decryption for Level 1 (RSA-
AES), Level 2 (CRYSTALS-Kyber), and Level 3 (QKD-
based OTP/AES)

« Single-use enforcement of QKD keys in OTP mode

« Real-time blockchain logging of cryptographic events

All test cases resulted in correct message recovery at the
receiver without data loss.

C. Comparison with other Email Security

To find the efficiency of already proposed QuMail ar-
chitecture, comparison was performed with commonly used
secure email mechanisms. Traditional systems such as PGP
and S/MIME rely on classical public-key cryptography, which
can lead to quantum attacks. In contrast, the proposed QuMail
system integrates post-quantum cryptography and QKD-based
key generation to provide quantum-resilient security.

TABLE 1
COMPARISON OF EMAIL SECURITY APPROACHES
Method Security Type Latency
PGP Classical Low
S/MIME Classical Low
PQC (Kyber) Quantum-resistant Medium
Proposed QuMail | Hybrid QKD + PQC | Medium

D. Performance Analysis

The key generation, encryption, and decryption averages
were recorded over several experiments. QKD key genera-
tion using Qiskit exhibited higher latency than classical key
generation due to the computational overhead of quantum
circuit simulation. However, encryption/decryption times after
generation and caching were similar to those of classical AES
operations.

The time for SMTP transmission was unaffected because the
encryption happened on a local machine before the network
transfer. To evaluate the computational overhead introduced

1JERTV 151 S080442

Performance Overhead of Different Security Mechanisms in QuMail
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Fig. 7. Performance overhead comparison of different security mechanisms
used in the QuMail system.

by different security mechanisms, the average processing time
for various cryptographic operations was measured.

As illustrated in Fig. 7, QKD key generation introduces
the highest computational overhead due to quantum circuit
simulation performed by Qiskit. Classical TLS-based email
communication exhibits the lowest latency because encryp-
tion occurs at the transport layer. The hybrid RSA-AES
scheme introduces moderate overhead due to public-key oper-
ations during key exchange,while the CRYSTALS-Kyber post-
quantum algorithm shows slightly higher computational cost
due to lattice-based cryptographic computations. Despite these
differences, the overall communication latency remains within
acceptable limits for practical email communication systems.

E. Comparative Cryptographic Performance

To further find the efficiency of the system, a comparison
was conducted between classical RSA-based encryption, post-
quantum CRYSTALS-Kyber, and QKD-based key generation
mechanisms.

The comparison focuses on key generation time, encryption
latency, and computational complexity observed during the
experiments.

TABLE II
COMPARISON OF CRYPTOGRAPHIC MECHANISMS
Algorithm Key Security Time (ms)
RSA-2048 Public Key Classical 15-25
Kyber PQC Quantum-safe 20-30
QKD (BB84) | Quantum Key | Info-Theoretic 120-180

As shown in Table II, RSA provides lower computational
latency due to its optimized classical cryptographic implemen-
tation. The CRYSTALS-Kyber algorithm introduces slightly
higher computational cost because of lattice-based mathemat-
ical operations required for post-quantum security. In contrast,
QKD-based key generation shows the highest latency due to
quantum circuit simulation overhead in Qiskit. However, QKD
provides information- theoretic security through one-time pad
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TABLE III
AVERAGE CRYPTOGRAPHIC OPERATION TIME

Operation Average Time (ms)
QKD Key Generation (Qiskit) 120-180
RSA-AES Encryption 15-25
Kyber Encryption 20-30
AES Decryption 10-15
Blockchain Block Creation 5-8

200
1
150 2 |
£
o 100} |
£
=
50 - ) a
)
20 5 9 )
0" i n -

QKD RSA-AES Kyber AES Blockchain

Fig. 8. Comparison of average latency for cryptographic operations used in
the QuMail system.

encryption, which offers stronger long-term confidentiality
compared to classical public-key methods.

F. Blockchain Integrity Verification

During each encryption and decryption operation, a block
containing transaction metadata and hash pointers was added
to the blockchain ledger. Multiple transactions were validated
in order to ensure that hashes matched and the chain was
valid. Modifying the static blocks manually led to a mismatch
in hashes indicating effective tamper detection.

G. Interoperability

Using no server-side configuration, the prototype was able
to send emails through Gmail encrypted. Encrypted messages
were then sent as MIME attachments, ensuring compatibility
with existing email protocols.

H. Discussion

These results demonstrate that quantum-resilient encryption
mechanisms can be deployed at the application layer and
integrated into existing email workflows without modifying
underlying server infrastructure [8], [20]. QKD simulation
incurs extra latency in key generations, but results in high-
entropy keys that enable OTP based perfect secrecy. This
blockchain module provides verifiable auditability without
revealing any plaintext content.

These findings validate the feasibility of deploying hybrid
quantum-safe email systems using existing infrastructure.

Fig. 8 illustrates the comparative latency of different cryp-
tographic operations used in the QuMail system. QKD key
generation exhibits the highest processing time due to quantum

1JERTV 151 S080442

circuit simulation, whereas AES decryption and blockchain
logging introduce minimal computational overhead.

IX. CONCLUSION

This paper presented QuMail, a quantum-resilient secure
email framework that integrates Quantum Key Distribution
(QKD) simulation, Post-Quantum Cryptography (PQC), and
blockchain-based audit logging within a unified architecture.
The proposed system shows that it’s possible to use quantum-
resistant security at the application level while still working
smoothly with existing email systems that rely on SMTP and
IMAP.

Experimental results show that the proposed approach pro-
vides strong cryptographic security with minimal communi-
cation overhead, while enabling tamper-evident logging of
email transactions. Although QKD key generation introduces
additional latency due to quantum circuit simulation, the
overall impact on email delivery remains limited.

Future work will focus on integrating hardware-based QKD
systems, optimizing key generation performance, and extend-
ing the architecture to support secure real-time communication
applications such as encrypted messaging and video confer-
encing. These results demonstrate the practicality of deploying
quantum-resilient communication systems on existing internet
infrastructure without requiring fundamental changes to cur-
rent email protocols.
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