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Abstract - Rivest Shamir Adleman (RSA) has proved to be less
secured due to the advent of Quantum Computing, as it is
broadly relied on in protecting cloud systems and applications.
This study proposes a quantum-resilient cryptographic
framework that combines RSA with quantum Kyber512
algorithm and advanced encryption standard (AES) to enhance
cloud communications defense against security risks from
traditional and quantum attacks. We use Kyber512 to safely
encapsulate keys that then become AES-128 session keys for
encryption in encrypt-authenticate-exchange (EAX) mode. After
generating these AES keys, they are twice protected by using
RSA-2048 encryption. We tested this method over a range of
message sizes from 64 to 16,384 bytes. Results from our
experiments showed a shorter average encryption time of 0.00206
seconds with a minimum of 0.0009 seconds and a maximum of
0.0057. seconds. Decryption was fast, with an average of 0.0036
seconds ranging between 0.0033 and 0.0039 seconds. Nothing
changed in the ciphertext expansion, as 768 bytes were always
used for Kyber and 256 bytes for the AES key that is RSA
encrypted. We processed Shor’s algorithm by simulating it with
small RSA keys, revealing its capability to read public and
private keys. Our method is shown to have speed and security
benefits and emerged at the top compared to other pioneering
encryption modules, making it practical for flexible use in major
cloud environments. By using this method, cloud security receives
a practical encryption solution compatible with upcoming
technologies that defend against both modern and future
quantum threats.

Keywords — Quantum resilience, hybrid encryption, RSA
variants, lattice cryptography, cloud security

I.  INTRODUCTION

The growth in using cloud systems for managing and
transferring confidential information means that effective and
secured cybersecurity solutions are essential and imminent.
RSA, which is broadly relied on for ensuring confidentiality
and integrity of information in the cloud as thought to be
indestructible encryption is now threatened by the
advancement of quantum computing. If we apply Shor's
algorithm to RSA encryption, it could quickly factor large
prime numbers which is the computational foundation of RSA
encryption [1]. Traditional and classical computers on the
other hand would take centuries to execute this task. Since
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scalable quantum systems may be developed soon, researchers
now see the limitations of classical cryptography in that, it
cannot be trusted to defend against quantum attacks [2]. As a
result of recent work in Post Quantum Cryptography, NIST
has recommended Kyber512 as a candidate for future
quantum-safe key encapsulation exchange mechanisms and it
mainly relies on an algorithm lattice-based hardness
assumptions as the computational foundation [3]. While post-
quantum alternatives like Kyber768 exhibit high security, we
still need to integrate these algorithms with systems and cloud
solutions that use classic RSA infrastructure [4]. There have
been proposed pioneering models that constitute the
combination of RSA and AES, although they do not offer
sufficient protection from quantum adversaries, mainly in
cloud situations where maintaining confidentiality for an
extended period is vital [5]. In addition, current cryptographic
methods face issues when trying to balance performance,
security, and scaling their solutions [6]. Many common
cryptographic structures do well in traditional threat scenarios,
yet their use with post-quantum components becomes clumsy
or hard on systems thereby introducing overheads in
processing by the existing computing system [7]. Most cloud
systems rely on RSA encryption today, the safety and
confidentiality against the emerging threats posed by quantum
computing technologies are threatened [8]. Due to the
development of algorithms such as Shor, the standard security
of RSA is weakening as quantum computers are thought to
factor such integers exponentially faster than current
computers [9]. These threats could severely damage the long-
term confidentiality and trust that cloud platforms rely on.
Most strategies for dealing with these risks are either classical
cryptographic methods that cannot resist quantum attacks or
unique  post-quantum  primitives  with  sophisticated
infrastructure that potentially can disrupt the existing systems,
increasing overheads in processing, with limited ways to ease
adoption [10]. Moreover, many hybrids cryptographic
encryption systems do not provide a balance between security
and performance, with no clear integration policies, which
hinders their implementation into cloud systems. Also, most
cloud security frameworks based on RSA won’t be able to
adapt to post-quantum standards, and they lack the protection
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against quantum attacks that true layered encryption can give
[11]. Consequently, these providers have insecure or unfit
solutions that cannot meet the twin needs for interoperability
and future resilience. This challenge clearly depicts the major
gap in the traditional cryptographic environment, thus the lack
of an encryption system that combines the efficiency of RSA-
based technologies with keen attention to interoperability with
current systems, quantum and post-quantum resilience, and
protection modern systems demand. To address this global
problem, this research proposes and evaluates a hybrid
encryption framework that combines RSA, AES, and
Kyber512 to ensure secure, scalable, and future-proof data
communication in cloud environments. This paper introduces
a novel hybrid encryption framework that combines RSA,
AES, and the post-quantum Kyber512 algorithm to secure
cloud communication systems. Unlike previous models that
either lack quantum resistance or fail to support legacy
infrastructures, the proposed model offers forward secrecy,
post-quantum key encapsulation, and classical interoperability.
The system has remarkably low encryption/decryption latency
and predictable ciphertext expansion as the message size
changes, which allows it to be used in real-time cloud settings
that are quantum-era forward defensible. In summary, the
significance of this work is as follows:

e The study proposed a hybrid system that utilizes RSA,
AES, and Kyber512 to encrypt cloud data safely, scalable,
and resilient against quantum attacks.

e A modular system that uses Kyber512 for quantum secure
key encapsulation and AES for fast symmetric encryption,
with RSA used to wrap the symmetric key for classical
compatibility.

e Accesses how well the framework performs in encrypting
and decrypting messages of different sizes about speed,
the size of the encoded text and computational efficiency.

The subsequent sections of the paper are organized with the
background and related works in Section 2. The methodology
used for the study is highlighted in Section 3. Experimental
results and findings from the study are presented and
discussed in Section 4. Eventually, we present the study’s
conclusion and possible areas for future work.

Il. RELATED WORKS

A. Cloud Security in the Digital Era

Cloud computing has transformed information and data
management procedures of firms and persons by handling data
at scale, flexible, and providing cost-efficient alternatives, in
storing, processing, and deploying applications [12]. But along
with the advantages of cloud computing, there are security
issues that are implicit [13]. Distributed cloud environments,
multi-tenancy, and third-party data manipulation expand the
possible attack surface and generate vulnerabilities that can be
used by adversaries [14]. Data confidentiality is one of the
essential issues in cloud computing [15]. Organizations trust
cloud service providers (CSPs) to keep sensitive data
including financial details, personal data, intellectual property,
and business proprietary information. Poor protection may
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result in data leaks and unauthorized access as well as insider
threat [16]. When data is sent over shared infrastructure and
open networks, it becomes vulnerable to Eavesdropping, man-
in-the-middle attacks, and malicious interception [17]. Data
integrity is yet another important security aspect of the cloud
[18]. It is necessary that stored and transmitted data cannot be
altered, to keep the trust and accuracy of operations. Alteration
of information either at rest or in transit can lead to disastrous
consequences, particularly in healthcare, finance, and defense
industries [19]. To prevent such risks cryptographic hashing,
digital signatures, and authentication protocols are often
employed. The cloud also presents a challenge in terms of data
availability, and service continuity. The unavailability of cloud
services may be due to Distributed Denial of Service (DDoS)
attacks, system failure, and configuration errors, which
influence the conduct of business and lead to potential loss of
revenues [20]. The cloud providers mitigate these threats
through redundancy, load balancing, and incident response
[21]. However, the most important aspect of cloud security
strategy is encryption [22]. The cloud security paradigm is
complicated by the emerging quantum threat. Classical
cryptographic algorithms such as RSA and ECC become
vulnerable as quantum computers remain more viable.
Historical data may be decrypted by quantum adversaries and
quantum pseudonyms may enable attackers to weaken long-
term confidentiality. To recap it all, cloud security is a
multifaceted issue, which embraces confidentiality, integrity,
and availability as well as regulatory compliance. In this
ecosystem, encryption is one of the foundation technologies.
Nevertheless, the emergence of quantum computers and more
advanced cyber threats require transition to more secure,
scalable and quantum-resistant encryption schemes. This
paves the way to the combination of classical encryption with
guantum schemes such as Kyber512 to secure sensitive data in
the cloud, both in the current and future environment.

B. Classical Cryptography and Its Limitations

Classical encryptions rely on RSA to distribute the keys
asymmetrically and AES data encryption to provide high-
performance symmetric encryption. The merits of RSA
include the hardness of factoring large integers, whereas AES
block ciphers perform well and are efficient [23]. Hybrid
solutions in which RSA keys are used to protect AES session
keys and AES to protect cloud payloads achieve high security
and efficiency levels in cloud environments [24]. However,
guantum computing is a threat to RSA and AES. The Shor
algorithm makes ECC and RSA vulnerable, as it allows
efficient computation of the factorization and discrete
logarithms [25]. At the same time, Grover's algorithm makes
the brute force key search +/N times faster, practically
decreasing symmetric algorithms such as AES in half [26].
Under Grover, quantum calculations indicate that AES-256 is
exposed to an effective 128-bit of security, which is
acceptable only as keys are elongated [27]. In the meantime,
RSA and ECC are completely vulnerable to breakage when
practical fault-tolerant quantum computers become available.
As a result, classical hybrid RSA-AES systems, even those
that are performant to the current cloud infrastructure, cannot
offer long-term forward secrecy or quantum resistance,
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requiring the deployment of quantum cryptographic primitives
[28].

C. AES-ECC Hybrid Cryptographic Model

The combination of traditional symmetric and asymmetric
cryptography algorithms to increase the performance and
security of data protection systems has been the direction of
research in hybrid encryption and cloud security. According to
Muhammed et al., [29], which assessed the ability of three
hybrid systems, AES-RSA, AES-Elliptic Curve Cryptography
(ECC), and AES-ElGamal, across various file formats and,
thus, ascertain their relevance to cloud data storage as was
developed. They reported that the AES-RSA had a good trade-
off between the speed of encryption and high computational
cost, taking on average 0.1667 seconds of encryption time and
0.1953 seconds of decryption time. AES-ECC, with a
reputation for a small key size and enhanced security, also had
higher encryption times, 0.7902 seconds, which means that it
can only be useful on non-real-time applications. AES-
ElGamal, however, turned out to be the poorest performer,
with the time used to encrypt and decrypt averaging 0.9648
seconds and 0.3393 seconds, respectively. None of the three
models involved the use of quantum-resistant cryptography, as
they all offered added security compared to the standalone use
of AES or RSA. All combined results from encryption
schemes are shown in table 1. It is indeed a major shortcoming
of this approach since all asymmetric ciphers (RSA, ECC,
ElGamal) fall prey to the Shor algorithm when very large-
scale quantum computers are available. This is a major
research gap that is filled by this current research by adopting
Kyber512 in the hybrid model. Besides offering far superior
encryption and decryption times of 0.0021 seconds and 0.0036
seconds, the QR-RSA paradigm also offers post-quantum
security, thus establishing a new standard in a hybrid
encryption paradigm. This makes it an applicable solution to
future secure applications and not its classical counterpart.

TABLE I. Average Performance Metrics from AES-Based Hybrid
Cryptosystems (Muhammed et al., 2024).
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resource systems like mobile platforms. The AES ECC model,
however, is not quantum resistant since ECC, similarly to
RSA, is vulnerable to the Shor algorithm. Alternatively, the
Quantum-Resilient RSA (QR-RSA) system that is described in
this study incorporates Kyber512, a post-quantum
cryptographic algorithm based on lattices, that can guarantee
protection against advanced threats that will occur in the
quantum era. Using classical efficient architecture and
implementing quantum-safe key encapsulation, the model in
question offers performance benefits with a long-term security
profile that would be applied to modern cloud networks.

TABLE Il. Results from AES-ECC Model by Rehman et al. (2021).

Encryption Scheme

Avg. Encryption Time
©)

Avg. Decryption Time
©)

AES-RSA 0.1667 0.1953
AES-ECC 0.7902 0.2232
AES-ElGamal 0.9648 0.3393

D. Comparative Review of AES-ECC and Post-Quantum
Hybrid Encryption Models

Rehman et al., [30] recommended a hybrid encryption
algorithm using AES and Elliptic Curve Cryptography (ECC)
to enhance the security of cloud data in relation to data
leakage, unauthorized access, and computational efficiency.
The results from their model are presented in table 1. They
employed ECC to generate keys and AES to encrypt the data,
which made their system use less encryption overhead when
compared with the conventional encryption protocols, and
more confidentiality was achieved, especially in limited-
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Author Encryption Time Decryption Time
O] ()
Rehman et al., 0.0025 0.0019
(2021)
Il. METHODOLOGY

A. Research Design

Fig.1. shows the proposed design of the hybrid quantum-
resilient encryption framework designed for secure and
efficient data transmission in cloud environments. The
proposed scheme integrates a classical RSA algorithm with the
post-quantum lattice-based Kyber512 Key Encapsulation
Mechanism (KEM) from the CRYSTALS suite, forming a
composite cryptosystem that leverages the security of RSA and
the quantum resistance of Kyber. Additionally, AES is
employed for high-speed symmetric encryption of the actual
data payload, making the overall framework suitable for real-
time cloud applications. Besides data collection, the framework
has four key steps which are: key generation, key
establishment, data encryption and data decryption.
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Fig. 1. Proposed design of QR-RSA encryption framework

B. Data Collection

The data utilized in the experiment was a simulated dataset
to assess the computational efficiency and reliability of the
RSA Kyber hybrid encryption to process different-sized data
as may be experienced in cloud-based communication. As the
goal is neither classification nor learning with data, but
evaluating the encryption performance over realistic payload
sizes, plaintext samples were dynamically generated in the
application with a secure random number generator. All
plaintext inputs consisted of randomly generated characters,
expressed in the UTF-8 encoding, similar to the nature of the
data that would be sent in a real-world cloud setup
(authentication tokens, user metadata, log entries, documents,
and excerpts). Five input sizes were chosen to experiment with
as given below:

» 64 bytes, the typical size of small messages, for example,
API keys or tokenized credentials.

» 256 bytes - a good size for encrypting JSON or parameter
files.

1024 bytes (1 KB) -representing small textual documents or
logs.

+4096 bytes (4 KB) -standard block-sized cloud data transfer
simulation. 16384 bytes (16 KB) - simulating huge text
payloads or file partial uploads.

In each size category, Python random and string libraries were
used to create random alphanumeric strings. The strings thus
took the encryption pipeline, consisting of three sequential
steps:

» Encapsulation of a Kyber512 public key to derive a shared
AES key,
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» AES encryption of the resulting plaintext with the derived
symmetric key in EAX mode.

* RSA encryption of the AES key with a 2048-bit RSA public
key.

This programmatically generated and in-memory controlled
dataset guaranteed consistent, reproducible, and random
Dataset between test runs. This approach removed all external
factors like Input/output (I/O) overhead or file format
discrepancies and permitted benchmarking of the encryption
and decryption times to be done reliably under the same
conditions.

C. Mersenne Twister Algorithm for Random Plaintext
Generation

The system leverages the random module of the Python
programming language to generate realistic data payloads in
cloud environment by utilizing the Mersenne Twister
(MT19937) pseudo-random number generator. This is started
by initializing the generator and character set that is made up
of upper cases, lower case letters, and digits. A desired
plaintext size k is selected from a predefined set (64, 256,
1024, 4096, or 16,384 bytes), after which k characters are
randomly sampled with replacement using random.choices().
These characters are joined into a single string and encoded in
UTF-8 format to form the final plaintext, which is then
forwarded to the AES encryption module. This process
ensures uniformity, reproducibility, and randomness suitable
for encryption benchmarking. A plaintext message m is
defined as n random bytes. Each byte &; is independently
drawn from a uniform distribution over the values 0 to 255
and belongs to the modular space Z.s; corresponding to 8-bit
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binary  representation.  Given a  message length
n e {64,256,1024,4096,16384%, a random  message
m € {0,1}*" is generated that:

m = {by,ba, by} By~uniform{(0,255) b eZ.,, (1)

D. Kyber 512 key generation with Module-Learning with
Rounding (MLWR) Algorithm

Kyber512 key generation process starts with initializing
system-level entropy or pseudorandom generator like
Mersenne Twister with entropy of secure random seed source.
This seed is used to initiate the Kyber512 Iattice-based
cryptographic engine, which outputs a public/private key pair
rooted in the Module Learning with Rounding (MLWR)
problem. In mathematical computation, A represents matrix of
uniformly random polynomials, 5 is a small secret vector, e is
a small error vector drawn from a noise distribution, g is a
prime modulus and ¢ becomes the public key. As depicted in
equation 2, the public key is later used in the Kyber512 Key
Exchange to securely encapsulate a symmetric AES key, while
the private key remains with the recipient for subsequent
decryption or decapsulation. Making the generated key pair
resilient to attacks by threat actors ensures quantum resistance
affirming its suitability for secure communication. The
mathematical formulation of the MLWR-based key generation
is the following:

c=A's+e modg )

E. RSA key generation phase

As shown in Fig. 2. the RSA key generation phase starts
with the input of a secure random seed, which initializes the
key generation mechanism. This seed derived from system
entropy make sure that generated keys are both secure and
unpredictable as well. Using this entropy source, the system
generates an RSA key pair, which is made up of a public key
and a private key. The RSA public key is directed toward
Phase 3 as previously shown in figure 1 where it is used to
encrypt the AES session key during the hybrid encryption
process. The RSA private key is reserved for Phase 4 as
previously shown in Fig. 1, where it is used to securely decrypt
the AES key and enable access to the protected message
content. This structured key output ensures that asymmetric
encryption operations can be securely and efficiently integrated
within the overall QR-RSA hybrid model, providing backward
compatibility and layered security alongside the quantum
Kyber512 scheme.

[JERTV15IS041093

International Journal of Engineering Research & Technology (IJERT)

| SSN: 2278-0181
Vol. 15 Issue 04, April - 2026

Phase 1: Seed Input and
Start: Input Seed for Key
Generation

Generate RSA Key Pail

/

RSA Public Key

\

RSA Private Key

Phase 2: Key Output and

Future Usage
Qutput: RSA Public Key Output: RSA Private Key

Used in Data Encryption (Phase 3 Used in Data Decryption (Phase 4

Fig. 2. RSA key generation flow in the QR-RSA framework

F. Key establishment phase

A quantum-safe key exchange is done using a prior-
generated Kyber512 public key. A shared secret is securely
established between communicating parties using the
Kyber512 encapsulation protocol. From this shared secret, an
AES symmetric key is then obtained, which forms the session
key for data encryption. This AES key is prepared for dual
usage. It is passed directly to the AES encryption module for
payload encryption and simultaneously encrypted using the
RSA public key to make sure secure key wrapping happens as
seen in Fig. 3. This post-quantum-classically-compatible
system combines the security of Kyber512 with classical
interoperability of RSA.

>
[Begin Key Establishment Phase]

KEY EXCHANGE AND SECRET GENERATION &

b
Perform Key Exchange using
Kyber512 Public Key

>
Establish Shared Secret
between Sender and Receiver

AES KEY DERIVATION AND OUTPUT »

>

Derive AES Symmetric Key
from Shared Secret

« =

-
Encrypt AES Key

-

Use AES Key for Data

Encryption Phase 3 with RSA Public Key
Key Wrapping

~
Key Establishment
Complete

Fig. 3. Key establishment flow in the QR-RSA model.
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Algorithm: Kyber512 key establishment

INPUT: Security Parameter k

OUTPUT: Shared key k

1. (pk sk} «— KeyGen(k)

2. {ct k) < Encapsulate (pk)

3. k; = Decapsulate(ct, sk)

4. ifk, = k, then

7. kel

8. end if

9. Return k

G. RSA-Kyber-AES Hybrid Encryption

Fig. 4. shows the runtime communication sequence
between the client, encryption modules (AES and RSA), and
the receiver during secure data transmission. This diagram
provides a dynamic view of Phase 3 and Phase 4 as described
in the system architecture in Fig. 1. This begins with the client
sending plaintext data to the AES encryption module. This
module also obtains a pre-selected AES key that was acquired
through a Kyber512 post-quantum key exchange in the key
establishment stage. This key is then used by the AES module
to encrypt the data resulting in the ciphertext. For protection of
AES key during transmission, the client forwards it to the
RSA encryption module. This module encrypts the AES key
using the receiver’s RSA public key making sure that only the
intended receiver who has the corresponding RSA private key
can decrypt it. Once the encryption process has been done,
then the system proceeds to the transmission part where the
ciphertext and the RSA-encrypted AES key is transmitted to
the receiver. The decryption module called RSA would
generate the original AES key at the receiver end upon input
of the private key. This recovered key is fed into the AES
decryption module, and the cipher text is decrypted, yielding
original plain text data. A verification check shows the
authenticity of the encrypted message. This modular and
layered process achieves data confidentiality, integrity, and
secure key exchange. Furthermore, the use of Kyber512 (in
the broader architecture) adds quantum-resilient key
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establishment, while AES ensures high-speed encryption, and
RSA provides interoperability with existing security systems.

AES
[ Client ‘ & Encryption 2 Receiver
Module

Provide Plaintext Data —s

o Eneryption
Module

‘ RSA

_ Provide AES Key (from
Kyber512 key exchange)
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using AES key
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Decrypt Ciphertext with
recovered AES Key
I

[
AES RSA
) Client & Encryptien o Enaryption
Module Module

Fig. 4. Hybrid encryption showing secure communication workflow

—

H. Data Decryption and Verification

In the final phase of the RSA-Kyber-AES hybrid
architecture, the receiver performs the decryption process in a
structured sequence to securely recover the original plaintext
message.

This begins when the receiver acquires two key components
from the sender, that is, the AES-encrypted ciphertext and the
AES key itself, which has been wrapped using the sender’s
RSA public key. First, the RSA private key of the receiver is
used to decrypt the AES key, which gains the symmetric key
to decrypt data. Having successfully retrieved the AES key,
the receiver then employs it to decrypt the ciphertext through
the AES decryption algorithm in safe mode. This decryption
process provides the initial plaintext data, which the sender
encrypted originally. After decryption, the system provides an
integrity check procedure, which establishes whether the
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decrypted message has not been altered or corrupted. Data
decryption and verification sequence are illustrated in Fig. 5.

Receiver:

RSA AES { Receives
‘ S Receiver & Decryption o Decryption () Verifier Encrypted
— Moduls Madule A AES Key and
/ Ciphertext
— Provide Encrypted AES Key >
Decrypt AES
Key with RSA
Private Key
—
< FRetum Degrypted AES Key -
Provide Ciphertext and
Decrypted AES Key
Decrypt
Ciphertext with
AES Key
—
€——-———— Return Decrypted Data. — — — — — — — -
Send Decrypted Data for
Verification 1]
Verify Data
Integrity (AES
Auth Tag)
«
e m e — === = Integrity Confirmed = = = = = == = = = = = = = = =&
Receiver:
S RSA AES 0 Receives
| 2 Receiver & Decryption o Decryption (¥ Verifier Encrypted
Module Module X J AES Key and

Ciphertext

Fig. 5. RSA-Kyber-AES hybrid decryption phase

IV. RESULTS AND DISCUSSION

A. Experimental Results

The hybrid architecture (QR-RSA) was simulated in a
hypothetical cloud communication environment and results is
shown in table 1. Encryption and decryption time averages
0.0021 seconds and 0.0036 seconds respectively on message
size in the range of 64bytes to 16384bytes and indicates the
framework's capability of sustaining performance near real-
time. The key encapsulation overhead received in ciphertext
analysis was as follows:

TABLE IIl. Results from proposed QR-RSA hybrid encryption model
under varying message sizes.

Message Avg. Avg. Kyber RSA-wrapped
Size Encryption [Decryption| Ciphertext AES Key Size
(Bytes) Time () Time (s) | Size (Bytes) (Bytes)

64 0.0057 0.0039 768 256
256 0.0017 0.0033 768 256
1024 0.0010 0.0037 768 256
4096 0.0009 0.0036 768 256
16384 0.0010 0.0035 768 256
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Fig. 6. Encryption and decryption time vs message size

B. File Size Expansion in QR-RSA Encryption

QR-RSA encryption results in the plaintext data increasing
in size by a measurable amount so that, in most cases, the
encrypted information is larger than the original text, often
called file size expansion or impact. Fig. 7. shows this
phenomenon where plaintext sizes are compared to the
corresponding ciphertext sizes with change in the message
length. The chart contains two important factors:
1. Bar Charts (Left Y-axis) which depicts the lengths of the
plaintext (light blue) and resulting ciphertext (dark blue) of
messages of different lengths (64 byte to 16,384 byte).
2. Red Line Plot (right Y-axis) that represents the percentage
of encryption overhead calculated as:

Ciphertext Size —Plaintext Size

Overhead (%) = ( )x100  (3)

Plaintext Size

17500 Plaintgxt Size
B Cipherext Size

o~ Overhead (%) | 1599

15000

12500

10000
800

File Size (Bytes)

©Overhead

7500
600

5000

2500

64 256 1024 4096 16384
Message Size (Bytes)

Fig. 7. File size expansion in QR-RSA encryption

Page 7

(Thiswork islicensed under a Creative Commons Attribution 4.0 International License.)



Published by :
https://lwww.ijert.org/
An International Peer-Reviewed Jour nal

TABLE V. Comparison of the proposed QR-RSA model with previous
studies.

Author Framework | Encryption | Decryption Post
Time(s) Time(s) Quantum
Secure
Rehman et | AES-ECC 0.0025 0.0019 No
al. (2021)
Muhammed | AES-RSA No
etal. 0.1667 0.1953
(2024)
Muhammed | AES-ECC No
etal. 0.7902 0.2232
(2024)
Muhammed | AES-EI- No
etal. GAMAL 0.9648 0.3393
(2024)
Proposed QR-RSA 0.0021 0.0036 YES
model
0.9648
1 0.7902

08
06
0.1953 0.1237
04 0.0019  .1667
A
02 0.0025
A

AES-ECC

0.3393
0.0036
Ay
0.0021 Enc
A Dec

AES-EI-GAMAL QR-RSA

AES-RSA AES-ECC

Fig. 8. Comparative encryption and decryption time with QR-RSA model.

| o . -

Fig. 9. Quantum security indicator (green = secure)

Model

C. Discussion

An analytical comparison of QR-RSA concerning current
models such as AES, RSA, AES ECC, and AES ElGamal
would be pertinent to enjoy the superior performance and
security advantage offered by the proposed hybrid
architecture.

The strongest argument of QR-RSA is its extremely low
encryption and decryption times for all payloads as seen in
Fig. 8. To demonstrate that, the QR-RSA model has average
encryption and decryption time between 0.0009 s and 0.0057 s
with 64-byte to 16,384-byte message sizes and 0.0033 s to
0.0039 s with 64-byte to 16,384-byte message sizes,
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respectively, as shown in table 1. Remarkably, encryption
time decreases with an increase in message size, to as low as
0.0009 s on 4096-byte messages, which is an indication of the
scalability of the model.

In contrast, table 1v. shows that QR-RSA emerges superior as
compared to other models. Even the AES to ECC model
suggested by Rehman et al. [30], whose purpose was to offer
low-latency cloud security, had encryption and decryption
times of 0.0025 and 0.0019 s, respectively, which is a bit
faster in decryption and slower in encryption than QR-RSA.
Even though QR-RSA does outperform all these models and
shows an even profile over all message sizes, as shown in Fig.
8. The figure shows consistent low and steady execution time
irrespective of payload, as QR-RSA is efficient and consistent,
which is significant in real-time cloud communications.

One disadvantage widely found in hybrid encryption schemes
is ciphertext expansion. But QR-RSA graciously meets this
challenge. The size of the increase in the ciphertext can be
seen in table m and Fig. 7, which it is predictable and
manageable.

This consistent growth eases the process of planning resources
in the system. A clear comparison of the plaintext to resultant
ciphertext, as a bar chart, and a red line that shows the
overhead of this encryption in percent, has been displayed in
Fig. 7. The overhead is small, even on the biggest file (16,384
bytes), relative to the security gain. This is an encapsulation
constant (Kyber + RSA key wrapping) that is constant at scale
compared with legacy schemes that tend to display
exponentially  growing  encapsulation  overhead  or
unpredictable memory consumption. In addition to bare
performance, quantum resistance of QR-RSA offers a strategic
advantage. Fig. 9 shows clearly that the QR-RSA model
(when highlighted in green) can withstand throughout
quantum attack as compared to the other schemes that fail to
pass the test, such as AES-RSA, AES-ECC, and AES-
ElGamal.

The catch is in the fact that QR-RSA uses the Kyber512
lattice-based algorithm to perform key encapsulation, which is
standardized by NIST as a post-quantum one. This provides
resistance to the Shor algorithm that makes RSA, ECC, and
ElGamal obsolete in a quantum environment. Quantum
resistance is not addressed by any model in table 1v, and
therefore, QR-RSA is the only suitable model which assures
forward secrecy and future-proof encryption.

This has been supported by the Quantum Security Indicator in
Fig. 9, where QR-RSA is the only one with a security mark,
thus, it is not only better in the current measurements, but also
indispensable in survival. Conversely, when applied to older
cryptographic schemes such as AES-ECC or AES-RSA,
performance gains become irrelevant in the era of quantum
cryptography because of cryptographic flaws.

V. CONCLUSION

The main goal of this study was to design, implement, and
evaluate a hybrid encryption model (QR-RSA) that ensures
data confidentiality, efficient performance, and quantum-
resilient security in cloud communication systems. This goal
has been effectively addressed by combining the RSA, AES,
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and Kyber512 cryptography algorithms into a framework.
RSA algorithm provided secure key encapsulation, AES
provided fast and lightweight data encryption, and Kyber512
provided a powerful post-quantum protection in key exchange.
All these features formed a model that had resistance to
traditional and emergent quantum risks. During the research
process, a prototype of the QR-RSA framework was created
and tested through a set of experimental runs with different
message sizes. The system was described to have robust
encryption and decryption functionalities with consistent
processing performance rates, thus confirming its competence
in supporting real-time and scalable data protection
requirements. The architecture was designed to be modular an
attribute that offers flexibility and ease of fit into existing
infrastructure especially when considering cloud-based
applications, where performance and security is of utmost
importance.

The QR-RSA model satisfies the core research objectives by
offering a post-quantum-ready hybrid cryptographic scheme,
achieving low-latency encryption and decryption performance,
and ensuring scalability across diverse file sizes. The effective
achievement of these goals makes the model a forward-
compatible option that ensures data protection in a scenario
where both classical and quantum computation risks co-exist.
Nevertheless, there are also some limitations to the study.
Although, the constant overheads that Kyber512 and RSA
introduced is reasonable in large message contexts, it can be
inefficient with small payloads or devices with limited
resources. In addition, this implementation lacks digital
signature functionality and efficient deployment to mobile and
embedded devices. Future work must attempt to include
lightweight authentication schemes, minimize overhead during
transmission of small-sized data, as well as implement the
model within practical cloud or loT platforms that can be
more fully validated. Further examination in diverse network
environments would also increase familiarity with its
resilience in operation.
Finally, the study provides a practical, safe, and future-
oriented hybrid encryption model that will match the rising
need to protect data using quantum-resistant methods. It is true
to say that the QR-RSA model is among the contributions that
can advance cryptographic solutions toward the post-quantum
age.
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