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Abstract:- With the growing amount of data, the demand of 

big data storage significantly increases. Through the cloud 

center, data providers can conveniently share data stored in 

the center with others. However, one practically important 

problem in big data storage is privacy. During the sharing 

process, data is encrypted to be confidential and anonymous. 

Such operation can protect privacy from being leaked out. 

To satisfy the practical conditions, data transmitting with 

multi receivers is also considered. Furthermore, this work 

proposes the notion of pre- authentication for the first time, 

i.e., only users with certain attributes that have already. The 

pre-authentication mechanism combines the advantages of 

proxy conditional re-encryption multi-sharing mechanism 

with the attribute-based authentication technique, thus 

achieving attributes authentication before re-encryption, 

and ensuring the security of the attributes and data. 

Moreover, this work finally proves that the system is secure 

and the proposed pre- authentication mechanism could 

significantly enhance the system security level. 

 

Keywords: Privacy-preserving, pre-authentication, proxy re-

encryption, big data.  

 

I. INTRODUCTION: 

 

Nowadays, big data is a hot research topic. More and 

more users prefer to save their data in the cloud center 

because the cloud has a considerable amount of storage 

space, and users can download their data anywhere and 

anytime. People take photos, record music and do many 

other. 

Operations on their personal equipments, producing large 

amount of data. As a matter of fact, the demand of cloud 

storage space is growing faster than ever before. 

When people upload their data to the cloud, the first thing 

they may consider is whether the cloud storage is secure 

or not. They do not want other persons to peep their data 

without their permission. Public Key encryption is a 

mechanism designed for data providers to encrypt their 

data, and thus protecting the privacy of their data. Except 

the data receivers who have valid private key, no one can 

access the data. For example, in a hospital system, the 

patient records are too large and hard to store. A solution 

is to upload the massive data to the cloud for storage. 

Since everyone has access to the cloud, the data needs to 

be encrypted to prevent the private information of patients 

from being leaked out. When doctors intend to access the 

records, they decrypt the cipher text by using their keys 

and obtain the message they need. With this method of 

Public Key Encryption (PKE), the privacy required by the 

patients could be ensured. 

Up to now, many cryptographic encryptions methods 

have been proposed to satisfy the requirements of 

privacy preserving in big data storage. However, most 

encryption methods such as the public key encryption 

are not anonymous, i.e., if the adversaries obtain the 

cipher texts, they can easily know the owner of the 

cipher text as well as who will receive the cipher text. 

The PKE cannot achieve the anonymity of the users 

send and receive the cipher text, so personal information 

may be leaked. If an adversary is able to achieve the 

cipher text, he can know whose key the cipher text is 

encrypted under, thus knowing the owner of the cipher 

text. To overcome this point, some anonymous 

encryption mechanisms have been proposed, e.g., 

anonymous mechanism. They achieve anonymity by 

removing the linkage between the data and the identity. 

Identities are splitted into two randomized 

complementary components and hide the identities of 

the receivers behind some randomization. Moreover, 

when users intend to store data in another cloud center, 

the data needs to be converted so as to be shareable 

among different cloud centers. Therefore, data receivers 

need to be updated. When users intend to share their 

data conditionally, like some parts of the data, the public 

key encryption cannot satisfy the users’ requirements 

because when receivers know the key and decrypt the 

cipher text, they can achieve all the data. For example, 

when one user wants to share data about “music”, he 

cannot do it because there are only Boolean conditions: 

receivers know everything or they know noting. 

To solve the above problems, a great deal of effort has 

been made by the research communities. Boyen et al. 

proposed an identity-based encryption technique which is 

anonymous. By applying the method, linkage between 

users and cipher texts can be protected. Encrypt patients’ 

PHRs to ensure that data store in the central will not be 

leaked out, which are similar to the problem studied in 

this work. However, many aspects have not been 

considered yet. For example, when a user transfers his/her 

data to another cloud center, a simple method is that the 

data provider decrypts the cipher texts first, and encrypts 

again before uploading it to another cloud center. 

This method is not feasible when it comes to big data 

because time and computation cost will be enormous. 

Another drawback of this method is that when the 

provider is offline, no one can achieve the data. 

Entrusting the decrypt-encrypt-transmit task to a trusted 

third party is a good solution. But the information of 

receivers will be exposed to the third party during the re-

encryption process. Blaze et al. proposed a technique 

named proxy reencryption. By applying a semi-trusted 

proxy and re-encrypt the cipher text, data can be shared 

without exposing information to the third party. 
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Furthermore, Green et al. proposed a technique called 

identity-based proxy re-encryption. They achieved 

control of access in storage in the network. Encryption 

techniques should be developed to meet requirements of 

the cloud users. Presented a proxy re-encryption 

technique called advanced multi hop- identity based 

conditional proxy re- encryption (AMH-IBCPRE) to 

realize receiver update and conditional share in big data 

storage. 

In this work, we consider another situation. Users of the 

cloud center have the access to decide who to share with 

the data. They may intend to share data only with 

receivers who have certain attributes. Data providers and 

receivers have to verify the authenticity of each other to 

make sure that data and the identity won’t be leaked out. 

The attributes also need to be protected. Proposed a 

verification mechanism to verify the authenticity of 

users’ attributes. By applying this technique, we propose 

a mechanism called pre-authentication approach to 

proxy re-encryption. In our scheme, data providers can 

verify the authenticity of receivers. Once receivers’ 

attributes do not meet the conditions, provider will not 

communicate with him anymore and he cannot obtain 

the data as well. This scheme is able to achieve four-fold 

properties: providing anonymity; updating receivers; 

verifying the attributes; sharing 

 conditionally. The main contributions 

can be concluded as follows: Propose a 

 new notion called pre- authentication 

mechanism in the model of MH-IBCPRE. Different 

from the existing work, the proposed mechanism can 

verify users’ attributes before data sharing, thus 

satisfying the actual needs of users. The data of users 

can be shared with users having appointed attributes, 

and others have no access to the data. 

proposed pre-authentication mechanism can provide 

multi-dimension privacy protection including data, user 

identities, and attributes. Only users whose attributes are 

authenticated could be qualified to share the data. This 

enhances the protection of user privacy. 

We provide rigorous analysis to prove that our system is 

secure against chosen cipher text attacks, tracing attacks 

and collusion attacks. Side-by-side comparisons reveal 

that our scheme strengthens the security than MH-

IBCPRE. 

The remainder of the work is organized as follows. In, we 

describe the related works. After that, we give the system 

model and definitions. In, we introduce some 

preliminaries. Thus presented the complete system 

construction. Then, analyze the security of the system. 

Finally, conclude this work. 

 

II. LITERATURE REVIEW: 

 

Securing Personal Health Records in Cloud Computing: 

Patient-Centric and Fine-Grained Data Access Control in 

Multi-owner Settings. Online personal health record 

(PHR) enables patients to manage their own medical 

records in a centralized way, which greatly facilitates the 

storage, access and sharing of personal health data. 

However, by storing PHRs in the cloud, the patients lose 

physical control to their personal health data, which 

makes it necessary for each patient to encrypt her PHR 

data before uploading to the cloud servers. Under 

encryption, it is challenging to achieve fine-grained access 

control to PHR data in a scalable and efficient way. For 

each patient, the  PHR data should be encrypted so that it  

is scalable with the number of users having access. Also, 

since there are multiple owners (patients) in a PHR system 

and every owner would encrypt her PHR files using a 

different set of cryptographic keys, it is important to 

reduce the key distribution complexity in such multi-

owner settings. 

In this work, we propose a novel framework for access 

control to PHRs within cloud computing environment. 

To reduce the key distribution complexity, we divide the 

system into multiple security domains, where each 

domain manages only a subset of the users. In this way, 

each patient has full control over her own privacy, and 

the key management complexity is reduced 

dramatically. Our proposed scheme is also flexible, in 

that it supports efficient and on- demand revocation of 

user access rights, and break-glass access under 

emergency scenarios. 

In recent years, personal health record (PHR) has 

emerged as a patient-centric model of health information 

exchange. A PHR service allows a patient to create, 

manage, and control her personal health data in a 

centralized place through the web, from anywhere and at 

any time which has made the storage, retrieval, and 

sharing of the medical information more efficient. In 

this way, the accuracy and quality of care are improved, 

while the healthcare cost is lowered. 

 

Privacy-Preserving Cipher text Multi- Sharing Control 

for Big Data Storage: 

In this work the need of secure big data storage service is 

more desirable than ever  to data. The basic requirement 

of the service is to guarantee the confidentiality of the 

data. Moreover, the service also should provide practical 

and fine-grained encrypted data sharing such that a data 

owner is allowed to share a cipher text of data among 

others under some specified conditions. This work, for the 

first time, proposes a privacy- preserving cipher text 

multi-sharing mechanism to achieve the above properties. 

It combines the merits of proxy re- encryption with 

anonymous technique in which a cipher text can be 

securely and conditionally shared multiple times without 

leaking both the knowledge of underlying message and 

the identity information of cipher text senders/recipients. 

Security is the most important concern for any type of 

services which provides storage for data. Due to its 

efficient data processing capability cloud play a vital role 

in keeping big data. Many individuals and organizations 

can view, modify and update their data stored in the cloud 

through remote accessing. As increase in number of 

individual users and public and private organizations 

choose to upload their data in cloud force us to keep the 

data more securable from being hacked. The data of an 

individual user should be kept confidential and it should 
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be accessed only by the authenticated users. While 

providing security, the most important aspect to be 

considered before storing the data is that, the anonymity 

of the service providers. 

The services which are used for data storage should 

provide a high quality encrypted data sharing. The 

features mentioned above are commonly required to 

maintain secure processing, and these features are 

achieved by employing a new technique called cipher text 

multi sharing mechanism. It also ensures that, original 

message and information identity of cipher text senders 

and receivers is not leaked and it also ensures it is not 

vulnerable to cipher text attacks. 

 

Attack Distribution and Distributed Forensics in 

Machine-to-Machine Networks: 

In this work the advanced idea of machine- to-machine 

technology has attracted a new period of network 

revolution, evolving  into a method to monitor and 

control global industrial user assets, machines, and the 

production process. M2M networks are considered to be 

the intelligent connection and communication between 

machines. However, the security issues have been 

further amplified with the development of M2M 

networks. It contains two  modules: the attack detection 

module and  the forensics analysis module. Machine-to- 

machine (M2M) networks are multidimensional 

networks that can use the Internet to achieve intelligent 

interactions between different machine terminals. They 

are composed of front-end sensors, equipment, 

transmission links, as well as back-end systems. First, 

M2M front-end nodes are responsible for collecting data 

and transmitting the data backhaul to the back- end 

systems. Second, the network transmission carrier is 

responsible for exchanging information between front-

end and back-end sensors. Finally, the back-end control 

system can collect information to respond to the back-

end nodes. M2M networks are conceived to 

communicate and connect between people, machines, 

and systems. They are associated with a large number of 

terminals. These terminals are vulnerable to attack, 

because they communicate through the wireless 

communication link integrated with different network 

protocols. Once M2M networks are attacked, the 

associated terminals will definitely be affected, and the 

whole network will be paralyzed. The network security 

issues are attracting much concern with the increasing 

development of M2M networks. 

 

III. SYSTEM ANALYSIS: EXISTING SYSTEM: 

 

In Existing system Public Key Encryption 

(PKE), the privacy required by the patients could be 

ensured. Up to now, many cryptographic encryptions 

methods have been proposed to satisfy the requirements 

of privacy- preserving in big data storage. However, most 

encryption methods such as the public key encryption are 

not anonymous, i.e., if the adversaries obtain the cipher 

texts, they can easily know the owner of the cipher text as 

well as who will receive the cipher text. The PKE cannot 

achieve the anonymity of the users send and receive the 

cipher text, so personal information may be leaked. If an 

adversary is able to achieve the cipher text, he can know 

whose key the cipher text is encrypted under, thus 

knowing the owner of the cipher text. 

We propose a new notion called pre- authentication 

mechanism in the model of MH-IBCPRE. Different from 

the existing work, the proposed mechanism can verify 

users’ attributes before data sharing, thus satisfying the 

actual needs of users. The data of users can be shared with 

users having appointed attributes, and others have no 

access to the data. Some existing work on multi sharing 

mechanism in big data. The comparison between our 

work and previous ones is shown afterwards. 

 

DRAWBACKS: 

 Encryption methods such as the public key 

encryption are not anonymous. 

 The adversaries obtain the cipher texts, they 

can easily know the owner of the cipher text as 

well as who will receive the cipher text. 

 They may intend to share data only with 

receivers who have certain attributes. Data 

providers and receivers have to verify the 

authenticity of each other to make sure that 

data and the identity won’t be leaked out. 

 The attributes also need to be protected. 

Proposed a verification mechanism to verify 

the authenticity of users’ attributes. 

 

PROPOSED SYSTEM: 

The information of receivers will be exposed to 

the third party during the re- encryption process. 

Proposed a technique named proxy re encryption. By 

applying a semi-trusted proxy and re-encrypt the cipher 

text, data can be shared without exposing information to 

the third party. Furthermore proposed a technique called 

identity-based proxy re-encryption. They achieved 

control of access in storage in the network. 

This work proposes the notion of pre- authentication for 

the first time, i.e., only users with certain attributes that 

have already. The pre-authentication mechanism 

combines the advantages of proxy conditional re-

encryption multi-sharing mechanism with the attribute-

based authentication technique, thus achieving attributes 

authentication before re- encryption, and ensuring the 

security of the attributes and data. Moreover, this work 

finally proves that the system is secure and the proposed 

pre-authentication mechanism could significantly 

enhance the system security level. 

 

ADVANTAGES: 

 First proposed the concept of the privacy of the 

keys is highly secure. 

 The pre-authentication mechanism combines the 

advantages of proxy conditional re-encryption 

multi- sharing mechanism with the attribute-

based authentication 

technique. 
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 Achieving attributes authentication before re-

encryption, and ensuring the security of the 

attributes and data. 

 Receivers who are qualified to know the data can 

use their keys to decrypt the cipher text, but 

others cannot, so data providers’ privacy can be 

protected. 

 To perfect the existing PRE system considered 

the scenario that data providers may want the 

data to be conditionally shared. That means 

receivers just obtain a part of the data instead of 

the whole. Such an assumption is more close to 

the reality. 

 

IV. MODULE DESCRIPTION: 

 

In this section, we present our whole system, including 

system set up, key generation, encryption, re-encryption, 

preauthentication and decryption. First, the parameters are 

set up and the secret keys are generated. The data is 

encrypted into cipher text. Then the generation of the re-

encryption keys is carried on. After that, the attributes of 

the data receivers are verified, and only receivers with 

specific attributes have access to the re-encryption keys 

and re-encrypt the cipher texts. Finally, the decryption of 

the re-encrypted cipher texts is given. 

 

Privacy-preserving 

In this module PKE cannot achieve the anonymity of the 

users send and receive the cipher text, so personal 

information may be leaked. If an adversary is able to 

achieve the cipher text, he can know whose key the cipher 

text is encrypted under, thus knowing the owner of the 

cipher text. To overcome this point, some anonymous 

encryption mechanisms have been proposed, e.g., 

anonymous mechanism. They achieve anonymity by 

removing the linkage between the data and the identity. 

Identities are splitted into two randomized complementary 

components and hide the identities of the receivers behind 

some randomization. 

 

Pre-authentication 

This module is may intend to share data only with 

receivers who have certain attributes. Data providers and 

receivers have to verify the authenticity of each other to 

make sure that data and the identity won’t be leaked out. 

The attributes also need to be protected. Proposed a 

verification mechanism to verify the authenticity of 

users’ attributes. By applying this technique, we propose 

a mechanism called pre-authentication approach to 

proxy re-encryption. In our scheme, data providers can 

verify the authenticity of receivers. Once receivers’ 

attributes do not meet the conditions, provider will not 

communicate with him anymore and he cannot obtain 

the data as well. 

 

 

Proxy re-encryption 

This module is help to applying a semi- trusted proxy 

and re-encrypts the cipher text; data can be shared 

without exposing information to the third party. 

Furthermore, Green et al. proposed a technique called 

identity-based proxy re-encryption. They achieved 

control of access in storage in the network. Encryption 

techniques should be developed to meet requirements of 

the cloud users. Presented a proxy re-encryption 

technique called advanced multi hop- identity based 

conditional proxy re- encryption (AMH-IBCPRE) to 

realize receiver update and conditional share in big data 

storage.  

 

Big data key generation 

This module is entrusting the decrypt- encrypt-transmit 

task to a trusted third party is a good solution. But the 

information of receivers will be exposed to the third party 

during the re-encryption process. Proposed a technique 

named proxy reencryption. By applying a semi-trusted 

proxy and re- encrypt the cipher text, data can be shared 

without exposing information to the third party. 

Furthermore proposed a technique called identity-based 

proxy re-encryption. But the information of receivers will 

be exposed to the third party during the re- encryption 

process. Proposed a technique named proxy reencryption. 

By applying a semi-trusted proxy and re- encrypt the 

cipher text, data can be shared without exposing 

information to the third party. Furthermore proposed a 

technique called identity-based proxy re-encryption. They 

achieved control of access in  storage in the network. 
 

SYSTEM REQUIREMENTS: 

 

HARDWARE REQUIREMENTS: 

System : Pentium core 

Hard Disk : 80 GB. 

RAM : 1 GB DDR2 

Key Board : LG 

Mouse : Logitech. 

Monitor : 15 inch VGA 

 

SOFTWARE REQUIREMENTS: 

Operating system : Windows 7 Front 

End : JDK 1.7/Net Beans 

8.0 

Coding Language : Java 
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UML DIAGRAM: 

Use Case Diagram: 

 

 
 

Class Diagram: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Activity Diagram: 

 

Sequence Diagram: 
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EXPERIMENTAL SETUP: 

 

Comparing results when data are on disk versus in 

cache shows that disk throughput bounds IB-DPDP’s 

performance when accessing all blocks. With the 

exception of the first blocks of a file, I/O and the 

challenge computation occur in parallel. Thus, Proxy-

Conditional-Re-Encryption generates proofs faster 

than the disk can deliver data: 1.0 second versus 1.8 

seconds for a 64 MB file. Because I/O bounds 

performance, no protocol can outperform Proxy-

Conditional-Re-Encryption by more than the startup 

costs. While faster, multiple- disk storage may remove 

the I/O bound today. Over time increases in processor 

speeds will exceed those of disk bandwidth and the I/O 

bound will hold. Sampling breaks the linear scaling 

relationship between time to generate a proof of data 

possession and the size of the file. At 99% confidence, 

Proxy-Conditional-Re Encryption can build a proof of 

possession for any file, up to 64 MB in size in about 

0.4 seconds. Disk I/O incurs about 0.04 seconds of 

additional runtime for larger file sizes over the in-

memory results. Sampling performance characterizes 

the benefits of IB-DPDP. Probabilistic guarantees 

make it practical to use public-key cryptography 

constructs to verify possession of very large data sets. 

Table 1 and 2 shows the preprocessing accuracy and 

overall accuracy of the proposed and existing system. 

 

Algorithm Time in ms File size in kb 

Existing 4.5 2.5 

Proposed 4.0 2.5 

 
Table: 1 Preprocessing accuracy comparison between 

existing and proposed work 

 

 

 

 

 

 

 

 
Table: 2 Overall Accuracy and Data integrity comparison between 

E-IBE with Proposed Proxy-Re-Encryption approach. 

 

V. CONCLUSION & FUTUREWORK: 

 

In this work, we realize multi-sharing, anonymous and 

CCA-secure data sharing in big data context. 

Furthermore, we propose a new notion called pre-

authentication in the proxy re-encryption system, which 

can ensure that only users whose attributes have been 

verified are permitted to obtain the data and provide well 

protection for the private attributes. 

The pre-authentication function greatly facilitates the 

needs of the users.  Besides, we prove that users’ data, 

identities and attributes are protected, and the pre- 

authentication process enhances the security of the 

system. To the best of our knowledge, we are the first to 

propose the concept of preauthentication in this aspect. 
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