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Abstract— Cloud computing is 2 set of services to be
easily consumed over the Internet om an as-needed
basis for wser’s. Cloud computing provides the
highly scalable services, that enables to an end user
over on 4 leased basis over a network. Though clopd
computing provides many services to the vser's, it as
issues on the difficulty of how to provide proper
security and privacy protection. The proper security
and privacy protection in the cloud computing is very
important but these problems are vet not solved One
of the important feature of the doud computing
services is to provides that user’s data are processed
remotely by the unknown machines so that the pser do
nol own or operate their own data's. While enjoving
the service provides by the cloud computing, the user
fears of losing control of their data, it becomes the
significant barrvier in fthe services of the clond
computing. To overcome the above problems in the
service provides by the cloud compuling, we introduce
new technigue. In this paper, we propose a highly
designed the clond information accountability
ramework{C1A) for the data sharing in which
procedural and techmical solutions for the above
problems and to keep track of the actual usage of the
user’'s data in the clond. In particularly, we approach
that enables enclosing owr  logging  mechanism
together with wsers” data and policies. We leverage
the JAR (Java ARchives) programmable capabilities
to both create a dynamic and travelling object, and to
ensure that any access to users’ data will trigzer
authentication and awtomated logging local to the
JARs, We also propose the distributed aunditing
mechanisms for user’s control to become the strong.
We have prototyped the framework and deployed it
on commercial clond environment for experimental
runs to test the efficiency and effectiveness of our
approach and  evaluate the performance of the
implemented prototype,

Keywords— Cloud  computing,  accountabifity,
data sharing, Security, Privacy, user's control and
JAR.

I INTRODUCTION

Cloud computing is an emerging paradigm in the
computer industry where the computing is moved
o a cloud of computers. The cloud computing
core concept is, simply, that the vast computing
resources that we need will reside Somewhere out

computing is the next general step mn the evolution
of on demand information technology services and
products. Cloud computing is a means by which
highly scalable and fully technology based services
«can be easily consnmed over the internet on an as-
needed basis. To a large extent, cloud computing
will be based on virmualized resources. The
convenicnee  and  efficicncy  of this  approach,
however, comes with security risks and  data
privacy. A significant barrier to the adoption of
cloud services is thus user fear of confidential
data  leakage and loss of privacy in the cloud.
Privacy is a important and fundamental human right
that encompasses the right to be left alone, many
techniques are proposed under different systems
and  sceurity models. In all these works, great
ciforts are made to design solutions that meet
varions requirements: high  scheme efficiency,
stateless verification cte. Considering the role of
the verifier in the model, all the schemes presented
before fall into lwo catcgories: private audit ability
and public audit ability.

The cloud computing is an emerging
technology now a days. While the user enjoying the
services provides by the cloud. at the same time
thev start worrying about the losing control of
their data. In the cloud computing provides many
services to the users. When the data processed on
the clouds are often leading to the number of issues
which is related to the accountahility of the user
and also related o the personal mformation (health,
financial, etc). These will become the significant
barricr o the services of cloud. To overcome the
ahowve issues the effective mechanism is reguired to
monitor the user’s data in the clond services. If the
uscr need 1o be able o ensurc their data’s are
handled according io the agreemenis made ai the
time they sign on for the services in the cloud.
Conventional access control approaches developed
for closed domains such as databases and operating
sysiems, or approaches using a centralized server in
distributed environments, are nol suitable, due io
the following features  characterizing  cloud
environments. As a result, data handling in the
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conventional environments, To  overcome the
problems, we propose a novel approach of Cloud
Information Accountability (CIA) framework to
keep track of the usage of the user’s data namely
Ensuring  Dismibuted  Accountbility  for Data
Sharing in the Clond, I the clond services,
information accountability focuses on keeping the
data usage transparent and trackable. So that CIA
framework is intoduced for the end-to-end
accountability in a highly distributed manner. The
main features of the CIA frameworks are ability
of  maintaining  lightweight  and  powerful
aecountability that combines aspects of access
control, nsage control and authentication, In this
paper. we also developed the two modes for the
auditing mechanisms: one is push mode, this mode
send the logs periodically to the dara owner or
stakcholder. The other is pull mode refers o an
alternative approach whereby the user (or another
authorized party) can retrieve the logs as needed,
The design of the CIA framework leads to the
issues like uniquely identitving C5Ps, ensuring the
rcliability of the log, adapting to a highly
decentralized infrastructure, ete. to addressing these
issues our approach extend to the programmable
capability  of  JAR{Java  Archives) files to
automatically log the usage of the users data by
any entity in the cloud.

If any access will get trigger an automated ad
authenticated to the JARs, We referred it has
“strong binding”™ [f exists the strong binding means
it exists, the all copics of the JARs created and its
leads to challenges on the ensuring the mtegrity of
the logging, To overcome these, JAR is introduced
with the central point of contact. It records the error
correction information. If JAR is not connecting
with central point means the enclosed data will be
denied. In addition, our approach can handle
personal identifiable information provided they are
stored as image files. Our experiments demonsirate
the efficiency, scalability and granulanty of our
approach, In addition, we also provide a detailed
security analysis and discuss the reliability and
strength of our architecire in the face of various
nontrivial attacks, launched by malicious uscrs or
due to compromised Java Running Environment
(JRE). Our main contributions of the paper are
shown in the proposed system in detail. This paper
is an extension of our previous conference paper
[40]. We the
contributions. First, we inlegrated integrity checks
and oblivipus hashing (OH) technigue to our system
in order to strengthen the dependability of our
system in case of compromised JRE. We also
updated the Ing records structure to provide

have made [ollowing  new
=]

additional guarantecs of integrity and authenticity.
Second, we extended the security analvsis to cover

more possible attack scenarios, Third. we report thawww.ijert.org, .
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evialuation of the svstem  performance. Fourth,
we have added a detailed discussion on related
works to preparc  rcaders with a better
understanding of background knowledge.

I.  RELATED WORKS

In this section, we briefly discuss  the works
which is similar techniques as our approach but serve
for different purposes.

Slraddha B. Toney and Sandeep UKadam | in
this paper we review the cloud information
accountabilicy framework for the data sharing in
which procedural and technical solutions are co-
designed to  demonstrate  accountability by the
various researchers to resolving privacy and security
risks within the cloud. Usually cloud computing
services are delivered by a third party provider who
owns the infrasiructure. It moves the application
software and databases to the most data centres,
where the controller of the data and services may
not be  fully trustworthy  which have not been
well understood. This paper presents a review
on new way  to supplement  the cwrrent
consumption and delivery model for IT services
based on the Internet, by providing for dynamically
sealable framework and offen virtualized resources
as a service over the Internet. By the time there are
a number of notable commercial and individual
cloud computing  services, including  Google,
Microsoft and Yahoo. Details of the services
provided arc abstracted from the users who no
longer need 1t be experts of technology
infrastructure. Moreover, users not know
the machines which actually process and host own
ata.

may

Marco Casassa Mont, Tlaria Maiteueei, Marinella
Pewroechi, and Marco Luca Sbodio[48] proposed the
paper for Enabling Data Sharing in the Cloud. In
this  paper Web interactions usually require the
exchange of personal and confidential information
for a variety of purposes, including enabling business
transactions and the provisioning of services. A kev
issue affecting these interactions is  the lack of
trust and control on how data is going to be used and
processed by the entities that receive this data. In
the waditional world, this issue is addressed by
using contractual agreements that are signed by the
involved parties. This could be done electronically as
well but there is currently a major gap between the
delinition of legal conwacts, regulating the sharing of
data and the sofiware infrastructures required 1o
suppori and enforce them, How to ensure that legal
contracts can be actually enforced by the underlving
IT infrastructure? How to ensure that a potentially
enforceahle version of the contract corresponds to
legal wversion of the contract? This article
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describes our work to address this gap through the
usage of clectronic Data Sharing Agreements (e-
DSA). e-DSAs can be formally defined and analysed
to  identify  inconsistencics  and  contradictory
policies/vonsiraints;  thev can then be deploved
within the IT infrastructure and enforced.

They ensure that mo one can add or
remove entrics in the middle of a provenance
chain without detection, so that data are correctly
delivered to the receiver. Differently. our work is to
provide data accountability, to monitor the usage of
the data and ensure that any access to the data is
tracked, Since it is in a distributed environment, we
also log where the data go. However, this is not for
veritving data integrity, but rather for aoditing
whether data receivers use the data following
specified policies. Along the lines of extended
content  protection, usage control [33] is being
investigaied as an extension of current  access
control mechanisms.

II1. PROFOSED WORK

As organizations become increasingly reliant on
cloud computing for servicing their data storage
requirements, the need to govern access control at
inner granularitics becomes particularly impaortant,
Thiz challenge 15 mereased by the lack of policy
supporting  data migration geographic
boundaries and through organizations  with
divergent regulatory policies. In this paper. we
present architectire for secure and distributed
management of provenance, cnabling its usc in
security-critical  applications,  Provenance, a
metadata history detailing the derivation of an
objeet, mformation  that  allows  for
expressive, policy-independent  access control
decisions. We consider how to manage and validate
the mefadata of a provenance-aware cloud system,
and introduce protocols that allow for secure
transfer of  provenance metadata  between end
hosts and cloud authorities We propose a novel
approach  of Cloud  Information  Accountability
(CIA) framework to keep truck of the usage of the
user's data namely  Ensuring Distributed
Accountability  [or Data Sharing in the Cloud. In
the cloud services, information accountability
focuses on keeping the data usage transparent and
trackable. So that CIA framework is introduced for
the end-to-end accountability in a highly distributed
feamres  of the CIA
frameworks ave ability of maintaining lightweight
and powerful accountability that combines aspects
of aceess control, usage control and authentication.
[n this paper, we also developed the two modes for
the auditing mechanisms: one is push mode, this
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Figure 1: Flow of the proposed system

refers to an alternative approach whereby the user
(or another authorized party) can retricve the logs
as needed. The design of the CIA framework
leads to the issucs like uniquely identifyving CSPs,
ensuring the reliability of the log, adapting v a
highlv decentralized infrastructure,  etc. to
addressing these issues our approach extend to the
programmable capability of JAR{Java ARchives)
files to automatically log the usage of the users’
dala by any cntily in the cloud. Our experiments
demonsirate  the  efficiency,  scalability  and
granularity of our approach. In addition, we also
provide a detailed security analysis and discuss the
reliahility and strength of our architecture in the
face of various nontrivial atacks, launched by
malicious users or due o compromised Java
Running Environment (JRE). In simmary, our main

mode send the logs periodically to the data owner 252 contributions are as follows:

or stakcholder. The other is pull mode.

www.ijert.org




International Journal of Engineering Research & Technology (1JERT)
NCITSF 14 Conference Proceedings

We propose a novel automatic and enforceable data as well as the time that the data have by 22780181

logging mechanism in the clond.

To our knowledge. this is the first time a systematic
approach to data accountability through the novel
usage of JAR files is proposcd. Our proposed
architecture is platform  independent and  highly
decentralized; in that it does not require any
dedicated authentication or Slorage syvstem i place.
We go beyond traditional access control in that we
provide a certain degree of usage control for the
protected data after these are delivered to the
receiver. We conduct experiments on a real cloud
test bed. The results demonstrate the efficiency,
scalability, and granularity of our approach. We
also provide a detailed security analvsis and discuss
the reliability and strength of o architecture.

IV.SIMULATION WORKS

We have simulated our system in JAVA. We
implemented  and  tested  with  a  svstem
Configuration on Intel Dual Core  processor,
Windows XP and using NETBEANS [DE 7.0.
We have used the following modules in our
implementation part. The details of cach module for
this system are as follows:

A Dara ovner module

In this module, the data owner uploads their data
the cloud server. The new users can register with the
service provider and creatc a new account and so
they can securely upload the files and store it. For the
scourity purposc the data owner encrypts the data
file and then store in the clond. The Data owner
can have capable of manipulating the encrypted data
file. And the data owner can set the access privilege
to the encrypted data file. To allay users™ concerns, it
is essential to provide an effective mechanism for
users to monitor the usage of their data in  the
cloud. For example, users need to be able to ensure
that their data are handled according to the service
level agreements made at the time they sign on for
services in the cloud.

B Jar Creation Module

In this module we create the jar file for every file
upload. The user should have the same jar file to
download the Gle. This way the data is going o be
secured. The logging should be decenuralized in order
to adapt to the dyvnamic nature of the cloud. More
specifically, log files should be tghtly bounded with
the corresponding data being controlled, and require
minimal infrasimetural  support  from  any  server.
Every access to the user's data should be correctly
and automatically logged. This requires integrated

accessed. Log files should be reliable and tamper
proof w avoid illegal inserdon, deletion, and
modification by malicious  parties.  Recovery
mechanisms are also desirable to restore damaged log
files caused by technical problems. The proposed
technigue  should not  inusively  monitor  data
recipienis’ systems, nor it should introduce heavy
communication and computation overhead, which
otherwise will hinder its  feasibility and  adoption
in practice.

O Clond Serviee Provider Module

The cloud service provider manages a cloud to
provide data storage service. Data owners encrypt
their data files and store them m the cloud with the
jar file created for each file for sharing with data
consumers, To access the shared data files, data
consumers download encrypted data files of their
interest from  the clond and  then decrypt them.

D, Disassembling Arnack

In this module we show how our system is secured
by cvaluating to possible attacks to disassemble the
JAR file of the logger and then attempt to exoract
usefi]l information out of it or spoil the log records
in it. Given the case of disassembling JAR files, this
attack poscs onc of the most scrious threats to our
architecture. Since we cannot prevent an attacker to
gain possession of the JARs, we rely on the sirength
of the crvptographic schemes applied to preserve the
integrity and confidentiality of the logs. Once the
JAR files are disassembled, the attacker is in
possession of the public [BE key used for encrypting
the log files, the encrypted log file itself, and
the *.class files. Therefore, the attacker has to rely
on learning  the private key or subverting the
encryption 1o read the log records.

E. Man-in-the-Middle Antack

In this module, an attacker may intercept messages
during the authentication of a serviee provider with
the certificate authority, and reply the messages in
order to masguerade as a legitimate serviee provider,
There are two points in time that the attacker can
replay  the messages. One is after the actual
service provider has completely disconnected and
ended a session with the certificate authority, The
other is when the acmal service provider is
disconnected but the session is not over. so the
attacker may try to renegotiate the connection, The
first tvpe of attack will not succeed since the
certificate tvpically has a time stamp which will
become obsolete at the time point of reuse, The

techniques to authenticate the entity who accesses the 293 second type of atack will also fail since
data, verify, and record the actual operations on (f@VWiietorgenegotiation is banned in the latest version of
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OpenSSLE and cryprographic checks have been added.

V.CONCLUSION AND FUTURE
WORKS

It is more important to  defend and
preserve people’s privacy on the Internet, against
unwanted and unauthorized disclosure of their
confidential data. Despitc laws, legislations and
technical attempts o solve this problem, at the
maoment there are no solutions to the problems.

we proposed the automatically logging any
access  to the data by using the aoditing
mechanisms, In this approach the data owner o nor
only audit and also has the strong back-up
protection. The main features of our proposed work
are that enables the data owner to audit even those
copics of its data that were made without his
knowledge. We  also  discussed  the cloud
information  accountability framework for data
sharing n the cloud.

In the future. we plan to refine our approach to
verify the integrity of the JRE and the
authentication of JARs. For example, we will
investigate whether it s possible to leverage the
notion of a secure JVM [18] being developed by
IBM. This research is aimed at providing software
tamper resistance to Java applications. In the long
term, we plan to design a comprehensive and more
generic object- oriented  approach w  facilitate
autonomouns protection of travelling content. We
would like to support a variety of security policies,
like mdexing policies for text files, usage control
for executables, and generic accountability and
provenance controls,
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