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Abstract—Web queries, credit card transactions, and institutions; new records are periodically releasedata
medical records are examples of transaction datadiving  analysis centers in non-aggregated form.

in corporate data stores, and often revealing assiations

between individuals and sensitive information. Theserial A challenging issue in this scenario ise th

release _of these data to partner institutions or cta_a_nalysis protection of users’ privacy, considering that pdite
centers in a non-aggregated form is a common situan. In d ies h : ltiol ial released
this paper, we show that correlations among sensit a versarles aye access 1o mulliple Serial releases
values associated to the same individuals in diffent can _e‘?ls'ly acq_uwe b_ackground anWIedge relateitheo
releases can be easily used to violate users’ priya by specific domain. This knowledge includes the fadwttt
adversaries observing multiple data releases, evéhstate- ~ Certain sequences of values in subsequent releases
of-the-art privacy protection techniques are applid. We  more likely to be observed than other sequencedsatha
show how the above sequential background knowledgan sequence of medical exam results within a ceriaie t
be actually obtained by an adversary, and used taéntify frame has higher probability to be observed thanthar
with high confidence the sensitive values of an imnddual.” ' sequence.
Our proposed defense algor?thm is _based on Jenseln- Privacy protection approaches can be diviih
e ieencel | experierts, S 1= micro data anonymiy and diferenial privacy ko

' Micro data anonymity works have focused on techesqu

the best of our knowledge, this is the first work hat ) X . : -
systematically investigates the role of sequential dealing either with multiple data releases, or with

background knowledge in serial release of transaah adversary background knowledge, but limited tonglsi
data. data release.

In this paper, we formally model privacy attacks
based on background knowledge extended to serial
micro-data releases. We present a new probabilistic
o defense technique taking into account adversary’'s

Large amounts of data related to indivisluare  packground knowledge and how he can revise it each
continuously acquired, and stored by corporate anfime new data are released. Similarly to other
government institutions. Examples include mobilegnonymization techniques, our method is based en th
service requests, web queries, credit card trainsact generalization of quasi-identifier (QI) values, but
a.nd tranSit database I‘eCOI’dS. These InStItutIO[Bn Of generalization is performed W|th a hew goal: m|m||mg
need to repeatedly release new or updated porbéns the difference among sensitive values probability
their data to other partner institutions for diéfet istributions within each Ql-group, while considei
purposes, including distributed processing, pg#ton  the knowledge revision process. Jensen-Shannon
in inter-organizational workflows, and data anadydihe divergence is used as a measure of similarity. We
medical domain is an interesting example: manyonsider different methods and accuracy levelsttier

countries have recently established centralizeda dapxtraction of background knowledge, and we show tha
stores that exchange patients’ data with medical

I.INTRODUCTION
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our defense is effective under different combinagiof TABLE 2
the knowledge of the adversary and the defender. Adversary's Background Knowledge
II.LMOTIVATING SCENARIO e (T T T Lo
[ Alice 51 F | 12030 | MAM-pos | 0.002 MAM-pos BCM-pos 06
[ Berty §2 F | 12030 MAI\{/—st 0.002 CXin:;;_S' BCI\J:pgf 0.02
- , e e ] o —
We consider the case of transaction dataerr— —— SN 0. | TN pos 002
. . L. Doris 52 F [ 12031 CX-pos | _0.0003 neg “pos
representing the results of medical exams taken by GaREn gs,ﬁog 0 Olpos | TNEpoe [0
AAAAA 52 1203 S-ne; 0.2
patients, and the need to periodically release ethesZii—= 200 [ B T o0t

transactions for data analysis. Each released view
contains one tuple for each patient who performed a Ill. MODELING ATTACKS BASED ON BACKGROUND

exam during the week preceding the publication. We AND REVISED KNOWNLEDGE
assume that data are published weekly. For the afike
simplicity, we also assume that each user cannébnoe In this section, we formally model privaagtacks

more than one exam per week; hence, no more than obased on background and revised knowledge.
tuple per user can appear in the same view. Eac o
generalized tuple includes the age, gender, andade /- Problem Definition

of the patient, as well as the performed exam twget We denote by Vi a view on the original transaction
with its result. We refer to this latter data, egmnted by data at time Ti, and by Vi* the generalization of V
the multi-value attribute Exres, as exam result.# Wreleased by the data publisher. We denote a histbry
denote as positive (pos) a result that reveals gonge  released generalized views by Hj*=<V1*V2*.. Vj*>
anomalous; negative (neg) otherwise. The attriixe We assume that the schema remains unchanged
res is considered the sensitive attribute, whike ather  throughout the release history, and we partitienview
attributes play the role of quasi identifiers (djnce columns into a set AqQi{A1l,A2,...,Am} of quasi-
they may be used, joined with external informatitm, identifier attributes, and into a single privat&ibutes.

restrict the set of candidate respondents. For simplicity, we assume that the domain of eacdsi
identifier attribute is numeric, but our notionsdan
TABLE 1 techniques can be easily extended to -categorical
Original and Generalized Transaction Data at thst Bind attributes. Given a tuple t in a view and an atitiébA in
Second Release (First and Second Week, Respegtively its schema, t[A] is the projection of tuple t omtitribute
(a) Original transaction data at time 1 (b) Generalized transaction data: 1st release A
[Name [ Age [ Gender [ Zip [ Exeres | [ Qlgroup | Age [ Gender | Zip [  Exeres |
Alice [ 51 F | 12030 | MAM-pos 1] [5152 F | 12030 [ MAM-pos
Betty | 52 F [ 12030 | CXueg 1| B3 F [ 12030 | CXneg
Carol |51 FT2031 | Cxpos 2| (51,52 F [ T203T | Cxpos B.SENSITIVE VALUES BACKGROUND KNOWLEDGE (BK sV)
Doris | 52 F | 12031 BS-neg 2 | [5152] F | 12031 BS-neg .
Ol bt dots & ot e Sensitive values background knowledge represents
c) Original transaction data at time 7 ) Generalized transaction data: 2nd release . . g . . . P
[(Name | f;" [Gender | Zp [ Bores ] [(Ogow [ Ag [ Conder [ Zp ] Bores| the apriori probability of associating an individlda a
N N R et sensitive value. We model the sensitive value riefgr
T T o to a respondent r by means of the discrete random
Grace | I F[1200] Ofpos i 51 P[0 ] CXpos variable S having values in D[S]. BKsv is modeled

according to the following definition.
adversary cannot exploit BKsv (reported in Tabled)
infer whether Alice or Betty is the respondent bét pefinition1. The sensitive values background knalgke
tuple with value MAM-pos. Hence, his posteriorijs 3 function BKsy : R—» Y where R is the set of
knowledge after observing tuples released at _tessta possible respondents’ identities, and
that, both for Alice and Betty, the probability béing
the respondent of one tuple with private value Mpbt
is the same of being the respondent of one tupte wi L = {{P'-- -+ +Pn) Z pi=1(0<p;:<1) }
private value CX-neg, i.e., 0.5. Analogously, Caanb =
Doris have equal probability of being the respotaen s the set of possible probability distributions of S, where
one tuple with private value CX-pos and of one with D[S) = {81,83,...,8,}
private value BS-neg. " o
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Algorithm 1. |S-reduce algorithm
Input: Sequence H,, = (Vi,.... V,.), the set R of
possible respondents as well as their QI values,

For example, if r € R is a possible respondent of a tuple
in a released view, BK*"(r) returns, for each sensitive value

8j € DI[S], the probability p; of r being actually associated BE®™, BK*1. the minimum level & of
with Sj. k-anonymity, threshold ¢ of f-closeness,
threshold j of JS divergence.
\NJS-REDUCE DEFENSE Output: Vi
1 JS-reduce(H,, R, BK*", BK*" k. t, j)
. . . 2 1
In this section, we illustrate the JS-reddegense £ begin

3 forall » € R do

against the identified background knowledge attacks

4 RBE;'(r) — BEK*(r)

A. Defense Strategy . e de

In order to enforce anonymity, it is necegst = S e L
limit the adversary’s capability of identifying teetual 1o s o )
respondent of a tuple in a given Ql-group. this msea ., ena 7
reducing the confidence of the adversary ir .3 e T2
discriminating a configuratiom among the possible '* <"
ones, based on his revised knowledge RBKsv. _ 2 ey Clagtty=rntisi=s

13 Pl A) 5% g

The goal of JS-reduce is to create QIl-gsowpose 14 end
tuple respondents have similar RBKsv (resp. BKsv 15 PEj*(r) «— {p(r,3),Vs € D[S]}
distributions. Indeed, if the respondents of tugresn 1o retum s il

Ql-group are indistinguishable with respect to RBKs
(resp. BKsv), the adversary cannot exploit backgdou
knowledge to perform the attack. Of course, defegqdi C: Data Quality-Oriented Generalization
against background knowledge attacks is not sefiici
to guarantee privacy protection against other kiatls
attacks. For this reason, JS-reduce also enforees
anonymity and t-closeness, in order to protect regjai
well-known identity and attribute-disclosure attack

Any anonymization technique based on QI
eneralization needs to carefully consider the ltiegu
gata quality: the more the QI values are genedlites
lower is the quality of released data. Hence, aubtef
adopting a general purpose anonymization framework
i>1 o | p— such as Mondrian we devised an ad hoc technique No
O Prasint *@—'cmpwlm?uen (P e vl that finding the optimal generalization of data ttha
satisfies the privacy requirements of JS-reduez, (ihe
Backgmund one that minimizes QI generalization) is an NP-hard
it fnowledge problem; indeed, it is well known that even optirkal

extraction

I anonymous generalization is NP-hard.

Fig.1. Defense mechanisms V.EXPERIMENTAL EVALUATION
In this section, we present an experimental evanabf
B. The JS-Reduce Algorithm the privacy threats due to sequential backgrounovedge

. attacks, we compare our defense with other appécab
The pseudocode of the JS-reduce algoritbm solutions, and we evaluate data quality.

shown in Algorithm 1. The algorithm takes as input:

TABLE 5
Values of Privacy Parameters Used in the Experiments
| | R t | B | i |
T-div. 2,8]2 B . -
t-clos. - [0.5,1]0.8 - -
(B,b)-priv. - 0.5,0.8]0.8 | [0.3,0.7]0.5 -
JS-red. - 0.5,0.8]0.5 - [0.2,0.8]0.6
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performed during that week. A tuple is composed of.e., it is the “best” knowledge that an adversargty
three QI attributes age, gender, and weight, and fave.

sensitive attribute Ex-res. Age has values in titerval
[45, 74] gender in [1, 2] and weight in [60, 89]hel
domain of Ex-res includes 17 different values aisded
to stages of different diseases (five stages oérliv
disease, four of the HIV syndrome, three of Alzh&im
and five of sepsis), as well as two sensitive \alte
describe the deceased and discharged events.

A.The Role of Adversary’s Background Knowledge

We performed experiments to evaluate the role ¢
background knowledge on the privacy threats
investigated in this paper: Incrementally extractec
knowledge IE-BKseq. Since it was the subject cditesd
studies the first kind of background knowledge we
consider is the one directly extracted from thendatbe
released. IE-BKseq can be calculated by applyin
sequential pattern mining (SPM) techniques on th
history of original (i.e., non-anonymized) dataeaich
time _i, IE-BKseq is calculated based on Vi. Sitice
size of the corpus is relatively small, we applesimple
SPM algorithm, which is essentially based on ¢
frequency count of sequences appearing in theriisto

DK-BKseq —— SPM-BKseq —=—
0.7 . IE-BKseq -=
eh)
= 0.6 + .X'x_sc____( R e R e e
% [0 5 T — .‘.f._.?p.—l..ln-.-l_-_‘..l:.ru::'::m."-—..!r.lﬂ_r.lq|
j= -
-E 0.4 ﬁf’l}' o __;_'?__E_Ji'_‘-__é_ ._._E',.I—i—_;»--""'—'i_—ﬂ =
% 0.3 | & ':I‘.'ijx— DO e SEASSEN DY SE RS _
L
§ o2 f—t——d—i | :
i
@ i/
L] o
(] | & L - L L A A L ! L. L il
0O 2 4 6 8 10 12 14 16 18 20 22
release
(a) 1-diwv.

Mined knowledge SPM-BKseq. In practice, an adversar
may approximate BKseq by applying SPM technique
on an external corpus of nonanonymized data. W
created a data corpus using the same model thated
to generate our data set; the corpus consistshistary
of 24 views containing 5,000 tuples each. SPM-BKse!
was calculated by applying Algorithm 5 to that agp
Domain knowledge DK-BKseq. Since our data
set was generated based on domain knowledge, in c
experiments DK-BKseq corresponds to the exact BKse«

0.7
0.6
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Fig.2. Adversary gain versus accuracy of adversary’

adversary gain of knowledge

domain knowledge DK-BKseq

DK-BKsag = 500-SPM-BKseq -+
IE-BKseq = 100-SPM-BKsegq =
2,500-SPM-BKseq
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(a) Defense based on DK-B K ==9
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case in which the defender has background knowledge
DK-BKseq. In this case, the defense is very efiecti
?E-Eﬁscq - 50&2@”%?“ + even when the adversary has the same background
-BRseq = 100-5PM-BKseq = knowledge as the defender. When the adversary’s
SADOSEM Bitapy v background knowledge is extracted from the data, we
observe that the adversary gain is lower. Withléel
n-SPM-BKseq in Fig. 5, we denote that the adversary
SPM-BKseq is extracted based on a history of 2d/vie

0.25

]
%]
<
e

_.__..I—I—- .—-I—l—,--.—|

i i E?Pf:zﬁ?—'t?ﬁ@ﬁ‘%t containing n tuples each.
0.1 + B e D o (R 0 B The adversary gain is lower with smalleluea of

i | n, since the resulting SPM-BKseq is a coarser
0.05 - ! approximation of the exact BKseq. The adversary gai

with incrementally extracted knowledge is compagabl
to the one obtained with SPM-BKseq. We also
considered the unfortunate case in which the adwers
release has more accurate background knowledge than the
(b) Defense based on [E-BK ¢4 defender. Results illustrated in Figs. 5b and Smsthe
adversary gain when the defender's background
knowledge is IE-BKseq and SPM-BKseq, respectively.
As expected, the more accurate the attacker's

adversary gain of knowledge

0 2 4 6 8 1012 14 16 18 20 22

O koo = 390-5PM-BKagd < background knowledge with respect to the defender’s
o 03 2,500-SPM-BKseq , one, the more effective the attack.
o i i i i
= | | H H
2 025+ R R ) 5
é 02 b = 4'1";(-._%? - t'lc-‘!?::: il (E"jtlsq-‘;g;' i
S | TR Y 0.9 — e =
=] e . -+
§ e T PR SR A o
o o 0.7 st | i } i :
= g P e e R TR
2 T 06—
g 5 0544 |
g 'l : : : 8 &Y :
a ' ' ' ' ' ' > 04 _ﬁ N ARIRI PRPSR ] MIEe] AL TaRWerRs TR Rt o
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release 5 03 5 | 5 Tk
. e 2 ottt e
(c) Defense based on SPM-B K ¢4 @ o1
. . . G - : ; : X ;
Fig.3. JS-reduce versus different kinds of advgisar 0 2 4 6 8 10 12 14 16 18 20 22
BKseq release

Fig.4. Adversary confidence.
B. Effectiveness of the JS-Reduce Defense

Results reported in Fig. 4c show that, when views
are anonymized with JS-reduce, the adversary gain
remains below 0.12, independently from the lendgth o
the released history, and on the kind of domain
knowledge available to the adversary. This resudins
that JS-reduce significantly limits the inference
capabilities of the adversary with respect to tlieeo
techniques that lead to an adversary gain higlaar 5.
We performed other experiments to evaluate the
effectiveness of JS reduce with different comburaiof
background knowledge available to the defendertand
the adversary, respectively. In Fig. 5a, we conmsidi¢he
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VLDB Workshop Secure Data Management (SDM '06),
— E pp. 48-63, 2006.

N P [4] J. Cao, B. Carminati, E. Ferrari, and K.-L. Tan
i “CASTLE: Continuously Anonymizing Data Streams,”
IEEE Trans. Dependable and Secure Computing, vol. 8
no. 3, pp. 337-352, May-June 2011.

Fig. 7. Adversary gain versus JS divergence (f = (1.5). [5] T.-H. Hubert Chan, E. Shi, and D. Song, “Prevand

kg, {Bi-prv. = ISred . . . ” y
rois. > Lo L A Continual Release of Statistics,” Proc. 37th Intl
e N b 1
e 8 9 O N e e e e o Colloquium  Conf.  Automata, Languages and

g;onu? AN AR T € \,‘ | Programming (ICALP '10), pp. 405-417, 2010.

< 7
1500 + S
F

i dERERER 0 o [6] W. Du, Z. Teng, and Z. Zhu, “Privacy-MaxEnt:

SRR T e b Integrating Background Knowledge in Privacy
(a) GCP (b) Query error Quantification,” Proc. ACM SIGMOD Int'l Conf.
Fig.5. Data quality evaluation Management of Data (SIGMOD '08), pp. 459- 472,

2008.

501

[7] C. Dwork, “Differential Privacy,” Proc. 33rd ti
VI.CONCLUSIONS Colloquium on Automata, Languages and Programming
In this paper, we showed that the correlatodn (ICALP ’'06), pp. 1-12, 2006.
sensitive values in subsequent releases can beassed
background knowledge to violate users’ privacy. W8] C. Dwork, M. Naor, T. Pitassi, and G.N. Rothilu
showed that an adversary can actually obtain thiifferential Privacy under Continual Observation,”
knowledge by different methods. We proposed a defen Proc,-42nd ACM Symp. Theory of Computing (STOC
algorithm and we showed through an extensivel0), pp. 715-724, 2010.
experimental evaluation that other applicable $ohst
are not effective, while our defense provides gron[9] G. Di Biase et al., “A Stochastic Model for the
privacy protection and good data quality, even wtnen HIV/AIDS Dynamic Evolution,” Math. Problems in
adversary has more accurate background knowleddeng., 2007.
than the defender. Our framework is seamlessly
extensible with additional forms of probabilistic [10] J.-L. Fuh, R.-F. Pwu, S.-J. Wang, and Y.-He@h
inference, since the JS-reduce technique reliesaon “Measuring Alzheimer’ s Disease Progression with
background knowledge revision process that is ieot t Transition Probabilities in the Taiwanese Poputgtio
to a specific inference method. Int’l J. Geriatric Psychiatry, vol. 19, no. 3, @66-270,
2004.
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