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and synthetic malware to demonstrate the effectisen

in commercial systems due to their high efficienloyt

can be ineffective in detecting malware variante. T Sharing among

classify the packed and polymorphic malware, tlaipgy

related malware sharing a common history of coamleC
variants can be derived from
autonomously self mutating malware, or manuallyiedp

proposes a novel system named Malwise. Classificati by the malware creator to reuse previously authooek.

is performed using a fast application level emuldatm

Both static and dynamic analysis will be perfornfed

reverse the code packing transformation and thesa d effective classification.

mining algorithms to perform classification. We usal

Index Terms— Computer security, malware, structural

l. INTRODUCTION

Malware, short for malicious software, means aetgrof
forms of hostile, intrusive, or annoying softwane ggogram
code. Malware is a pervasive problem in distributechputer
and network systems. Malware variants often hawindit
byte level representations while in principal bglda the same
family of malware. The byte level content is difat because
small changes to the malware source code can résult
significantly different compiled object code. Irigtproject we

classifmatiunpacking.

and their polymorphic variants. However, they aithes
ineffective or inefficient in classifying packed dn
polymorphic malware.

The malware's real content is frequently hiddemgisa
code transformation known as packing [7]. Packiegnot
solely used by malware. Packing is also used inwsoé
protection schemes and file compression for legiten
software, yet the majority of malware also uses togle
packing transformation.

describe malware variants with the umbrella term of

polymorphism. We are the first to use the approath
structuring and decompilation to generate malwageasures.
String based signatures have remained popularimrcial
systems due to their high efficiency, but can beffactive in
detecting malware variants.

A. Existing Approaches and Motivation

Static analysis incorporating n-grams [3, 4], etiétances
[5], API call sequences [10], and control flow [[Liave been
proposed to detect malware

Unpacking is a necessary component to performcstati

analysis and to reveal the hidden characteristicaadware. In
the problem scope of unpacking, it can be seen rieaty
instances of malware utilize identical or similackgers. Many
of these packers are also public, and malware d@taploys
the use of these public packers. Many instancemalfvare
also employ modified versions of public packersinBeable to
automatically unpack malware in any of these sdesain
addition to unpacking novel samples, provides henief
revealing the malware’s real content — a
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necessary component for
classification.

For modern malware classification approaches, &esys
must be developed that
polymorphic and packed malware, but that is aldicient. In
this paper we present an effective and efficierstesy that
employs dynamic and static analysis to automatiaatipack
and classify a malware instance as a variant, based
similarities of features.

B. Contributions

This paper makes the following contributions. Finse
propose using a feature search method that focases
selecting generic features that are applicable iféerent

families of virusesSecond, we propose using three algorithm

to classify nonspecific features for exact and apionate
identification of flow graphs. Third, we proposedaevaluate
automated unpacking Using application level emarathat is
equally capable of desktop Antivirus integration.heT
automated unpacked is capable of unpacking knowrples
and is also capable of unpacking unknown sampligslli,

we implement and evaluate our ideas in a novelopypée

system called Malwise that performs automated wkipgand
malware classification.

C. Structure of the Paper

is not only effective agains
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static analysis and aecurathe process image during normal execution. Monmitpri

execution for the dynamic generation and executibrihe
malware’s hidden code can be achieved through dionlgg].
Emulation provides a safe and isolated environmfant
malware analysis. The advantage of applicationl lerrulation
over whole system emulation is significantly greate
performance. Application level emulation for autdeth
unpacking has had commercial interest [9] but keatized few
academic publications evaluating its effectiveneanad
performance.

B. Polymor phic Malware Classification

A variation of n-grams, coined n-perms has been
proposed [4] to describe malware characteristicsd an
subsequently used in a classifier. An alternatippreach is

SUsing the basic blocks of unpacked malware, classifi sing

edit distances, inverted indexes and bloom filfgfsThe main
disadvantage of these approaches is that minorgelsaio the
malware source code can result in significant chang the
resulting byte stream after compilation. The needlsimilarity
search we perform enables the real-time clasdificabf

malware from a large database. No prior relatedareh has
performed in real-time. Additionally distinguishitogir work is
the proposed automated unpacking system, whiaftegiiated
into the flow graph based classification system.

C. The Difference between Malwise and Previous Work

The structure of this paper is as follows: Section2

describes related work in automated unpacking aativare
classification; Section 3 refines the problem dé&bn and our
approach to the proposed malware classificationtesys
Section 4 describes the design and implementatiomuo
prototype Malwise system; Section 5 evaluates Msdwising
real and synthetic malware samples; finally, Secti6
summarizes and concludes the paper.

Il. RELATED WORK
A. Automated Unpacking

Automated unpacking relies on typical

behavior seen in the majority of packed malwarédddn code
is dynamically generated and then executed. Theehiccode
is naturally revealed in

Our research differs from previous flow graph
classification research by using a novel approxematntrol
flow graph matching algorithm employing structuritp prior
related research has performed in real-time. Acloktily
distinguishing our work is the proposed automategagking
system, which is integrated into the flow graph duhs
classification system.

IIl. PROBLEM DEFINITION AND OUR
APPROACH

The problem of malware classification and variant
detection is defined in this Section.
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A. Problem Definition B. Our Approach

A malware classification system is assumed to have Our approach employs both dynamic and static aisalgs
advance access to a set of known malware. Thisoiis fclassify malware. Entropy analysis initially detémes if the
construction of an initial malware database. Th&altkse is binary has undergone a code packing transformafipacked,
constructed by identifying invariant characteristim each dynamic analysis employing application level emuolat
malware and generating an associated signature stdoed in  reveals the hidden code using entropy analysistectl when
the database. After database initialization, noros#t of the unpacking is complete. Our classifier is genuiredyristic and
system commences. The system has as input a psgvioudoes not rely on signatures. In experiments tesiimgmethod
unknown binary that is to be classified as beindigizaus or  against that of leading research, our method aebiehetter
non malicious. The input binary and the initial mate performance. In both models the features seleatdduaed by
binaries may have additionally undergone a codekipgc the classifier had comparable overall support witlihe

transformation to hinder static analysis. The dfiess dataset.
calculates similarities between the input binaryd asach ) ) )
malware in the database. If identified as a vayitme database We also introduced an evaluation method for virus
may be updated to incorporate the potentially new af c!assmers that tests more convincingly |ts.qu|tm detect new
generated signatures associated with that variant. viruses. Our method does not allow classifiersse examples

in training that are variants of viruses preserthimtest set.
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Fig. 1.Block diagram of the malware classification system
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IV. SYSTEM DESIGN AND
IMPLEMENTATION

A. Identifying Packed Binaries Using Entropy Analysis

Malwise performs an initial analysis on the input
binary to determine if it has undergone a code ipack
transformation. Entropy analysis [8], is used tenitify packed
binaries. The entropy of a block of data descrithesamount

of information it contains. It is calculated asldéoVs:

p{i)= 0
p(i)=0

pli)log, pli) .

AR !

=1

Where p(i) is the probability of theith unit of
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than several hundred in most cases. The worst casebe
expected to have a runtime complexity ©{Nlog(M) +
ANIog(N)), whereA is the number ofimilar malware to the
input binary.

V. EVALUATION

Our method does not allow classifiers to use exaspl
in training that are variants of viruses presentha test set.
Our results show that our system, which uses famin-
specific features, performs very well, while exigtitechniques
for detecting previously unseen viruses performisicantly
more poorly under our evaluation method.

VI. CONCLUSION

In this paper we proposed different algorithms to
unpack malware using application level emulation. detect
the completion of unpacking, we proposed and evatli#he

information in eveni's sequence ok symbols. For malware Use of entropy analysis. It was shown that ouresgstan

packing analysis, the unit of information is a bytdue,N is

effectively identify variants of malware in sample$ real

256, and an event is a block of data from the madwa Mmalware. In future work we propose focusing on ceuiy the

Compressed and encrypted data have relatively @idgiopy.

If the binary is identified as being packed, thae tlynamic

analysis to perform automated unpacking proceefighd

binary is not packed, then the static analysis cemuas

immediately.

B. Application Level Emulation

Automated unpacking requires malware execution t
be simulated so that the malware may reveal itddridcode.

The hidden code once revealed is then extracteoh fitoe
process image. Application level emulation provides

alternate approach to whole system emulation feoraated
emulation simulates e th

unpacking. Application level
instruction set architecture and system call iiaieef

C. Complexity Analysis

We assume a search complexityo@og(N)) for both
global and local flowgraph databases. The runtiorapexity
of malware classification is on avera@&Nlog(M)) whereM is
the number of control flow graphs in the databaselN is the
number of control flow graphs in the input binamy. is
proportional to the input binary size and not more

(0]

false positive rate, by using a larger number ofidpe files, or
by training our classifier using a cost matrix asetting a
higher cost to misclassifying negative examples. Waild
also like to explore retrospective testing. Retextipe testing
would involve using a set of older viruses in thairting set
and a set of more recent ones in the test setllfimtawas
demonstrated the efficiency of unpacking and madwar
classification warrants Malwise as suitable for gmtial
applications including desktop and Internet gatewayd
Antivirus systems.
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