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Abstract— Privacy preservation has become a major issue

in many data analysis applications. Protecting the
individuals privacy is a vital activity in microdata
publishing. Anonymization is a technique to reduce the re-
identification of person specific information. When a data
set is released to data recipient for data analysis by data
publisher, some privacy-preserving techniques are often
required. Therefore, data publisher releases individual’s
information to reduce the possibility of identifying
sensitive information about individuals. In order to protect
sensitive information, the simplest solution is not to
disclose the information. The data publisher can transform
the data in such a way that the modified data must
guarantee privacy and also retains sufficient utility before
it is released to data recipient. In the existing system, a
novel anonymization technique for privacy preserving
data publishing, Slicing is implemented. This technique
preserves better utility and privacy by using partitioning
strategies. But it provides less utility correlations. In the
proposed system, overlapping slicing is implemented using
one of the soft clustering techniques called fuzzy
clustering, which provides better utility correlations.
Fuzzy clustering partitions the data which may overlap in
more than one cluster. It achieves overlapping clustering
using membership function. It is expected that fuzzy
clustering algorithm gives better performance in terms of
both cardinality and dimensionality.

Index Terms— Privacy preservation, Anonymization,
Fuzzy Algorithm.

[.INTRODUCTION

Anonymization is the process of removing or
modifying the identifying variables contained in the dataset.
Identifying those variables contains the characteristics of an
individual. The issue is how to publish the data in such a way
that the privacy of individuals can be preserve. Various
anonymization methods can be applied to preserve the
sensitive information, they are: generalization, suppression,
randomly swapping some attributes in the original data
records, permutations or perturbative masking. Although these
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anonymization methods are used to increase protection,
minimizing the disclosure risk, but they also decrease the
quality of the data (i.e.) it’s utility. These techniques include
methods such as randomization, k-anonymity, and I-diversity.

The goal of Privacy Preserving Data Publishing is to
transform the table, such that individuals may not be linked to
specific tuples with high certainty. At the same time, the
published data should be useful to the data publisher and
anonymize the data such that a certain degree of privacy is
preserved while data utility is maximized.

Anonymity is an important concept for privacy and it
can embed privacy protection in data itself. for example, no
one can tell to whom a data record is related (referred to as
identity privacy) or no one can learn about a particular
property of individuals (referred to as attribute privacy) from
observing an anonymous dataset. The traditional approach of
releasing the data tables without breaching the privacy of
individuals in the table is to de-identify records by removing
the identifying fields such as name, address, and social
security number. However, joining this de-identified table
with a publicly available database (like the voters database) on
attributes like race, age, and zip code (usually called quasi-
identifier) can be used to identify the individuals.

A. ANONYMITY MODELS
K-Anonymity :

In this technique each record within an anonymized
table must be identical with at least k-1 other record within the
dataset, with respect to a set of QI attributes [9]. In particular,
a table is k-anonymous if the QI attributes values of each
record are identical to those of at least k-1 other records. To
achieve the k-anonymity requirement, generalization or
suppression could be used. It is very difficult for a database
owner to determine which of the attributes are available or not
available in external tables.

L-Diversity:

180

International Journal Of Engineering Research and Technology(1JERT), ICSEM-2013 Conference Proceedings



This technique was proposed to solve the
homogeneity attack of k-anonymity technique that emphasizes
not only on saving the minimum size of k group but also
considers saving the variety of the sensitive attributes of each
group [10].It treats all values of a given attribute in a same
way regardless of its distribution in the data and it is
insufficient to prevent attribute disclosure.

T-Closeness.

Each group of records that have identical QI attribute
values is called an equivalence class [12]. An equivalence
class is said to have t-closeness if the distance between the
distribution of a sensitive attribute in this class and the
distribution of the attribute in the whole table is no more than
a threshold t. A table is said to have t-closeness if all
equivalence classes have t-closeness. T-closeness uses the
Earth Mover Distance (EMD) function to measure the
sensitive attribute frequency distribution of publicly available
data with the distribution of quasi group and requires the
closeness to be within it. It requires the distribution of
sensitive values to be the same in all quasi identifier groups.

B.ANONYMIZATION APPROACHES
Generalization and Suppression:

Generalization technique substitutes the values of a
given attribute with more general values whereas suppression
replaces some values with a special value (e.g., “*” or “Any”)
also indicating that the replaced values are not disclosed.

Bucketization and Randomization:

Bucketization partitions the original dataset into non-
overlapping groups (or buckets) and for each group, its
provides a clear separation between quasi- attributes and
sensitive attributes and the bucketized data consists of a set of
buckets with permuted sensitive attribute values.By
randomization ,anonymized data could be created by
randomly perturbing the attribute values.

Privacy models typically include three types of
disclosure: identity, attribute, and membership disclosure.
Preventing adversaries from learning whether one’s record is
included in the published data set is called membership
disclosure. Identity disclosure occurs if an individual is linked
to a particular record in the released table. Attribute disclosure
occurs if new information about some individuals is revealed

II. RELATED WORK

T. Li and N. Li analyzed the fundamental characteristics of
privacy and utility, and show that it is inappropriate to directly
compare privacy with utility [1]. Also, it describes the tradeoff
between privacy and utility in micro data publishing.
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The direct comparison methodology evaluates privacy loss
and utility gain. Therefore privacy loss is measured as the
adversary’s accuracy improvement in guessing the sensitive
attribute value of an individual and utility gain is measured as
the researcher’s accuracy improvement in building a
classification model for the sensitive attribute.

Some of the fundamental characteristics are:
(1)Privacy concerns information about specific
individuals and utility contributes to aggregate
information about large populations.
(2)Privacy should be enforced for each individual and
utility accumulates all useful knowledge.

The idea of trade-off metrics is to consider both the privacy
and information requirements at every anonymization
operation and to determine an optimal trade-off between the
two requirements.

Thomas and Wangmo proposed modification to the
fuzzy c-means algorithm to overcome the limitations of it in
calculating the new cluster centers and in finding the
membership values with natural data [7]. Clustering
algorithms maps a new data item into one of several known
clusters. Membership of a data item in a cluster can be
determined by measuring the distance from each cluster center
to the data point. The most popular fuzzy clustering technique
is fuzzy C-means algorithm.

The algorithm has difficulty in handling outlier points
and it has inability to calculate the membership value if the
distance of a data point is zero.

Some of the modifications are:
i.  C-means with Modified Distance Function
Klawonn and Keller have proposed a
modified C-means algorithm with new distance
function which is based on dot product instead of the
conventional Euclidean distance [11].

ii.  Modified C-means for MRI Segmentation
Jiang and Yang have formulated modified
C-means by modifying the objective function of the
standard fuzzy C-means (FCM) method to
compensate for intensity inhomogeneities.

iii.  Adaptive Fuzzy Clustering

Krisnapuram and Keller proposed a
modified version of the c-means clustering [11]. The
adaptive fuzzy clustering algorithm is efficient in
handling data with outlier points. In comparison with
C-means algorithm, it gives only very low
membership for outlier points.
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A modified version of fuzzy c-means algorithm is presented
and the new algorithm is applied on a natural data set and its
performance is compared with that of classical fuzzy C-means
algorithm and found that the new method gives better
performance in defining cluster centers.

Chen and Hu proposed a new overlapping cluster
algorithm which differs from traditional clustering algorithms
[5]. The new clustering algorithm achieved overlapping, so
clusters are allowed to overlap with one another.

The traditional partitioning cluster methods use the shortest
distances to determine which cluster an object should belong
to and an object is assigned to the nearest cluster.

The author has developed overlapping partitioning cluster
algorithm (the OPC algorithm) and it adopts the same
framework as that of K-Medoids algorithm.

The algorithm has two input parameters k and s. The number k
specifies the number of clusters and s is the threshold for
similarity. Since the algorithm is a heuristic method, the
process should be repeated until a satisfactory result is
obtained.

The OPC algorithm contains three parts,
e The first part is the preprocessing work.
e The second part is a smart method, which randomly
selects the initial k cluster center-objects.
e The last part adjusts the clusters by iteratively
changing cluster center-objects.

A new overlapping partitioning cluster algorithm is developed
by modifying the traditional K-Medoids algorithm [5].
Finally, a simulation is designed to evaluate the effectiveness
and the efficiency of the OPC algorithm. The results indicate
that the algorithm is efficient and can generate satisfactory
clustering results.

II1. EXISTING SYSTEM

The basic idea of slicing is to break the association
across columns and to preserve the association within each
column [6]. Slicing groups highly correlated attributes
together and preserves the correlations between such attributes
and breaks the associations between uncorrelated attributes.

Slicing partitions the dataset in two ways,

e  Vertical partitioning
e Horizontal partitioning

The main goal of slicing is to preserve utility and privacy.
Therefore, it preserves utility by grouping highly correlated
attributes together and provides privacy by breaks the
associations between uncorrelated attributes.
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Compared to generalization, Slicing is better approach in
which, it groups correlated attributes together in one column
and preserves their correlation.

Compared to bucketization, Slicing can be used without a
clear separation between QI and sensitive attributes and also it
can be used to prevent membership disclosure.

A.ATTRIBUTE PARTITIONING (VERTICAL
PARTITIONING)

In this phase, it involves two steps:
(i)Compute the correlations between pairs of attributes
(i1)Cluster attributes based on their correlations

Correlation Measure:

Mean-square contingency coefficient is a chi-square
measure of correlation between two categorical attributes.
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Equation is used to calculate Chi-square correlation measure
Where,

Ay, A, 2 two categorical attributes

d;,d, —>domain size of attributes

[{Vll,Vlz, ......... Vldl},{VZhVZZ: ........ V2d2}]

fi, f; > fraction of occurances of v;; and v,; in the
data

£ -> fraction of cooccurances of vj;and v in
the data

Attribute Clustering:

K-medoids algorithm (PAM) is used for attribute
clustering. The distance between two attributes in the
clustering space is defined as d (A, A2) = 1-®* (A, A,). Two
attributes that are strongly correlated will have a smaller
distance between the corresponding data points in our
clustering space.

PAM steps are:

. Initially, selecting k data points as the initial
medoids.
il. In each subsequent step, PAM chooses one medoid

point and one non-medoid point and swaps them as
long as the cost of clustering decreases.

ii. Cost of clustering - sum of the distance from each
data point in the cluster to the medoid point of the
cluster.

Result of this algorithm is shown in fig 1.

B. COLUMN GENERALIZATION
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Column generalization may be required for
identity/membership disclosure protection. If a column value
is unique in a clumn (i.e., the column value appears only once
in the column), a tuple with this unique column value can only
have one matching bucket. Column generalization ensures that
one column satisfies the k-anonymity requirement

) ATTRIBUTES CLU:

ATTRIBUTES CLUSTERMG RESULT i
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Fig 1. Attribute clustering

C. HORIZONTAL PARTITIONING (TUPLE
PARTITIONING)

In the phase, tuples are partitioned into buckets using
modified mondrain algorithm as in fig 2.

Tuple partitioning algorithm steps are:

The algorithm maintains two data structures: a queue
of buckets Q and a set of sliced buckets SB.Initially, Q
contains only one bucket which includes all tuples and SB is
empty. In each iteration, the algorithm removes a bucket from
Q and splits the bucket into two buckets.

If the sliced table after the split satisfies 1-diversity,
then the algorithm puts the two buckets, at the end of the
queue Q. Otherwise, bucket cannot be splited anymore and
the algorithm puts the bucket into SB. When Q becomes
empty, sliced table have been computed. The set of sliced
buckets is denoted as SB. When Q becomes empty, sliced
table have been computed. The set of sliced buckets is denoted
as SB.

The main part of the tuple-partition algorithm is to
check whether a sliced table satisfies 1-diversity. For each
tuple t, the algorithm maintains a list of statistics about t’s
matching buckets. Each element in the list contains statistics
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about one matching bucket B: the matching probability and
the distribution of candidate sensitive values.

1|:2) TABLE AFTER TUf

age_salars | work_clss_Fours_per_vesk | aducaior_capal_g. | ecucsion num_nll. | martalstes_capt.| occwpstan sex | eclionghip_race | Budkel | |
140, <=50K] [Privale, 16] Bachalos, 0] [13 Enclard] [Nevermaried, 0 Tecrsuppor, Vael  [Notinfamily, Write] ‘1 q
[39,>50K] [ Prvate, 53] Bachalos, 0] [10 Unied-States]  [Divorced, (] Cratrerar Wals]  [Unméred, White] 1
63, <=50K] [ Pihate, 50] Somecolege, (] [0, Untec-Stales]  [Maied-cvspouse... |Probspecalt, Fom.. [Husoand, White] 1
(28, <=50K] [Prvate, 3] Hs-ged 0] [11 Uniec-States]  [Mariec-ivepouse... |Profspecaly, Fam.. [Husoand, Wnie] 1
(55, <<5CK] [Prvate,2] Kesozine, 0] [15 UniedStates]  [Never-maried,0) [ Cratrepair Uale]  [Unmzriec, White] 1
(28, <=50K] [ Privale, 40] “sk4h, 0] [2, Mezice] [Never-maried, 0] Maching-op-inspct,.. [Natinamily, Write] 2
[24,<=50K] [ Prvate, 30] He-gzd 0] [9, United-Stales] [ Never-maried, 0 Other-senice, “em... [Cwr-child, White] 2
(57, <=50K] [Pivale, 40] HS-gd, (] [9, United-Stales]  [Maried-cwspouse.. | Cratrepair Wals]  [Husband, Whit] 2
(53, <=50K] [Localgoy 41] i, 0] 5 UniecStales]  [Maried-dvepouse... |Cratiegair lale]  [Husoand Whie] 2
[28, <=50K] [ Prate, 41] Somecoleqs (] (10 UntedStatss]  [Nevermaried, 0 [ Cratrepair lals]  [Nobinami, Black] 2
132,-50K]  [Private, 45] Bachelos, 15024 [13 Unied-States]  [Maried-cvpouse... [Execmenagencl,.. [Husband Whit] 2
139, <=5CK] [Prvate, 40] Somecolegz, (] [10 UniedStates]  [Maried-spouse-ab.. [Adm-clevicel,Fema. [Unmaried, Ame~.. 2
(1, <<50K] [ Pivate, 34] Assozaxdm ] [12 Unied-States]  [Divorced, €] Acm-clericel, Fema. [Unmartied, White] 2
[0, <=50K] [Pivale, 27] Somecolege, (] [10 UniedStates] [ Widowed, 0] Sles Fomae]  [Unmaried Whit] 2
(38, <=50K] [Prvte, 26] Somecolegs (] [10 Unied:States]  [Divorced, €] Sales,Fama]  [Owr-crid,Whtg] 2
(62, <=50K] [ Priate, 41] hesonc, 0] [11 Uniec-States]  [Separated, (] Prokspecalt Fam.. [Unmariec, Whits] 2
[34,<=50K] [ Prvate, 40] Somecolege, (] [10 Unied-States]  [Never-maried, 0 Execmanagencl F.. [Notindamily, Write] 2
[40,>50K] [ Prvate, 4] He-ged 0] [9, United-States]  [Married-civ-epouse... [Adm-clericel Fema. [ViFe, White] 2

Fig 2. Tuple partitioning
IV. PROPOSED SYSTEM

Marginal publication can be viewed as a special case
of “slicing which does not have horizontal partitioning.
Therefore, correlations among attributes in different columns
are lost in marginal publication. It is similar to overlapping
vertical partitioning and it also termed as overlapping slicing,
which duplicates an attribute in more than one columns. This
releases more attribute correlations.

Clustering is an unsupervised learning of unlabeled
data. As the training is unsupervised in clustering algorithms,
these can be safely used on a data set without much
knowledge of it. Easy tackling of noisy data and outliers and
the ability to deal with the data having various types of
variables are the two important benefits of clustering. Several
fuzzy clustering algorithms had been proposed by various
researchers. Those algorithms include fuzzy ISODATA, fuzzy
C-means, fuzzy K-nearest neighborhood algorithm, potential-
based clustering, etc.

Fuzzy C-means (FCM) algorithm, one of the most
popular fuzzy clustering techniques, was originally proposed
by Dunn and had been modified by Bezdek.FCM is able to
determine, and in turn, iteratively update the membership
values of a data point with the pre-defined number of clusters.
Thus, a data point can be the member of all clusters with the
corresponding membership values.

Fuzzy C-means algorithm steps are:

Step 1: Initialize U= [uj] matrix , u©®
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Step 2: At k-step : calculate the centers vectors C* =[c;] with
U(k)

ij ; L 2m—1]
. : ,{,.I’u.
| d,

W,

k=l

%,

Where,dij :H X - XJH

Step 4: If || U™V~ U™ || < ¢ then STOP ; otherwise return to
step 2

By using this algorithm, overlapping is introduced
between attributes. As a result, compared to existing system,
better utility is achieved.

V. PERFORMANCE EVALUATION

The performance evaluation of the proposed system
is measured in terms of utility and privacy. Utility refers to
usefulness of the anonymized data which is released to the
public. Privacy refers to how much security is imparted among
released data. By using soft clustering techniques, our
proposed system will be improved using these performance
measures.

VI. CONCLUSION

Privacy preserving data publishing using slicing
works well for high-dimensional data. It partitions the input
dataset based on correlation coefficient followed by hard
clustering of attributes .Furthermore, tuples are partitioned
using l-diversity check algorithm. The overlapping slicing
using soft clustering technique is expected to produce more
utilitycorrelations among attributes.
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