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Abstract—Privacy has been acknowledged to be aased access control models have been introduced.
critical requirement for all organizations. Spemify  This also does not satisfy the privacy requiremeBts
such kind of privacy policy based on role basecessc there is a strong need to have an efficient system

control model is crucial. With ubiquitous computing that should define the strict privacy policies irway
technologies, business processes become more mobtleat should not be breakable by any one.

and distributed and are executed in various ohjects

Context-aware access control mechanisms are dn order to come up with best efficiency and uplate
important perquisite to protect sensitive data andssues, most organizations create some roles aighas
services in secure ubiquitous computing environsient gt of permissions to that role. Breaking the myvan

A context constraint spet_:lfles that certain com_nnihat sensitive informations is considered as violatimfn
must be fulfilled to permit the execution of a pautar o .

task. Conflict resolution is one of the main issires rules._ T_herefore, it is very much reqqlred that the
permission assignment in the Privacy Aware RolgP€rmissions to the roles have to be given based on
Based Access Control Model. There could bedemporal-period .

possibility that there is no conflict for up to two

permission assignments, but there is a chancettfige  |I. ROLE BASED ACCESS CONTROL (RBAC)

conflict when three or more PA’s are considered

together. In the past years the role-based access controA(RB

T this i im t tend th has been established for security administraticedsge
. 0 overcome fnis 1ssue we aim to exten €and it received strong support from the researah an
conflict detection algorithms which will detect the

. . . . practitioner communities. In this short duratiorhas
_confllcts for up to N permission assignment's anel w become the best form of access control mechanisms i
integrate context constraints with process-relatéel — business enterprises.
based access control(RBAC) models and thereby
support context-dependent task execution to improv
the efficiency of the User Assignment we incorperat
Rule design to assigning users to roles

n every computer, access control is an approach fo
restricting system access to authorized users. Role
based access control is a one way in which thesacce
control is practiced through roles. Inside an
organization, roles are established to mean vaijols
functions. The permissions are assigned to specific
roles to perform some actions. Members of team (or
other system users) are assigned particular raled,
through those role assignments acquire the sulbsiet o
permissions assigned to roles, to perform particula
system functions. Since users are not assigned
permissions directly, they acquire them throughrthe
role (or roles), management of individual user t$gh
becomes a matter of simply assigning approprid&sro
(]O the user; this simplifies the operations, such a
adding a user, or changing a user's department. It
d’ncludes the Components as follows:

Keywords- Splitting Context Variable; Permission
Assignment; Privacy aware RBAC and Temporal
Constraints

|.INTRODUCTION

Nowadays the privacy plays the vital role in dewgdi
the security over the informations in the system.
Privacy policies are acting as the access control

rules to protect the system from the unauthorize
access. The security provided by the traditionaksas
control models is not adequate for the upcomin
requirements of the latest technology. After thatitole

206

International Journal Of Engineering Research and Technology(1JERT), ICSEM-2013 Conference Proceedings



Proceedings of International Coafiee “ICSEM’13”

1. Role assignment: A subject can execute and Boolean Expressions; its main goal is to prewd
function only if the subject has been assigned danguage for expressing conditions richer than the
role previously. simple condition language provided by Core P-RBAC.
2. Role authorization: A subject's active role Universal P-RBAC combines functionalities of both
must be authorized for the subject. This Conditional P-RBAC and Hierarchical P-RBAC.
ensures that users can acquire on only roles to
which they are authorized. The three main components of P-RBAC are purpose
3. Transaction authorizationA subject can binding, conditions and obligations.
execute a transaction only if the transaction isPurpose bindinglt means that data collected for one
assigned for the subject's active role. Thispurpose should not used for another purpose without
ensures that users can execute onlyser consent.
transactions for which they are authorized. Conditions: They are the prerequisites to be méirbe
any action can be executed or permission can be
A. PRIVACY AWARE ROLE BASED ACCESS  assigned.
CONTROL Obligations: They are the actions to be perforniéer a
a permission has been assigned and some action is
Traditional access models, such as Mandatorgxecuted on data objects to make the action complet
Access Control (MAC) and Discretionary Access
Control (DAC), are not designed to enforce privacy
policies rather barely meet the requirements ofgmy 1. ACTIVITY CONSTRAINT MODEL
protection. However, existing access control tetdumo
can be used as a starting point for managing pafsonPervasive = Computing integrates the physical
identifiable information in a trustworthy fashion. environment space with the user space. It allovessus
to interact with the environment in a way that a#o
The Role Based Access Control model is arnusers to reduce their focus on computing technology
alternative to the conventional access control fsode and concentrate more on their current tasks. Degjgn
This includes three models such as, core-RBACa pervasive system requires integration of all auefa
Constrained RBAC, Hierarchy-RBAC. The latter.two computer science and engineering from hardware
models are extended from the core model. designs to theoretical studies.

In order to extend classical RBAC to support comple The area of Pervasive Computing which this research
privacy policies, consistently with the approaclhateéd addresses is access control. Though the systendwoul
for classical RBAC, we take the approach of defjrin  eventually be designed and implemented, security an
family of Privacy aware RBAC (P-RBAC) [2] trustissues could prevent it from being used. &seH
conceptual models characterized by different madeli interact with the smart environment with interaetiv
capabilities. applications on peripheral devices that communicate
with the system providing services to their curraisk.
A. Core P-RBAC: is the base model, placed at
bottom. It satisfies all the fundamental featuréshe The environment contains applications or brokers
RBAC model. It should have sufficient expressivewaiting for requests of service to carry out tasks
power for representing public privacy policies,vagdy  which it was designed. Access control to various
statements and privacy notices in Web sites, andbjects, files, or devices becomes necessary to the
policies based on privacy related acts. On therothesuccess of Marc Weiser's vision [69]. This vision
hand, conflicts detection in Core P-RBAC shouldfocuses on the seamless interaction between uadrs a
remain tractable. Advanced models in the familesgt the environment filled with embedded computing
Core P-RBAC with additional modeling constructs. systems. These objects could be any household or
office appliance, electronic files, or peripheralvites.
b.Hierarchical P-RBAC: introduces the In general, the objects requiring protection argsptal
notions ofRole Hierarchy (RH), Data Hierarchy (DH),  devices or virtual files.
and Purpose Hierarchy (PH); it thus enhances Core P-
RBAC with hierarchical organizations for three Pervasive Computing brings other issues that raise
important entities of Core P-RBAC. concern because of its high mobility and service
capabilities. One could request a service that egsh
c.Conditional P-RBAC: It provides common access to a resource without regard for activities
constructs for building the components codre P-  occurring in the environment. Such a request could
RBAC. Also introduces Permission Assignment Sets
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violate the user intentions of the current activity provider. Hence, an active view of all contextsnat

Actions by users in a space continuously required, but only relevant context to the activisy
affect the security properties of a smart environime supplied. Users requesting to take part in an iagtare
where they cannot always see or hear allowed to utilize the permissions only when all

all actions or events occurring. Thus, Pervasivevalidations have been satisfied.
Computing brings the issue of preserving user istan
a physical environment where users are consistentlyhroughout the duration of an activity, revocatiafs
interacting with the space while still applying the activities and roles may occur based on environment
appropriate  security policies and preventingand user context. A generalization required in the
unauthorized accesses. context constraint language is that any constnaiay
not be directed towards a specific user. Since we a
taking advantage of RBAC's concept of roles, wetmus

2. ROLE-CARDINALITY ACTIVATION retain that advantage. Besides, specifying comgfrai
CONSTRAINT directed towards each user is inefficient and cliffi to
maintain.

Conflict of interest in ABAC may occur when a user

engages with other users where their skills orgstts  Instead, constraints are directed towards the roles
are divergent. This does not mean that users malgeno associated with an activity. In turn, users asdedia
associated with other users of different skill cate with the role and activity will be associated witte
interest. This means the information shared widin  constraint. Violations of activity context constrs
activity is restricted only to authorized users,t no will deactivate the activity, and violations of eol
necessarily requiring users to be associated vhi¢h t context constraints will deactivate those roles
same role. Separation of duty on activated rolarnn associated with the activity. Notifications and ¢kouts
activity is to enforce the constraint on the assignt of  are required before deactivation to avoid abrufibas
users to activities. Such a constraint would rem@n  from occurring

activity, such as a parent-teacher meeting, to have unless the violation is critical.

minimum of 1 parent and 1 teacher role activated

before the activity could activate. 5. ACTIVITY

3. ACTIVITY SEPARATION To authorize a user the system must determine the

request source. Since Pervasive Computing
Within a given environment or setting, conflicts of environments are information-rich in context, this
interest occur when activities are occurringinformation is used to verify the environment
simultaneously or too many activities of the sagpet conditions of the participating users and brokers t
are concurrently occurring. Mutually exclusive ensure the purpose of the activity. Through Acjivit
activities (MEA) allows activities to be authorized based Access Control Model context constraints,
when two or more activities do not create a cohflic  activities are limited to the context condition®sified
interest when acted on independently, but producé a policy.
policy concerns when activated simultaneously.

6. ROLES
4. CONTEXT CONSTRAINT

As well as activity constraints, we separate cadntex
We provide two types of context constraints: atfivi constraints for activities as a whole and eachviddal
context constraint and role context constraint. t€gin  participant. Activity context constraints deactain
conditions are applied to both activities and rolesactivity if any of its constraints are not satisfievhile
associated with the activity. For an activity olerto be  activity role constraints deactivate only subjectes.
active, all context conditions associated with &méity ~ This prevents participation of only specified relben
must be true. Associated with each condition igtaas those constraints are not satisfied. This avoids
context variable that must be active and readydo bdeactivation of an activity when it is the casettha
validated. The Activity-based Access Control Modelsingle role does not satisfy the constraints; aitdout
context constraint validation only occurs if thelero the active role the activity still satisfies thenstraints.
requirements, role-cardinality activation consttaand
activity separation have been validated and satsfi Ill. PROCESS —-RELATED RBAC
Upon a session's association with
an activity, only then are the associated context®©ne objective of our research is to define process-
variables subscribed to and received from the atnte related context constraints via native modeling
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Here the General Manager can read the Chennai

the process-flow perspective and are decoupled fromaccount for the purpose of calculating the totadast

access control-relevant context information.

A. Access Control Layer:

This Layer consists of three major working
modules such as user assignment,

techniques are used to build a flexible role strmect
system.

Access control layer

ROLES

USER
l’ SESSION .

CONTEXT

(~crions ) (mesoorces ]]

DATABASE
CONFLICT
DETECTION
ENGINE

USER

ADMINISTRATOR

USER SESSION

Fig. 3.1 System Architecture

B.Representing Time;

when the bank branch is Chennai, branch consent=yes
Bank location is perungudi and current time is1MA.
to 12 A.M however, Chennai branch will be informed

by official Email.”

permission
assignment, and conflict detection engine. All the

C.Conflict Detection Module:

The conflict detection engine (CDM) gets the hetprf
RBAC manager to compare newly arrived request for
permission assignment with the existing defined
policies. The RBAC manager gets the list of attigbu
from the database and assist conflict detectionneng
CDM verifies the fuzzy condition to check whether
conflict occurs on given request. The particular
permission is assigned to the role for some ingtanc
when no conflicts were found by the algorithm.

1. Fuzzy Condition-Validity-Test
2. Fuzzy Condition-Conflict-Test

3. Obligation-Ambiguity-Test

In our model we have used two kinds of temporal4. Modified Spatial Temporal Fuzzy Multiple-PA-

constraints. They are instant time and intervaletim
instant time specifies a specific time like 10 afthe
interval time means duration of some time like Tpto

9 p.m.

Conflict-Detection

The algorithm Fuzzy Condition-Validity-Test is
used to transform a condition to a scope list agfy
the validity of a condition at the same time. If a
condition is not satisfied, it is meaningless tonpare a

The context variable to store the current time ispermission assignment with the condition in another

not a splitting context variable; it won't splitdhdata
based on the value it assumes. The conflict

permission assignment.

in

permission assignment can be reduced by using th,&lgorithm Fuzzy Condition-Conflict-Test i1

time constraint in defining privacy policies. The
conflict detection algorithm detects the conflidiy
comparing the values of the context variables stame
the scope list as follows

PA3 (GMGR, ((RD, CHA), TOTALDEPOST, BB
=Chennai 4 BC=yes 4 BL= Perungudi, A CT=10 AM-
12 AM, notify by (email)))

pevi2)

Initialisation:

pcvlj is an arraylist indexed by the unique name of
each context variable used;iovaj , and each element
of ucvlj to contain the name, type, and the value scope
of the corresponding context variable;

cv is a local object to store a context variable
information temporally.

1: conflicting — false

2: for all context variablecv in pcvil do

3:if pevi2.contain (cv.name) then

4: if (cv.scope N pevi2 [cv.name].scope) equals to
NULL then

5:if cv.type equals tquSCV then

6: returnl

7:else

8: conflicting « true
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9:end if

10:end if

11:end if

12:end for

13:if conflicting then
14: return2

15: else

16: return3

17:end if

Obligation-Ambiguity-Test algorithm (as defined by

Qun Ni et al [2]) is used to find the conflicteat occur
in the permission assignments due to ambiguityhin t
obligations of the permission assignments.

The return value from each of the algorithm helps i

deciding the output. The meaning of each of thernet
value is provided in Table 1

TABLE 1 RETURN VALUES

Value | Meaning

-1 Invalid condition that is not satisfiable

0 No conflict between two conditions

1 No conflict between two conditions
because some shared SCV has an empty
scope. It means that two corresponding
permissions are aiming at different
partitions of data. Here no need |of
checking ambiguous obligations further|.

2 A conflict between two conditions

because some shared context variable| has

an empty scope

3 No conflict between two conditions
because no shared context variables have
an empty scope. However, in this
situation we need further check
obligation ambiguity before making the
final judgement.

No conflict because of the obligations

5 Conflict caused

obligations.

by  ambiguous

Proceedings of International Coafiee “ICSEM’13”

The Modified Spatial Temporal Multiple-PA-Conflict
Detection algorithm takes as input the requested
permission assignment and divides it to the atomic
level.

Algorithm Modified Spatial Temporal
Conflict-Detection(iPA, ppal)
Initialisation:

uPA is the permission assignment that is
requested

ppal is the arraylist of all the permission
assignments already made

Each of the individual components da@
separately accessed as

role, data, action, purpose, condition/fuzzy
condition andobligation.

Multiple-PA-

1:result<—FuzzyCondition-Validity-TesfuPA.cndition,
pcvl, pcv2...pcvn)

2:if result = -1 then

3: exit // invalid condition

4:end if

5: for all upa such thapipa <-Lupa do

6:for i = 1 to ndo
7.result<-FuzzyCondition-Conflict-Test
(wPA.condition,upali], pucv(i])

8: if its result isequal to -1then

9: do begin

10:forj=1tondo

11: Lep.addpalj], pev[j])//conflicting permission
12:end

13: exit

14:end if

15:end for

16:for i = 1 to ndo

17:
TestuPA.obligation,
ucvl[i].obligation)
18:if its result isequal to -1then

19:do begin

20:for j =1 to ndo

21: Lep.add (pa[j], pevij])

22:end exit

23:end if

24:end for

25:if uPA.purpose tg pPA.purpose.intendetthen
26: Lep.addpali], result)

27:end if

28:if result equals to then

29: assg.ad@PA, pcv)

30:end if

31:end for

resuI?Obligation-Ambiguity-
ppali].obligation,

If at any of the stage a conflict occurs they are
noted and a detailed report is given indicating nehbe
conflict occurs and also with which permission

210

International Journal Of Engineering Research and Technology(1JERT), ICSEM-2013 Conference Proceedings



Proceedings of International Coafiee “ICSEM’13”

assignment the conflict occurs. By providing suchproposed model also provides effective access @ontr

detailed reports the user and the administratomtalke
use of it to avoid the conflict and revise any bét
existing permission assignment.

D. Permission Assignment:

The permissions are properly assigned to roleshby t [1]
administrator. The administrator initially does
executing the conflict detection module. Based loa t

results it decides to grant/deny the permission. 2]
E.. System Administrator:
The system administrator maintains the 3

database and controls the entire process of online
healthcare system. It stores the information’s lof t
newly arriving patients to the system and properly[4]
allocate the permissions to the perfect roles.

IV. RESULT AND ANALYSIS 5]

We have found the advantage of spatial temporal
constraints and fuzzy logic in privacy aware rosesdxd
access control model that provides the efficient
technique to set the range to obtaining the perariss 6]
Thus the users are limited to access the permission
assigned to the roles. The Fuzzy context varialagsp
the vital role in conflict detection. A simple afiexible
conflict detection criteria has been achieved withi
short period of

time which is shown in form of a graph. Fig. 4 eaips
the conflict detection accuracy analysis.

(7]
(8]

9]

Contflicts
Detected

[10]

[11]

Fig. 4.1 Conflict detection accuracy analysis

V. CONCLUSION

In this paper, we have proposed Privacy aware apati
temporal fuzzy based RBAC Model and implemented a
modified conflict detection algorithm using fuzzy
spliting context variable, spatial and temporal
constraints. The proposed algorithm detects the
conflicts when there is a conflict between threenore
permission assignments in the proposed model. The

to the users involved in the system based on the
location and time constraints.
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