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ABSTRACT: A secure model is proposed using fingerprint
biometrics to transfer funds to another location. The user
selects a person from the network and sends a message to the
system stating the amount to be transferred. The system
generates an OTP PIN to the receiver. The receiver should
enter the PIN along with his fingerprint to get the money. If
the fingerprint stored does not match then the sender will
receive an alert and money is not transferred. If both the OTP
PIN and the fingerprint match then the money is given and the
sender receives a message alert .If any unauthorized user tries
to detect such activities the ATM door is locked.
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I.INTRODUCTION

Security has always been a major concern and
goal of all organization. There is no such object
which can be considered as completely secure
especially if it is about money. Security is not
only confined to network but also includes
Physical security. When talking about ATM
machines or EDC we are mainly concerned with
Physical security which aims at ensuring Access
control, Identification and Authentication. Access
control is another consideration of Information
System security to confirm the identity of
individual so that only authorized entity is
accessible to the system. With the development of
banking technology the way of banking has
changed. On the other hand where it has free us
from standing in long queues to carry out cash
withdrawal, depositing money, transferring
money and many more on the other it has also
increased the risks of theft. ATM (Automatic
Teller Machine) has proved to be an easy and
convenient way to carry out all our banking tasks
in just few minutes. An ATM card or debit card
authenticates person after verification of card
number, Expiry date, card holders name and the
PIN. But what in case your card is stolen, or PIN
is known to an unknown entity. For this we
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require a higher level of security which coined up
an idea of adding Biometric to the current
technology. Biometric has emerged as a measure
for highly secure identification and personal
verification. Biometric system, to conduct the
verification requires a sensor every time to
collect the biometric sample.

This sensor is exposed to dusty, sweaty and oily
hands depending on person to person thus effects
the sensitivity of sensor to gather the accurate
sample for verification. There can be a chance
when a person needs to withdraw only a low
amount or want the mini-statement and behind
him is a long queue. So, just to debit a little cash,
being the first transaction, waiting for biometric
identification is simply time-consuming. To skip
this problem it is proposed to use a concept of
introducing a cash and day transaction limit with
the biometric, where one has to present one’s
biometric only if one wants to withdraw above the
defined cash limit OR if the number of
transactions are more than specified “k” times (let
k=3) or both condition is found to
be true else cash withdrawal without biometric is
permitted. It also guarantees security as each
ATM has its cash limit and bank has its
transaction limit. So, in case of card misuse, will
prevent withdrawal of large cash in one
transaction or even restrict to debit low cash
multiple times by making multiple transactions. It
will also limit the maximum amount that can be
withdrawn by unauthorized person in case of card
misuse.

ILRELATED WORK
The growth in electronic transactions has
resulted in a greater demand for fast and accurate
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codes for bulldings, banks accounts and computer
systems often use personal identification numbers
(PIN's) for identification and security clearances.
Biometrics based authentication  provides
various advantages over other authentication
methods, it has replaced the password based
authentication and token based authentication.
Biometrics plays a major role in Automated
Teller Machine (ATM) system, E-Commerce,
Online banking, Passports. The growth in
electronic transactions has been increased
tremendously; there is a greater demand for fast
and  accurate  user identification  and
authentication. Sending information from one
person to other person encounters a lot of
problems due to many types of attack on the
communication network. Apart from these attacks
on communication network, attackers attacks on
the physical access medium. Physical access
includes access control, authentication, and
verification. An attacker can read the information
of the magnetic strip of a credit or debit card by
installing a skimming device on electronic data
capture machine (or swipe machine).

A fingerprint biometric technique is embedded
with PIN (personal identification number) to
authenticate a customer and for enhancing the
security of electronic fund transfer via EDC. In
the absence of robust personal recognition
schemes, these systems are vulnerable to the wiles
of an impostor. Biometric recognition, or, simply,
biometrics, refers to the automatic recognition of
individuals based on their physiological and/or
behavior characteristics.

IH.LMINUTIAE ALGORITHM

This is the most popular and widely used in
commercial applications, because of its good
performance and low computation time, specially
for good quality images. This method tries to
align the minutiae of the input image (query
template) and stored templates (reference
template) and find the number of matched
minutiae. After alignment, two minutiae are
considered in matching if the spacial distance and
direction difference between them are smaller
than a given tolerance. A correct aligning of
fingerprint is very important in order to maximize
the number of matched minutiae, this requires the

Information, as well as other geometrical
transformations such as scale and distortion. In
order to compute efficiently aligning information
there has been proposed many approaches. In this
section we present a method that uses segments
(formed by minutiae) instead of isolated minutiae.
A segment is formed by two pair of minutiae of
the same fingerprint, the way how the set of
segments are constructed may vary (e.g., nearest
neighbor... etc). The figure below shows the
segments constructed from the set of minutiae.
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IV.EXPERIMENTAL SETUP
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build around crystal oscillator and ceramic capacitor.
Purpose of crystal oscillator is to stabilize the frequency and
the capacitor is to stabilize the amplitude if the clock. This
circuit determines the operating speed. Here we use 4MHz
crystal oscillator, so the microcontroller will work at the
speed of 1uSec. Purpose of the microcontroller is to control
the speed of the DC shunt motor according to the load. It
uses internal ADC and complete one port for reading load
and control the speed. That is it reads voltage output and
produces the digital output according to this input voltage.
This microcontroller will set the load limit and terminate the
DC shunt motor to prevent from over load

V.EXPERIMENTAL RESULT AND ANALYSIS

Technical evaluation must also access whether the existing
systems can be upgraded to use the new technology and
whether the organization has the expertise to use it. Once is
a technical performance aspects and the other is acceptance
within the organization. Technical performance includes
issues such as determining whether the system can provide
the right information for the organization’s personnel, and
whether the system can be organized so that it, always
delivers this information at the right place and on time.
Acceptance revolves around the current system and its
personnel. The evaluation must then determine the general
attitudes and skills of existing personnel and whether any
such restructuring jobs will be acceptable to the current
user. It determines whether the investment needed to
implement the system will be recovered.

VI.PROPOSED SYSTEM

The proposed system works on authentication with
fingerprints. All the accounts of the person are bought to a
single screen after verification of the fingerprints. The
transactions of any account can be done. To preserve
security a Random OTP PIN is generated and sent to email
in smart phone. If the PIN is successfully entered the
transaction is processed.

VII.CONCLUSION

The sudden growth in electronic transaction and banking
technology has demanded for higher level of security.
Traditional methods of PIN or I-Cards can be forged or
stolen and many times are too easy to be cracked as mostly
these PIN are birth dates, security number, contact number
or as such which can be easily guessed, but Biometric
measures provide a hard-core security which neither can be
stolen or forged. It provides a high level security by
authentication and access permission to only genuine card
holder. Thus the project has implemented for the user to get
access multiple bank accounts and do transactions in a safe
and secure manner.
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