
Performance Analysis of Various QoS 

Parameters                                         of Different Hashing Algorithms 

in Blockchain Technology 
 

 

 
Dr. D S Waghole 

Department of Computer Science 

JSPM’s JSCOE 

Hadapsar, Pune-411028   

 

Intisar Sayyed 

Shyam Ramchandani 
Department of Computer Science 

JSPM’s JSCOE 

Hadapsar, Pune-411028   

 

Pruthvi Shetty 

Mangesh Shinde 
Department of Computer Science 

JSPM’s JSCOE 

Hadapsar, Pune-411028   

Department of Computer Science JSPM’s JSCOE 

Hadapsar, Pune-411028   

Department of Computer Science JSPM’s JSCOE 

Hadapsar, Pune-411028   

 

 

 
     

        

        

          

        

         

         

       

         

        

        

       

         

       

        

       

          

        

         

         

          

        

         

     

      

  

 

  

        

       

 

 

 

    

       

  

         

 

 

 

 

     

     

       

 

 

   

 

   

 

 

    

         

    

 

 

 

 

     

     

  

 

 

     

       

   

       

    

Abstract—The blockchain technology presents an opportunity
to introduce new business models in an integrated marketplace.
One of the biggest challenges in the education sector is to utilize
blockchain to securely store and verify student records. A reliable
and valuable confirmation of these records can be achieved
through the use of a secure, open blockchain. Choosing the
right blockchain that is accessible, adaptable, and cost-effective
is crucial in developing a successful business model. As clinical
research records have increased, the need for accurate data and
the elimination of measurement errors have become critical in
confirming findings. Student records should be kept confidential
and only accessible to authorized individuals. The blockchain
era offers a solution to reduce fake certificates and ensure the
legitimacy, privacy, and security of student records. However,
using electronic signatures or marks as a form of authentication
has a fundamental security flaw and does not fully address the
issue. Simply having a marked document does not guarantee its
authenticity and a false state of normality can occur if the system
is compromised. Therefore, the marked document itself must be
considered as an endorsement to ensure its security and validity.

Keywords- Blockchain, Digital Certificate, Document Verifica-
tion, SHA-256, Smart Contracts, Consensus Algorithm, Hashing,
Authentication

I. INTRODUCTION

Blockchain technology was first introduced in 2008 by
Satoshi Nakamoto as a decentralized and transparent ledger
for data storage and manipulation [3]. By the means of this
project, our goal is to design an web application for secure
verification of certificates, specifically graduation certificates
and transcripts [5]. Due to the ease of illegal tampering
of information in these certificates and the need to keep it
confidential, there is a high demand for a secure mechanism

to ensure the authenticity of the information. Blockchain tech-
nology offers a solution to this problem [6]. The application
uses the SHA processor to generate secure digests of different
lengths using hash algorithms such as SHA512/224 and SHA-
512/256. The initial hash values were generated using SHA-
512 and the implementation was optimized for efficiency,
using a 32-bit datapath. This ensures the secure and reliable
verification of certificates and transcripts through the use of
blockchain technology [7].

II. LITERATURE SURVEY

The digital certificate system based on blockchain technol-
ogy is proposed to solve the problem of counterfeit certificates
in education. Schools input only the names of students and
schools when issuing certificates and diplomas, leading to
a lack of effective anti-forge measures. The unmodifiable
property of blockchain technology allows for the creation of
digital certificates that are anti-counterfeit and verifiable [2].
Blockchain technology is being used for cost savings and high
security in various applications, including distributed systems
and recording information about transactions without third-
party verification. The issue of counterfeit certificates is a
serious problem for education managers worldwide, and the
proposed UniCert system, built on UniCoin, a digital currency
based on blockchain, will solve this issue. The system can also
be extended to address other issues such as anti-counterfeiting
and copyright protection [3].

Previous blockchain contract protocols utilize centralized
credible nodes for fairness and traceability, but they can
compromise other nodes if credible nodes conclude to be dis-
honest. To address this, a secure method of digital certificate-
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based verification in blockchains is developed. This solution
uses blockchain and digital certificate in combination to design
a secure system for privacy of data in blockchains without
third-party verification. The proposed high-efficiency network
forwarding protocol supports fair contract signing by multiple
signers and protects the privacy of contracts used and identities
of participants. Many experiments resulted into improved
communication, storage overhead, and detection rate [4]. With
the cost-effectiveness of 64-bit computing, a more efficient
256-bit hashing algorithm is proposed by using SHA- 512-bit
algorithm and truncating its output to exact 256 bits, called
SHA-512/256. Also a method to reduce the size of the SHA-
512 constants table is provided to improve implementation
efficiency [8].

III. PROPOSED SYSTEM

A. Architecture

Our proposed architecture converts the soft copy of certifi-
cates to mathematical representations through encoding and
quantization. These certificates are further processed using
cryptographic principles to create a mathematical diploma
and store it in blocks. The cryptographic hash function is
used to create a mix of information. Each block contains
a mix of information, hash pointing to the previous block
and current timestamp. All adjacent blocks are linked to
each other to form a blockchain. The organization records
the graduate information by providing details such as name
and email, which are stored in a table. The organization
or authenticator can verify the authenticity by accessing the
graduate information.

B. Digital Certificate Generation

This defines the process where, student certificates are
transformed into the mathematical form using quantization and
sampling. The academic and sports records of each organiza-
tion are stored in a table. The certificates are transformed into
a binary representations of 0’s and 1’s and represented as a
2-dimensional function. Each bit holds a specific value. An
administrative login is used to access the platform and transfer
the student’s certificate into mathematical form. The platform
allows adding new students and uploading new certificates.
When a new student is added, their information is recorded,
and when a new certificate is uploaded, it is stored.

C. Hash Code

A hash function is employed to create the hash for the
certificates. The function takes arbitrary data as input to
provide output result in an fixed format. The function needs
to have a predefined plan, starting conditions, and boundaries.
The verification process starts by following the same initial
conditions and boundaries to develop the consistent output.
Whenever the certificates are uploaded on the site, a hash code
is generated for mathematical representation. Unlike SHA-1,
these hash functions are collision free.

D. Digital guarantee confirmation

In this process, the validity of mathematical certificates
is confirmed. The certificates shared on the websites are
verified by comparing the generated hash code. The hash code
generated for certificate is used to prevent any alterations.
The organization and authenticator can sign-in to the platform
and choose the type of certificate they wish to verify. If
the provided certificates are authentic, it will result into a
legitimate certificates and the process will proceed. If the
certificate is tampered with or not from a legitimate source, it
will result in an error stating altered certificates.

E. Working of Web portal

This platform consists of three pages: an admin login page,
a student registration page, and a verification page. The admin
can access the platform and transfer data using their login cre-
dentials. On the student registration page, the administrator can
add a new student with his/her certificates by clicking the ”add
candidate” and ”add certificate” buttons. The authenticator can
verify the certificates through their credentials. Autenticator
inputs the student ID and select the type of certificate, then
choose the ”confirm” option. If those uploaded certificates
are genuine, the verification will be successful. If not, the
verification will be unsuccessful.

Fig. 1. Proposed System

IV. IMPLEMENTATION

Blockchain technology is known to be a decentralized and
secure digital ledger system that facilitates easy and transpar-
ent sharing of information. It uses blocks to store data and
eliminates the need for intermediaries to verify information.
Each block contains a creation timestamp and provides a link
to the previous block, forming a blockchain. The information
stored in the blocks is verifiable, permanent, and accessible
to everyone in the network. This makes the blockchain a
transparent, secure, and public system.

V. PERFORMANCE EVALUATION

The most commonly used hash functions in real-time appli-
cations are MD5 and SHA-1. To achieve enhanced security,
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the three new hash functions SHA-256, SHA-384, and SHA-
512 (commonly referred to as SHA-2) are employed [9]. The
hash size of MD5 is 128 bits, which is smaller than the hash
size of SHA- 256, which is 256 bits. Additionally, MD5 is
faster than SHA- 256. However, SHA-256 is more secure than
MD5. To achieve maximum security with smaller size and
high speed, we plan to merge these two algorithms to create
an improved version called the Modified SHA-2 Algorithm.
We have conducted 20 tests for both MD5 and SHA-256 to
determine their security strength, as shown in the graph. By
merging these two algorithms, we expect to achieve higher
security with the Modified SHA-2 Algorithm. We believe that
it will take intruders more time to crack passwords, making
it nearly impossible. Thus, the Modified SHA-2 Algorithm is
expected to be a better and improved version.

Fig. 2. Security Strength Comparison

VI. CONCLUSION

In this study, we propose a Blockchain-based approach to
counter certificate forgery, which guarantees the protection and
integrity of information. Additionally, we aim to shorten the
prolonged verification time for certificates. All certificates are
efficiently consolidated into a single QR code, making digital
certificate management more convenient. Thus, we anticipate
that the proposed Modified SHA 2 Algorithm will deliver
a high level of security for the system’s documents with
enhanced speed.
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