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Abstract— Denial of service (DoS) attacks aim to deny service to
customers at random attacks, flooding websites, to increase the
bandwidth to carry out the attack . Distributed Denial of Service
(DDoS) attacks and flash events overload the server or the
server's Internet connection and may result in partial or complete
failure. Requests that are not handled by a web site, which is just
a malicious DDoS attacks, rather than flash events, are legitimate
requests. During the event, a flash of a Web server is responsible
for as much as possible to try and perform a number of requests.
Flash crowd attacks humans and bots to distinguish between the
protections of the most popular current use of graphical puzzles.
This method is that the human responses and customers can be
annoying. This behavior -based discrimination methods work well
at the application layer. We have a similarity metric between the
mysterious currents flow as the use of the correlation coefficient
using the discrimination algorithm.

Index Terms—Denial of service, Flash crowd attack, DDoS
Attack

I. INTRODUCTION

A denial of service (DoS) attack is an attempt by a person or
a group of persons to cripple an online service. Distributed
denial-of-service attacks (DDoS) pose an immense threat to
the internet users to keep endorsed users of a website or web
service from accessing it, or limiting their ability to do so. A
flash event (FE) is a large surge in traffic to a particular web
site causing a dramatic increase in server load and putting
severe strain on the network links leading to the server, which
results in extensive increases in the network traffic. A DoS
attack is an explicit attempt by attackers to prevent legitimate
users of a service from using that service. We consider any
attempt to undermine a Web site to be a DoS attack. Network
traffic anomaly detection can be done through the self-similar
analysis of network traffic. In this case, the irregular condition
of network can be indicated by investigating if the
performance parameters of real time data locate at the
acceptable ranges.
A web service is the technology which is used to put up
all the business logic codes to the single application so that
whatever the codes which is required by the application can be
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used by the specific websites by passing parameters to the
specific web methods.

A web service is a collection of open protocol that is used for
sharing the data and applications over the internet that can

developed by various languages. The web server act as an
intermediator between the client and server, it accepts the
request from the client and processing the requested data and
reply the content to the client whatever they requested. The
web service is provided by the web servers that may sometime
lost “its connection also provide poor services due to the
network attacks, the common types of network attacks are
mentioned in below:

A. Eavesdropping: Many of the computer networks are in
unsecured manner that can allow the attackers easily to gain
the data paths in our network, and they can interpret the
traffic. When this situation occurred on our network
communications it’s referred as sniffing or snooping.

B. Data Modification: After performing an attack the
attacker can read our message and they can modify the
content of the message without the knowledge of sender and
receiver.

C. IP Address Spoofing: It is possible in certain cases the
attacker can falsely create an IP address and develop a
special program for constructing IP packets that appear like a
valid address inside the corporate intranet. After getting the
access to the network with valid IP address the attacker can
reroute, or delete our data.

D. Password-Based Attacks: In this type of attacks the
attackers are tried to get the user name and password. After
getting the user name and password of a valid user the
attackers also behave like a valid user, that means if the user
has the administration level of access rights the attackers also
have the same rights.

E. Denial-of-Service Attack: The DoS attacks are
performed by the attacker’s who gave continues request to
the web servers. When the server gets the bulk of request
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packets it’s automatically slow down its process and the
response time of the targeted server also get slow. The major
thing is this type of attack is performed by an individual
person or an organization due to business motive. A DoS is
an explicit attempt by attackers to prevent legitimate users of
a service from using that service. By giving the continues
request to the targeted server the attacker has to generate the
network traffic.

F. Man-In-The-Middle Attack: A man-in-the-middle attack
occurs when the attacker appear in the middle and translating
the message content between two people who were
communicating with each other. Assume that if a person
appear in the middle and translate the message content from
sender to receiver they can easily read, and modify the
content and retransmit of the message from sender to
receiver. In this type of attack offer the leakage, and
misbehave of the attackers who are performing the man-in-
the-middle attack.

G. Sniffer Attack: A snifferis a software application or
device that monitors the network flow and read the network
packets and captures the data exchanges. If any non-
encrypted packets that are founded by a sniffer application so
the attacker can easily trace and read the data inside the
packets even if it’s encapsulated the sniffer application
broke, open and read the data in packets.

H. Application- Layer Attack: In this type of attack targets
to the application-layer servers. When the application-layer
deliberately causing a fault in a server's operating system or
applications, in this situation the attacker gaining the ability
to bypass normal access controls. So, the attacker-takes
advantage of this situation, gaining control of your system,
application, or network.

Il. PROBLEM DEFINITION

A. Related works

The recent survey that has discussed with the
important of DoS attacks [1] DDoS attack is a continuous
critical threat to the Internet. Resultant from the lowest layers,
new application-layer-based DDoS attacks utilizing legitimate
HTTP requests to overwhelm victim resources are more
undetectable. This case may be more grave when such the
attacks mimic or occur during the flash crowd event of a
popular Website, looking on the detection for such new DDoS
attacks, a system based on document popularity is began. An
Access Matrix is clear to detain the spatial-temporal patterns of
a usual flash crowd. Chief component analysis and free
component analysis are applied to abstract the
multidimensional Access Matrix. A story anomaly finder
based on unseen semi-Markov model is proposed to describe
the dynamics of Access Matrix and to notice the attacks. The
entropy of manuscript popularity fitting to the model is used to
detect the potential application-layer DDoS attacks. [1], [2],
and [3] The goals of the present contribution are twofold. First,
they proposed the use of a non-Gaussian long-range dependent
process to model Internet traffic aggregated time series. They
gave the definitions and intuition behind the use of this model.
They detailed numerical procedures that can be used to
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synthesize artificial traffic exactly following the model
prescription. They also proposed original and practically
effective procedures to estimate the corresponding parameters
from empirical data. they showed that this empirical model
relevantly describes a large variety of Internet traffic, counting
both usual traffic obtained from public reference repositories
and traffic containing legitimate (flash crowd) or illegitimate
(DDoS attack) anomalies.

They discussed DDoS attacks in the Internet. A denial of
service is characterized by an explicit attempt by an attacker to
prevent legitimate users from using property. An attacker may
take effort to: “flood” a network and thus reduce a legitimate
user’s bandwidth, check access to a service, or interrupt
service to a specific system or a user. They describe methods
and techniques used in denial of service attacks, and they listed
possible defenses. In their study, they simulate a distributed
denial of service attack using ns-2 network simulator. They
examined how various queuing algorithms implemented in a
network router perform through an attack, and whether legal
users can obtain preferred bandwidth.

They found that under persistent DoS attacks, class based
queuing algorithms can guarantee bandwidth for certain
classes of input flows. [4], [5], and [6] their motivation is to
understand quantitatively the nature of the current threat as
well as to enable longer expression analyses of trends and
recurring outline of attacks. In this situation they presented a
new scheme, called “backscatter analysis”, that provide an
estimation of worldwide DoS activity. They used this approach
on three week-long datasets to assess the number, length and
focus of attacks, and to describe their behavior. During this
period, they examine more than 12,000 attacks next to more
than 5,000 distinct targets, ranging from well known
ecommerce companies such as Amazon and Hotmail to small
foreign 1SPs and dial-up connections. They believed that their
work is the only publically available data quantifying denial-
of-service activity in the Internet.

They modeled three aspects of human behavior: a) ask for
dynamics, by learning several chosen features of human
interaction dynamics, and detect bots that shows higher
violence in one or more of these features, b) request semantics,
by learn transitional probability of user requirements, and
detecting bots that produce a valid but low-probability order,
and c) ability to course visual cues, by merging into server
responses human-invisible items, which can’t be detected by
automated study, and failing users that stay them as bots. They
reviewed the state-of-art mechanisms for defending against
DoS attacks, evaluate the strengths and lapse of every
suggestion, and discuss possible preventive against each
defense mechanism. They concluded by highlighting
opportunities for an integrated solution to solve the problem of
distributed denial of service attacks. [7], [8], and [9] A
“botnet” consists of a network of compromised computers
controlled by an attacker (“botmaster””). Newly botnets have
become the origin cause of many Internet attacks, to be
arranged for future attacks, it is not limit to study how to detect
and defend against the botnets that have appeared in the past.
More importantly, they should studied advanced botnet
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designs that could be developed by botmasters in the near
future. From that they present the design of an advanced
hybrid P2P botnet. Compare with present botnets, the future
botnet is stronger to be shut down, traced, and stole. It
provides strong network connectivity, specified encryption and
manages traffic distribution, restricted botnet coverage by each
bot, easy follow and revival by its botmaster.

Global Internet threats have undergone a profound
transformation from attacks designed solely to disable
infrastructure to those that also target people and organization.
At the middle of many of these attacks are collections of
adjusted computers, or Botnets, distantly instructed by the
attackers, and whose members are placed in home, school,
business, and government around the world. On that survey
they provided a brief look at how existing botnet investigate,
the development and future of botnets, as well as the aims and
clarity of today’s networks intersect to inform the field of
botnet technology and defense. Botnets, i.e., networks of
compromised machines under a common control
communications, are regularly controlled by an attacker with
the help of a central server: all compromised machines connect
to the central server and wait for instructions. However, the
primary botnets that use P2P networks for remote control of
the compromised machines appeared in the wild recently. They
introduce a methodology to analyze and mitigate P2P botnets.
In a case study, they examined in detail the Storm Worm
botnet, the most well-known P2P botnet presently propagating
in the wild. They were able to infiltrate and analyze in-detail
the botnet, which allows us to guess the total number of
compromised machines. Furthermore, they presented two
different ways to disrupt the communication channel between
controller and compromised machines in order to mitigate the
botnet and evaluate the effectiveness of these mechanisms.

[9] and [10] In recent years, they have seen the arrival of
Distributed Denial-of- Service (DDoS) open-source bot-based
attack tools facilitating easy code development, and so
resultant in attack tools becoming more authoritative.
Developing new techniques for finding and responding to the
latest DDoS attacks often entails using attack traces to
determine attack signatures and to test the technique. However,
obtaining actual attack traces is not easy, because the high-
profile organization that are typically attacked will not release
monitored data as it may contain sensitive information. They
present a detailed study of the source code of the popular
DDoS attack bots, Agobot, RBot, SDBot, and Spybot to
present an in-detailed understanding of the attacks in order to
facilitate the design of more effective and efficient detection
and mitigation techniques.

B. Related works summary

To uncover the characteristics of DDoS attack, and to know
the characteristics to identify and filter DDoS attack packets
followed. However, these methods cannot detect the active
DDoS attacks. For a router on a local network, the destination
address is the same as we deal with the flow of a network
cluster of network packets, and the delay between the attack on
the various bots to delay the normal flow from the Internet,
and thus faster than the Internet is limited to transportation
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Fig. 1 DDoS Attack

I1l. PROPOSED SYSTEM

Flash-crowd attacks are extremely challenging because they
request legitimate and business-critical content. Thus their
traffic appears legitimate-like, which makes defenses that
detect and filter malicious traffic ineffective against flash
crowd attacks. We define the security model to capture the
request from each client and identify the level of network
traffic generated by them is recognized internally by the
website and blocks the mishehaving client by recognizing the
IP-address of the client and blocks them from access the
website which minimizes the workload of the website. We
differentiate flash crowd attack from DDOS attack by
assigning a threshold value if the maximum packets generated
by the each client for each time is monitored by the security
model and blocks the misbehaving users.
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Fig. 2 Proposed System

A. Proposed system method

Similarity-based detection method We  propose  the
detection method called Similarity-Based Detection Method
which is based on flows rather than network topology. Our
task is to identify whether it is a flash crowd or a DDoS attack.

We have sampled N network flows, Aj,A,,....An,
therefore , we can obtain the flow correlation coefficient
of any two network flows, Ai(1<=i<=N)
and Aj(1<=j<=N,i!=j). Let l,,; be an indicator for the
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similarity of flow A; and A;, and I,y has only two
possible values: 1 for DDoS attacks and O otherwise.

B. System Architecture

View movie
Monitor

info
Flow

Web service

Business
applicati
on layer

Data
access
layer

The users of this application are users which stand as Ul
for the system. The authentication process is common for
all users of the website. After successful login the user views
the movie details. On selecting the movie they can book
tickets and get acknowledged. The security system monitors
the user activity. If they are hacker increases the traffic then he
is blocked from accessing the website for particular timeslot.

Book tickets
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Block User

Acknowledge
ment

i

Fig. 3 Proposed System Architecture

IV. RESULTS AND DISCUSSIONS

In this proposed system, it can effectively discriminate the
DDosS attacks from the flash crowd attacks. And the flash
event attackers are blocked from the site temporarily, later they
are allowed to continue the process by performing a security
check option, but the DDoS attackers are banned from the site
permanently, they never get the permission to access the site
further. The following figures are showing the step by
processes as it is.
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The above figure shows the design of the registration page of
the website where the users will provide necessary details for
making new registration.

movie hunter

movie hunter movie hunter

Fig. 5 Login

The above figure shows the design of the login page of the
website where the users will login if registered already else do
the new registration process.
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Fig. 4 Registration

1JERTV 315040143

www.ijert.org

@ inteme | Protected Mode On i Ry v

Fig. 6 Web Service

The above figure shows the design of the web service page
where the users can view the list of methods available
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A .. The above figure shows the design of the description page of
i s =+ the website where the users can view the http error status for

TS A the flash crowd attack.
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Fig. 10 DDoS Attack
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Fig. 7 Web Service Invocation The above figure shows the design of the DDoS page of the

website where the user provides the URL of the website to

The above figure shows the design of the web service page attack and the count and view the response.
where the users invoke a specific method
V. CONCLUSIONS AND FUTURE WORK
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In this paper we have defined a flash event, an occurrence
that can harshly cripple a Website. Even in cases where servers
B0 00 e s T - may anticipate notably increased load, they need help in right

movie hunter . provisioning to handle a flash_crowd. Both _fla_sh c_rowds and
DoS attacks have the potential to have similar impact on
Website. We demonstrate a way to distinguish between them
using our security model to identify the network traffic, so that
Website can attempt to serve normal clients and drop requests
ﬁ ; from clients involved in DoS attacks and also to block the
/i |

misbehaving users. Detection method is used to detect DDoS
attacks in the process of an attack and characterization helps to
distinguish attack traffic from legitimate traffic.

We conclude it can effectively beat flash crowd attacks. The
time taken for analysis of the network traffic is minimized The
hacker and the misbehaving users are identified and blocked
effectively In this method very effective against explicit

Fig. 8 Home Screen random delay insertion among attack flows It minimizes the
work load of the server The proposed method will be effective
for future packet flooding DDoS attacks because it is

The above figure shows the design of the home page of the independent of traffic patterns.
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YL

website where the users can view the list of movies. In future whenever  the user loads the application in

the client browser, the application start trace up all the
e ——css ctivities of the users includes details such as the name of
| —— e -~ =% the user, time of visit to the page, application location in
i the server, the name of the browser which is used by the
0 client to access website, what is the event occurs either

post or get method and the event raised by the user to access
the web page.

When the attacker tries to attack the website the details of the
hacker is get collected by the website and get stored in the
database and blocked for few minutes. Suppose if the hacker
tries to hack up the website continuously then the website view
the frequency of hacking details and then blocks the hacker
permanently from accessing the website.

Fig. 9 Flash Crowd Attack

IJERTV31S040143 wwwijert.org 275



[1].

[2].

[31.

[4].

[5]

6.

[71.

8.

9.

[10].

[11].

1JERTV 315040143

REFERENCES

Y. Xie and S.-Z. Yu, “Monitoring the Application-Layer DDoS Attacks
for Popular Websites,” IEEE/ACM Trans. Networking, vol. 17, no. 1, pp.
15-25, Feb. 2009.

A. Scherrer, N. Larrieu, P. Owezarski, P. Borgnat, and P. Abry, “Non-
Gaussian and Long Memory Statistical Characterizations for Internet
Traffic with Anomalies,” IEEE Trans. Dependable Secure Computing,
vol. 4, no. 1, pp. 56-70, Jan.-Mar. 2007.

V.L.L. Thing, M. Sloman, and N. Dulay, “A Survey of Bots Used for
Distributed Denial of Service Attacks,” Proc. SEC, pp. 229-240, 2007

D. Moore, C. Shannon, D.J. Brown, G.M. Voelker, and S. Savage,
“Inferring Internet Denial-of-Service Activity,” ACM Trans. Computer
Systems, vol. 24, no. 2, pp. 115-139,

G. Oikonomou and J. Mirkovic, “Modeling Human Behavior for Defense
against Flash-Crowd Attacks,” Proc. IEEE Int’l Conf.

Comm, 2009.

T. Peng, C. Leckie, and K. Ramamohanarao, “Survey of Network-
Based Defense Mechanisms Countering the DoS and DDoS Problems,”
ACM Computing Survey, vol. 39, no. 1, pp. 123-128, 2007
P. Wang, S. Sparks, and C.C. Zou, “An Advanced Hybrid Peer-to- Peer
Botnet,” IEEE Trans. Dependable and Secure Computing, vol. 7, no. 2,
pp. 113-127, Apr.-June 2010.

M. Bailey, E. Cooke, F. Jahanian, Y. Xu, and M. Karir, “A Survey of
Botnet Technology and Defenses,” Proc. Cybersecurity Applications and
Technology Conf. for Homeland Security, 2009.

T. Holz, M. Steiner, F. Dahl, E. Biersack, and F.C.
Freiling,“Measurements and  Mitigation of  Peer-to-Peer-Based

Botnets:Case Study on Storm Worm,” Proc. First Usenix Workshop
Large-Scale Exploits and Emergent Threats (LEET), 2008.

V.L.L. Thing, M. Sloman, and N. Dulay, “A Survey of Bots Used for
Distributed Denial of Service Attacks,” Proc. SEC, pp. 229-240, 2007.
Shui Yu, Wanlei Zhou, Weijia Jia, Song Guo, Yong Xiang, and Feilong
Tang., “Discriminating DDoS Attacks from Flash Crowds Using Flow
Correlation Coefficient,” IEEE Trans. Parallel And Distributed
Systems, Vol. 23, No. 6, June 2012.

www.ijert.org

International Journal of Engineering Research & Technology (IJERT)
ISSN: 2278-0181
Vol. 3 Issue4, April - 2014

276



