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Abstract

The author proposes a new symmetric key encryption
algorithm which is based on the following steps: 1) In
the first step, converting each character of the string
into its corresponding ASCII value and dividing the
string into square matrices of maximum possible even
order. 2) In the second step, calculating the keyl and
key2 and thereby deducing key on the basis of these
keys. 3) In the third step, performing a sequence of row
interchange operation, followed by a sequence of
rotation operation on each derived square matrix. 4) In
the fourth step, adding magic square matrix of same
size as that of the matrix under consideration. 5) In the
fith and final step, the remaining elements are
modified by adding to them, the product of sum of the
magic square of size same as that of the derived key
and the successor of the corresponding position of each
element in the series of remaining elements.

1. Introduction

All the cryptographic algorithm aim to convert the
plain text; that is input string, into a cipher text, the
encrypted message, which is as difficult as possible to
decode and understand. The decoding becomes further
complicated if the key is abstracted or not used. A good
cryptographic algorithm is a technique that cannot be
easily traced and the only method to trace it is the hit
and trial method for all possible and available
techniques. Encryption algorithms may be symmetric
or asymmetric.

In symmetric encryption, the process of encryption
and decryption is performed with the help of a common
key, which should be either known or should be
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transmitted to both, the sender and the receiver, before
the encryption and decryption takes place.

In asymmetric key, the problem of key transmission
is resolved. It employs the use of two types of keys,
private key and public key. Private Key or secret key is
called so, since it is unknown to others. Public key is
used for the encryption of data whereas private key is
used for decryption. In the present work, the string is
fragmented into square matrix of even order and then
rotation pattern is designed in such a way that, every
element is not only displaced from its original position
but also the adjacent neighbours of the elements are
changed. A magic square matrix of size, same as that of
resultant matrix is then added to it, to change the
number of occurrence of the characters. The elements
which could not be accommodated in the matrix are
also modified in the similar way.

2. Basic terminology

Magic square matrix

Magic square matrix is a square matrix in which the
sum of all elements in each column and in each row is
same. The sum can be calculated from the formula
(n*(n2+1))/2, where n is the size of square matrix.

Pattern rotation

Pattern rotation involves a series of steps to shift the
position of elements in a particular predefined pattern.
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A square matrix of even order

A square matrix of even order refers to a matrix with
equal number of rows and columns and this number is
even, that is divisible by 2. Example, matrix of order
2x2, 4x4, 6x6, etc.

3. Proposed encryption algorithm
Step-1

We calculate the length of the given input string and
assign it to variable N. Each element of the input string
is then converted into its corresponding ASCII value.

Consider that the entered input string is “SUN RISES
IN THE EAST!”

Here, length of string N = 22, so the ASCII equivalent
of the string is:

[83 85 78 32 82 73 83 69 83 32 73 78 32 84 72 69 32
69 65 83 84 33]

Step-2

We break the input string into square matrices of
maximum possible size of even order and place the
remaining elements into a variable REM. This step is
repeated, using remainder REM of this step as input
string, until there are 4 or more elements in REM.

So, in this example matrices are:

23 85 78 32

22 73 23 69

23 32 73 78 Ez &
é

328472 02454 19° #2222 REM= [84 33]

Step-3

Calculating the KEY by KEY1 & KEY2, where,
KEY1 can be calculated as sum of numbers of columns
of all matrices and number of elements in REM. KEY2
can be calculated as the sum of magic square matrix of
size same as that of last generated square matrix. Here,
& refers to addition. If the KEY is greater than 9, then
sum all the digits until a single digit KEY is obtained.

Here, KEY1 = 4 + 2 + 2 = 8, Size of last generated
square matrix = 2 and sum of magic square matrix of
size2=5

So,KEY2=5,and KEY =8 & 5=13=1+3=4
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Step-4

In this step, we apply a rotation pattern on the square
matrices obtained. The sequence of the steps in rotation
pattern can be listed as follows, assume that the matrix
is:

112341516
J{E[F|10{11]12
13[14{15]14[17[1Z
19(20{21 [32[33]34
25|26 |2T(38) 29130
31| 32|33[34(35]| 36

(i) In the first rotation interchanging the even
columns in the following manner:
I—— ——

L2153 14]51aj(l]a(3]2]15(4
TlE| 9 oz [Fliz{ e 811(10
IE1L 15 16 |17 1E] [13[18[15]14]17[1A
19020] 21 22231 24) (1924212023 (32
25|26 27|28 )129]30) (25|30 3T |26 (20|28
31132 33|34)35] 36] |31]36)33[32]35|34

(ii) In second rotation interchanging the even rows in
the following manner:

ljal3l2[314f|1[a6]|3[2(5]4
FlE) o) 2 )11110] |31|36|33]|32|35|34
1318151411716 [13]12]15]14]17] 16
19134 21 2002323 (7 (12| 2 | & [11]10

25|30[37 (26| 2028 (25[30(27 | 26|20 28
31 36) 33| 32] 35134 (192421 [20]25]22

(iii) In third rotation performing single-diagonal-left-
up shift as shown below:
K,

a3 |2|5[4]13]al3]|2]5]4
31| 36] 33 (323534 (31[L5|33[32]35]34
131180 15] 14017 16] [13[18) 2 |14[17]1A
JlIZ| e ap11010) |7 13) 912911110
25)30027 (26| 20022 ) (25|30 |27 |26 (23|28
192421 [20]23132] (1924121 120023) 1

(iv) In fourth rotation performing single-diagonal-
right-up shift as shown below:

e |3[215]4] 136[a]3]2]5]35
3115|133 (32135) 34 |[31[15[33[32[14[34
13118] 2J14)17)16] [13)18] 8 [ 9 |17]16
T2 129111010 [ F|12)30129]11]10
2530027 (26|22 (3R] (25|19 |27 36|23 28
19024121 {20({23] 1 4 [24121120]33] 1

(v) In fifth rotation applying single-up shift to the
every even column as follows:
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1 T 1
Jlal3l2]5|35]|36[15] 3 [32] 5 (34
SLSI33)EE1434] |31 1833 9 (1416
1312 | @ 176 1312 8 [28]17)10
F2pE02e 0] (T 1930|3411 ]38
2510|7622 |a8] |25)24]27 20033 1
A2l and23] 1 | (416 ]21] 2 [23]35

(vi) In the sixth and last rotation rotating once the
outer most cycle in clock wise direction, its inner circle
in anti-clock wise direction, and so on as shown below:

36 (15| 3 [325] 5 | 32
A | B |<33] <o [<14] 18
T 12 (g | 20 | & | 10 | [31]36[15] 3 [32] 5
e e Lot o 2 | ] ] N Y B 2
7L 30 |<3) 1 || [7[18][30] 8 [11]16
T T [ 1 | [25]12]26]29]22]10
24-|27- |20+
2 2214 Tiozal27]20]2e
4 | =6 [=2l] < |=a3[¢35) [g{31] 3 [33[35] 1

So, the resultant matrices of above example after these
rotation operations are:

3289 73 78
83 T8 73 84

5 B2 @9 32| a9 33
32 B3 TZOEI| |5 32
Step-5
A magic square matrix of same size as that of the

square matrix, under the consideration, is then added to
it.

3289 7378 la 2 3 13 45 71 T
B3 TR T3 R4 + 51110 5 — |22 89 83 92
i B2 69 32 @ 7 6 12 94 89 75 44
32 B3 T2 B3 4 1415 1 36 97 87 24

70 26
A0 34

Now we calculate the variable F as the sum of magic
square matrix of order KEY. Adding F * (n + 1) to each
" term in the REM, to generate final REM.

69 23 13
6532 + |42

Step-6

Here, REM= [84 33], KEY = 4, sum of magic square

matrix of order 4 = 34, therefore F = 34,

Final REM =[84 + (34 * (1 + 1)) 33 + (34 * (2 + 1))]
=[152 135]

Step-7

In the last step, we merge all the square matrices and
the remainder, in the order they were derived, and then
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convert these ASCII values into characters to form the
cipher text.

42 71 76 91
28 89 23 02

04 20 75 44 Eu 26

36 97 27 24 |69 34 [152 135]

String =[48 71 76 91 88 89 83 92 94 89 75 44 36 97 87
84 70 86 69 34 152 135]
So, cipher text is:

OGL[XYS\WWYK,$aWTFVE”O¢

4. Proposed decryption algorithm
Step-1

We calculate the length of the given input string and
assign it to variable N. Each element of the input string
is then converted into its corresponding ASCII value.

Consider that the entered input string is:
“0GL[XYS\"YK,$aWTFVE”O¢”

Here, length of string N = 22

So, the ASCII equivalent of the string is [48 71 76 91

88 89 83 92 94 89 75 44 36 97 87 84 70 86 69 34 152

135]

Step-2

We break the input string into square matrices of
maximum possible size of even order and place the
remaining elements into a variable REM. This step is
repeated, using remainder REM of this step as input
string, until there are 4 or more elements in REM.

So, in this example matrices are:

43 71 76 91

25 20 83 92

04 20 75 44 En 26
é

36 97 87 23|45 4 197 34322 REm= [152 135]

Step-3

Calculating the KEY by KEY1 & KEY2, where,
KEY1 can be calculated as sum of numbers of columns
of all matrices and number of elements in REM. KEY?2
can be calculated as the sum of magic square matrix of
size same as that of last generated square matrix. Here,
& refers to addition. If the KEY is greater than 9, then
sum all the digits until a single digit KEY is obtained.

Here KEY1=4+2+2=38,

Size of last generated square matrix=2 and sum of
magic square matrix of size 2=5

So,KEY2=5and KEY =8 & 5=13=1+3=4
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Step-4

A magic square matrix of same size as that of the
square matrix, under the consideration, is then
subtracted to it.

43 71 Ta 91 lé 2 3 13
B2 R B3 02| — (3 1110 B —
4 B39 T 44 @ 7 6 12
36 97 27 54 4 14 15 1

3269 TIT7E
83 78 73 &4
85 B2 AR 32
32 B3 T4 E3

70 E6 13
69 34 T |42

69 83
fh 32

Step-5

In this step, we apply a rotation pattern on the square
matrices obtained. The sequence of the steps in rotation
pattern can be listed as follows, assume that the matrix
is:

1]2[3)4]5146
JFlE[@|10f11f12
13[14[15]14[17[1Z
19(20(21 [32(33]34
25|26 27352930
313233 [34)35]34

(i) In the first rotation rotating once the outer most
cycle in anti clock wise direction, its inner circle in
clock wise direction, and so on as shown below:

I lea|e3|cd|«s
-+ | 9+ 10| L
rq |17 <16

—_

2134151612
1)14) 8] 9 J10]18
T20016 (2211324
133615 2117 |30
193725 |29[23 (364
25| 31[32|33)34(35

] —
|l

o0 |2t| &2
2 |+27| 28|29
31 324|353 34 35

[ A
L] L Epy e |
-+

Lo L ko = T
m—iv':l—}_h—}m—}m—}m

(ii) In second rotation applying single-down shift to
the every even column as follows:

213141516 HA 5T 4 [33]6 [35
e o]l s s ol

Flaope A 124 S alial o (11 iz

13126015 L2 U7 130) '3 150(15 2217 |24
t] Pl 5 ) BE) E e e B BRI

45311321 33] 341 35] 155157322034 ] 36

-+ -+ -+
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(iii) In third rotation performing single-diagonal-left-
down shift as shown below:
231 4133] 6 |35 IR R

2

1131815 P2 3T g 5 [35]12
ERIGIR] D B ) o e P G R
13]20[15]22 17| 24| (10t (217 [2a

19 [26] 28| 21|23 30| (15T 15e 21133 30
25|27 |32|25|34) 36| 5177 32| 20(34]36

(iv) In fourth rotation performing single-diagonal-
right-down shift as shown below:

21311 4133 6 |35 M3gT31T 4 (23] 6 |25
T|1a[te[10 18| =Tals e

191528 21[23]30| Mgtz el e
26)47|32]39|34136] oglz7[32[29[34] 23

(v) In fifth rotation interchanging the even rows in the
following manner:

3631 4 (33 6 |25] |36]31] 4 |33[ 6 |25
L2 8] 5]35012) [13])20] 9 [1a]17 |24
T (14| 3 |10f11)18] | 7 |14| 3 |10 11|18
13020] 2 1617 |24 |26]27|32[20]34]| 23
[19 15|28 21{22]30) [19]15 (28] 21)22[30
26| 27 32| 2903423 |1 [ 2] 8| 5 [35]12

(vi) In the sixth and last rotation interchanging the
even columns in the following manner:
! CO— Y T— | 1

36131 4 133] 6 |23 |36|33) 4|25 6 |51
13120] @ [La]17 |24 |13)16) 9 (24|17 |20
T4 3 o pEy | Y03 [18)11)14

2627|332 |29] 34| 23] | 26|29 32| 23| 34|27
1915 28|21 22 130) |19 21 (283022 (15
V2 8| 55502 |1 5] 8 [12)35) 2

So, resultant matrices of above example after these
rotation operations are:

B3 BL TR 32
B2 T3 B3 &R
B3 32 73 TE| |32 69
32 B4 T2 6| |65 B3

Step-6
Now we calculate the variable F as the sum of magic

square matrix of order KEY. Subtracting F * (n + 1)
from each ri" term in the REM, to generate final REM.
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Here, KEY = 4, REM=[152 135], sum of magic square
matrix of order 4 = 34, therefore, F = 34
Final REM =152 - (34 * (1 + 1)) 135- (34 * (2 + 1))]

3.6682

35

=[84 33] 3
Step-7 § 28
In the last step, we merge all the square matrices and g
the remainder, in the order they were derived, and then g1 106

convert these ASCII values into characters to form the

plain text. 0.758245

Here, matrices are: 02173 5191491 0.14755 0.0988

0.08542

0 0.23543 0.13945
el 50 100 200 400 600 800 1000 1200 1400 Oioe%%aglsooo'oz%%ga
zé ;g ?g gg 32 A9 Length of String
32 84 72 69| |63 Eg (84 33] Figure 2. Character-Time graph

String = [83 8578 32827383 6983327378328472
69 32 69 65 83 84 33]
So, plain text is:

SUN RISES IN THE EAST!

6. Conclusion

In the present work, we use keyless keying, that is
keying or encrypting the data without using a
predefined or a fixed key. Also, the requirement of key

5. Result transmission is removed. The Kkey changes with
increase in length of string without increasing the

Following String-Time graph displays the time taken complexity. So, in this algorithm, it is nearly
for the encryption of varying string length. The impossible to decrypt the encrypted text without
corresponding Character-Time graph showing the knowing the criteria to generate key. The rotation
average time taken to encrypt each character for the pattern is designed to conceal the recognition of pattern
varying length of string is given below. in the string.

250

200 T ig3a1 191.491 177.065 177.846

151.649
150

131.047

100 116.346

Time {in millisecond)

94.173 96.774

50

50 100 200 400 600 800 1000 1200 1400 1600 1800 2000
Length of String

Figure 1. Sting-Time graph
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