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Abstract—Wireless Sensor Network (WSN) is an emerging
technology that shows great promise for various futuristic
applications both for mass public and military. Deploying
sensors in open and unprotected environment in WSNs raises
security issues. Various intrusion detection policies are
developed till date to detect the nodes that are not working
normally.we consider this issue according to two WSN models:
homogeneous and heterogeneous WSN. Furthermore, we derive
the detection possibility by considering two sensing models:
single-sensing detection and multiple-sensing detection. The
main categories explored in this paper are anomaly detection),
misuse detection and specification based detection Focus of this
paper is to detect the intruder in a given intrusion distance
using multiple sensor in heterogeneous wireless . sensor
networks. It includes the most recent advancements in this area
as well as to predict the future course of research so that the
general as well as expert readers could be greatly benefited.

Index Terms—Intrusion detection, wireless
networks, anomaly, misuse, specification-based.

sensor

I. INTRODUCTION

IN MANY WSN (Wireless Sensor Network) application
scenarios security is a very important concern; especially
the applications designed for WSNs deployed in hostile
environments and commercial applications. With the level
of importance of security in a WSN application, ensuring

it to the expected level also becomes relatively more
difficult than its other wireless network counterparts. In
fact, security in WSN has a great number of challenges that
may not be seen in other types of wireless networks. This
is due to many reasons like the broadcast nature of wireless
communications, limited resources of the sensor nodes,
unattended environment where sensor nodes might be

susceptible to physical attacks, etc. Security solutions like
authentication, cryptography or key management can
enhance the security of WSNs. Nevertheless, these
solutions alone cannot prevent all possible attacks. As a
wide range of attacks can be launched by compromised
nodes in a WSN (i.e., nodes that appear to be legitimate in
the network but not or working for other party, a second
line of defense like Intrusion Detection System (IDS) is
needed. An Intrusion detection system (IDS) is designed to
detect unwanted attempts at accessing, disabling of
computer mainly through a network, such as the Internet.
Intrusion detection plays a key role in the vicinity of
network security, so an attempt to apply the idea in WSNs
makes a lot of sense. Intrusion, i.e. unconstitutional access
or login (to the system, or the network or other resources);
intrusion is a set of actions from internal or external of the
network, which violate security aspects (including
integrity, confidentiality, availability.

A) Misuse detection: The action or behavior of nodes is
compared with well-known attack patterns. In this case,
these patterns must be defined and given to the system.
The disadvantages are that this technique needs
knowledge to build attack patterns and they are not able
to detect novel attacks. In addition, always someone has
to update the database of attack patterns. At current stage,
most of the known attacks are only the results of some
assumptions or imitated from other classic networks.
Whether these well-known attacks or any unknown
security attack would be a serious problem for sensor
networks still remains unclear.

B) Anomaly detection: This technique does not search for
specific attack patterns, but instead it checks whether the

www.ijert.org



International Journal of Engineering Research & Technology (IJERT)

ISSN: 2278-0181
NCICCT' 14 Conference Proceedings

behavior of the nodes can be considered as normal or
anomalous. The approach first describes the actual features
of a ‘normal behavior’, which are established by using
automated training. Afterwards, it flags any activities that
deviate from these behaviors as intrusions. If a sensor node
does not act according to the defined specification of a
particular protocol, the IDS would have high confidence to
decide that the node is malicious. The wrong decisions
made by IDS in terms of false positive and false negative
alarms affect the accuracy of detection. Hence, the
disadvantage of this Also, an intrusion that does not exhibit
a legitimate but unseen behavior, which could lead to a
substantial false alarm rate. Also, an intrusion that does not
exhibit anomalous behavior may not be detected, resulting
in false negatives.

C)Specification based: This technique combines the aims
of misuse and anomaly detection mechanisms, as it is
focused on discovering deviations from normal behaviors
that are defined neither by machine learning techniques nor
by training data. In fact, the specifications that describe
what can be considered as normal behavior are defined
manually. Intrusion detection can be done in two ways:
single sensing detection and multiple sensing detection. In
single-sensing detection, the intruder can be successfully
detected by one sensor. And the results of researches show
that heterogeneous nodes can prolong network lifetime and
improve network reliability — without significantly
increasing the cost. A typical heterogeneous wireless
sensor networks consists of a large number of normal
nodes and a few heterogeneous nodes.

I.RELATED WORKS

With respect to security, there are many tools that are used
to ensure security in ID systems. The IDSs are very
important tools since they can detect intrusions in
networks. Many techniques that are result of research are
pertaining to network security in general. They are
developed for the nodes that have lot of resources in place.
For this reason they can’t be directly applied to WSN. That
led to further research in the area of WSN for modifying
techniques or inventing new ones that are best suited for
WSN where nodes are energy constrained. Their IDS
which is distributed in nature works based on the detection
techniques of statistical anomaly. This technique assumes
much traffic and the time taken for detection of intrusion is
high and thus not efficient. Most of the research that has
been done in this area focuses on detection of intrusions
under assumptions and criteria. Sensing models are of two
types. They are single sensing model and multi sensing
model. Intrusion detection process in these two models is
explored by Wang et al. In his work, the combination of
detection probability and network Parameters such as
transmission range, sensing range, and node density are
considered for experiments under single sensing model.

I11. SECURITY THREATS AND TYPES OF ATTACKS IN
WSN:

An attacker can exploit compromised nodes to launch
many active attacks to disrupt normal operations in a
WSN. Therefore, some detection methods must be
performed to counteract these attacks.

A)Selective Forwarding — the forwarding packets is a
major responsibility of a routing node. However, a
malicious node intentionally may drop any packet and
forward other ones. In their framework; each sensor node
can work under a promiscuous mode so that it can overhear
the transmission of neighboring nodes. If a neighbor of a
suspected node finds that the number of packets that the
suspected node fails to forward exceeds a certain threshold,
the neighbor can collaborate with other neighbors of the
suspected node, and the opinions from the neighbors of the
suspected node are collected to form a decision about the
suspected node.

B)The Sybil Attack — the Sybil attack was first studied in
the context of peer-to-peer networks. In the Sybil attack a
malicious node illegitimately takes on multiple identities. It
has. been shown that the Sybil attack may pose a serious
threat to distributed storage and routing protocols. In
addition, it also can cause devastating consequences to
other applications such as data aggregation, voting, fair
resource allocation, and misbehavior detection. Because
the radio of a sensor platform is usually incapable of
simultaneously sending or receiving on more than one
channel, the failure of communication through one channel
may be a sign of the Sybil attack. The other method is to
use the ID-based symmetric keys. The ID of a suspected
node is challenged by a set of validating nodes.

C)The Node Replication Attack — in the node replication
attack, an attacker intentionally puts replicas of a
compromised node in many places in the network to incur
inconsistency. Where each node is assumed to know its
location, and it is required to send its location to a set of
witness nodes. Asymmetric key technology is used here to
guarantee the authenticity of location claims.

D)The Wormhole Attack — In the Wormhole attack, an
attacker can tunnel packets through a secret, low-latency
broadband channel between two distant places and replay
them. This attack can distort the network topology by
making two distant nodes believe they are neighbors, thus
it becomes a serious attack on routing protocols. To detect
the Wormhole attack, we use packet leashes, where
location or timing information is embedded in packets, to
limit the maximum range over which packets can be
tunneled. Location-based keys also can effectively address
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the Wormhole attack because each packet is authenticated
by the location-based key.

E)The Rushing Attack — most on-demand routing
protocols rely on broadcast ROUTE-REQUESTSs to find
routes. In a rushing attack, an attacker can forward
ROUTE-REQUESTs more quickly than legitimate nodes
so that it is more possible that the chosen route includes the
adversary. The widely used duplicate suppression
technique makes the rushing attack possible. To counteract
the attack, Hu, Per rig, and Johnson proposed the Route
Access Protocol (RAP), in which cached ROUTE-
REQUESTS and the node lists embedded in those ROUTE-
REQUESTS can be used to check the rushing attack.

IV.SYSTEM DESIGN

Data Source

Filtering System Console

Database Detector Generator

Signature Signature Patten

Profile Anomaly
A Database Matcher

Secondary

e tespore Response Agent

Response Agent Generatar

figl.Architecture Diagram

A)Data Source: The data source is responsible for
collecting information and supplying a stream of event
records to the filtering system. The nature of the
information collected may vary according to the
monitoring strategies adopted3: host-based, network-
based, application based or target-based. The proposed
IDS model is applicable to any of these strategies.

B)Filtering System: The filtering system provides audit
reduction in order to identify and remove

Relevant information. After filtering, the information
stream is passed to the detection, when required, to the
signature generator.

C)Anomaly Detection System: The Anomaly detection
system involves a process of establishing profiles of normal
behavior. Comparing actual behavior to those profiles and
flagging deviations from normal. The components of the
anomaly detection system are described as follows:

-Profile database: The profile database is responsible for
storing the profiles that describes the behavior of the
computer system.

— Anomaly Detector; The anomaly detector receives the
event stream from the filtering system and verifies if it
represents anomalous behavior. In order to do that, it
compares the information received with the set of
previously established profiles stored in the profile
database. The anomaly detector activates the primary
response agent and feeds the signature generator with the
information detected as abnormal.

— Primary Response Agent: Once activated, it initiates a
series of contention measures to slow down or even block a
probable attack. The main purpose of these primary
response measures is to minimize damage until a specific
and efficient response can be executed. Some examples of
such primary responses are file system protection and
alarms of intrusive activities.

D)Signature Generator: It is assumed that the anomaly
detection system may use a different monitoring strategy
from the one adopted by the misuse detection system to be
anomalous into a signature that specifically identifies the
attack related to that abnormal behavior. It is responsible
for this convert ion of anomalous information into a
signature of the attack. After the generation of the
signature, the signature generator activates the response
generator.

E)Response Generator: The response generator receives
the signature of the attack and elaborates a set of
countermeasures specific to that attack. Both signature and
response produced are delivered to the signature database.

F)Misuse Detection System:Misuse intrusion detection
comprehends the search for activity patterns that match a
known attack or other violation of security policy. The
components of the misuse detection system are described
as follows.

— Signature Database

It is responsible for storing the signatures of attacks,
relating them to the respective response measures. The
signatures are used by the pattern matcher, while the
countermeasures are consulted by the secondary response
agent. In this way, the proposed IDS can specifically detect
and respond to each manifestation of a known attack in the
system.
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— Pattern Matcher: It receives the event stream from
filtering system and matches it with the patterns stored in
the signature database. The detection is conducted in real
time and uses an approach based on state transition:

— Secondary Response Agent: Once activated, the
secondary response agent receives the pattern that was
matched and queries the signature database for the specific
countermeasures related to that pattern. So the secondary
response agent executes the countermeasures.

V. PROPOSED SCHEME:

The intrusion detection application concerns how fast the
intruder can be detected by the WSN. If sensors are
deployed with a high density so that the union of all
sensing ranges covers the entire network area, the intruder
can be immediately detected once it approaches the
network area. However, such a high-density deployment
policy increases the network investment and may be even
unaffordable for a large area. In fact, it is not necessary to
deploy so many sensors to cover the entire WSN area in
many applications, since a network with small and
scattered void areas will also be able to detect a moving
intruder within a certain intrusion distance. In this case, the
application can specify a required intrusion distance within
which the intruder should be detected.

VI. APPROACHES

A.CLUSTERING ALGORITHM BASED APPROACH:
Loon et al. developed an intrusion detection scheme for
routing attacks that uses a fixed-width clustering algorithm
to build a model of normal behavior. Note that here we
refer to clustering algorithm as unsupervised learning
algorithms, not cluster-based network structure. In the
training stage, a fixed-width clustering algorithm is used to
build a set of clusters in the feature space. Clusters that
contain less training traffic samples than a specific
threshold are identified as anomalous. During the testing
stage, each traffic sample is compared to the cluster set to
determine whether it is anomalous The IDS has two stages:
profile learning and anomaly detection. In the anomaly
detection phase, a pattern matching technique is used to
detect any unknown subsequences of packet events
Benefits: The results show that the algorithm is able to
detect. The algorithm is adaptive in the sense that each
node might have a different detection model.

B. CENTRALISED APPROACH: A centralized, active

anomaly detection system called ANDES was proposed by
Gupta et al. In this IDS the detection agent is located in the
base station, collecting application data, management
information (e.g. node’s ID, hops towards the sink, total
transmitted packets, total number of failures to route a
packet), and node status information (e.g. normal,
unavailable, duplicated and abnormal state), amongst
others. All this information can then be combined and
analyzed in order to identify possible anomalies. Benefits:
This system was implemented in TinyOS on Tmote sky
sensor nodes. While the management information might
impose a certain overhead as additional management
traffic must be acquired.

C.ISOLATION TABLE: Chen et al. proposed an anomaly
detection method for three-level hierarchical WSNs (base
station - primary cluster heads - secondary cluster heads)
based on an isolation table. In this method the isolation
table records the anomaly information, and the detection
agents use it to isolate nodes from the network. Note that
these tables can be generated by all cluster heads), and all
tables are forwarded to the base station. As a result,
isolation tables can be provided to any node that needs
them (e.g. a newly elected cluster head that needs to know
the actual state of the network). The applicability of this
method was analyzed using the ns-2 simulator.

VII.RESULT AND ANALYSIS:
Login page

| Al

INTRUSION DETECTION

LOGIN

T User Nume

Paoword e

Logln cancel

The above screen is the login screen of this project, you

will give username as admin and password as admin, after
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click login, it consider you are authorized user then directly

goes to the sender page.

Shows Port number

g Source - extends JFrame

1n the pricelSourcetsroicomisanipathone java

Source Address:Ddavaid001-on i
Selected File Path DJavall001-on

otal Length:1 0023

The above screen is the source node ,it shows the port

number available in this project ,\

Using Port number to Send

anthe pricedSourcetsreicormsampathone java
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This screen is the source node,the sender will upload the
file using browse button ,then select the port number any
one in the list box( R-101,R-102,R-103 )after clicking the
send button it shows the message dialog box ,which port
number its come from.

Packet Splitting:

2 Source - extends JFrame

*8ummary description for De
Packet: 10

*

public class Detector extends J
Facket: i

IMariahles decl
private JL

12

private JTewthre

19

This screen is the packet splitting .after clicking send
button, ur uploaded text files is converted into packet
format show in text area box after that it automatically
send to Detector

Detector

A Detector - extends JFrame,

THIS |15 FROM PORTR_102

Source--=D
SOurge--= [ 2y
Dete Recieved...
Source--=D2ctor
Recieved...
Facket 4 Source--=D2 Recieved
FPackets Source--=0D2 %

Recieved...
FPacket & S0UrCE--= [ 2
import java.awt™ Recieved...
Facket? Source--=D2
irmport java.awt.event.”,
irnport javar swing *; Recieved

Source--=D2
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This screen is the detector, this detector checks authorized
user or not in the available network ,if it is authorized its
send to receiver, or it discard the packets

V. CONCLUSIONS

In this work, we have provided a detailed and
comprehensive study on IDSs in wireless sensor networks,
classifying them according to their underlying
mechanisms. In addition, we have briefly introduced the
existing security attacks in WSNs and their respective
countermeasures. Furthermore, we have provided a critical
analysis of the IDS mechanisms with respect to network
structure, highlighting various vital areas that are currently
underdeveloped. Based on our observations and findings
we can conclude that, while the field of IDS for WSN has
advanced significantly in these last years, there are still
various research areas (e.g. IDS architectures, balance
between accuracy and consumption of resources, novel
scenarios, better integration of underlying mechanisms)
that need to be further developed. We hope that our results
will be beneficial for both beginners and active researchers
in this area.
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