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ABSTRACT: Cloud imposes low maintenance and
allows distribution data to be shared with multiple users.
Distribution of data among multiple users imposes
ownership constraint on data usage. Unfortunately,
sharing data in a multi-owner manner while preserving
data and identity privacy from an untrusted cloud is still
a challenging issue, due to the frequent change of the
membership. In this project, we propose a secure
sharing of data among multiple-owners for dynamic
groups in the cloud. By leveraging group signature and
dynamic broadcast encryption techniques, any cloud
user can anonymously share data with others.
Meanwhile, the storage overhead and encryption
computation cost of our scheme are independent with
the number of revoked users.
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1. INTRODUCTION: CLOUD computing is recognized as
an alternative to traditional information technology due to
its intrinsic  resource-sharing and low-maintenance
characteristics. In cloud computing, the cloud service
providers (CSPs), such as Amazon, are able to deliver
various services to cloud users with the help of powerful
datacenters. By migrating the local data management
systems into cloud servers, users can enjoy high-quality
services and save significant investments on their local
infrastructures. One of the most fundamental services
offered by cloud providers is data storage. Let us consider a
practical data application. A company allows its staffs in the
same group or department to store and share files in the
cloud. By utilizing the cloud, the staffs can be completely
released from the trouble some local data storage and

maintenance. However, it also poses a significant risk to the
confidentiality of those stored files. Specifically, the cloud
servers managed by cloud providers are not fully trusted by
users while the data files stored in the cloud may be
sensitive and confidential, such as business plans. To
preserve data privacy, a basic solution is to encrypt data
files, and then upload the encrypted data into the cloud.
Unfortunately, designing an efficient and secure data
sharing scheme for groups in the cloud is not an easy task
due to the following challenging issues.

First, identity privacy is one of the most significant
obstacles for the wide deployment of cloud computing.
Without the guarantee of identity privacy, users may be
unwilling to join in cloud computing systems because their
real identities could be easily disclosed to cloud providers
and attackers. On the other hand, unconditional identity
privacy may incur the abuse of privacy. For example, a
misbehaved staff can deceive others in the company by
sharing false files without being traceable. Therefore,
traceability which enables the group manager (e.g., a
company manager) to reveal the real identity of a user, is
also highly desirable.

Second, it is highly recommended that any member in a
group should be able to fully enjoy the data storing and
sharing services provided by the cloud, which is defined as
the multiple-owner manner. Compared with the single-
owner manner, where only the group manager can store and
modify data in the cloud, the multiple-owner manner is
more flexible in practical applications. More concretely,
each user in the group is able to not only read data, but also
modify his/her part of data in the entire data file shared by
the company. Last but not least, groups are normally
dynamic in practice, e.g., new staff participation and current
employee revocation in a company. The changes of
membership make secure data sharing extremely difficult.
On one hand, the anonymous system challenges new
granted users to learn the content of data files stored before
their participation, because it is impossible for new granted
users to contact with anonymous data owners, and obtain
the corresponding decryption keys. On the other hand, an
efficient membership revocation mechanism without
updating the secret keys of the remaining users is also
desired to minimize the complexity of key management.
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1.1 Existing System:

Several security schemes for data sharing on untrusted
servers have been proposed. In these approaches, data
owners store the encrypted data files in untrusted storage
and distribute the corresponding decryption keys only to
authorized users. Thus, unauthorized users as well as
storage servers cannot learn the content of the data files
because they have no knowledge of the decryption keys.
However, the complexities of user participation and
revocation in these schemes are linearly increasing with the
number of data owners and the number of revoked users
respectively. By setting a group with a single attribute,
proposed a secure provenance scheme based on the cipher-
text policy attribute-based encryption technique, which
allows any member in a group to share data with others.
However, the issue of user revocation is not addressed in
their scheme. Yu et al. presented a scalable and fine-grained
data access control scheme in cloud computing based on the
key policy attribute-based encryption (KP-ABE) technique.
Unfortunately, the single owner manner hinders the
adoption of their scheme into the case, where any user is
granted to store and share data.

1.2 Proposed System:

In this project we propose a secure multi-owner data sharing
scheme for dynamic groups in the cloud. The main
contributions of this paper include:

1. We propose a secure multi-owner data sharing
scheme. It implies that any user in the group can
securely share data with others by the untrusted
cloud.

2. Our proposed scheme is able to support dynamic
groups efficiently. Specifically, new granted users
can directly decrypt data files uploaded before their
participation without contacting with data owners.
User revocation can be easily achieved through a
novel revocation list without updating the secret
keys of the remaining users. The size and
computation overhead of encryption are constant
and independent with the number of revoked users.

3. We provide secure and privacy-preserving access
control to users, which guarantees any member in a
group to anonymously utilize the cloud resource.
Moreover, the real identities of data owners can be
revealed by the group manager when disputes
occur.
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Fig 1.1 System architecture
2. SYSTEM MODEL AND DESIGN GOALS

2.1 System Model

We consider a cloud computing architecture by combining
with an example that a company uses a cloud to enable its
staffs in the same group or department to share files. The
system model consists of three different entities: the cloud, a
group manager (i.e., the company manager), and a large
number of group members (i.e., the staffs) as illustrated in
Fig. 1.1

Cloud is operated by CSPs and provides priced abundant
storage services. However, the cloud is not fully trusted by
users since the CSPs are very likely to be outside of the
cloud users’ trusted domain. We assume that the cloud
server is honest but curious. That is, the cloud server will
not maliciously delete or modify user data due to the
protection of data auditing schemes, but will

try to learn the content of the stored data and the identities
of cloud users.

Group manager takes charge of system parameters
generation, user registration, user revocation, and revealing
the real identity of a dispute data owner. In the given
example, the group manager is acted by the administrator of
the company. Therefore, we assume that the group manager
is fully trusted by the other parties.

Group members are a set of registered users that will store
their private data into the cloud server and share them with
others in the group. In our example, the staffs play the role
of group members. Note that, the group membership is
dynamically changed, due to the staff resignation and new
employee participation in the company.

2.2 Design Goals

In this section, we describe the main design goals of the
proposed scheme including access control, data
confidentiality, anonymity and traceability, and efficiency
as follows:

Access control: The requirement of access control is two
fold. First, group members are able to use the cloud resource
for data operations. Second, unauthorized users cannot
access the cloud resource at any time, and revoked users
will be incapable of using the cloud again once they are
revoked.

Data confidentiality: Data confidentiality requires that
unauthorized users including the cloud are incapable of
learning the content of the stored data. An important and
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challenging issue for data confidentiality is to maintain its
availability for dynamic groups. Specifically, new users
should decrypt the data stored in the cloud before their
participation, and revoked users are unable to decrypt the
data moved into the cloud after the revocation.

Anonymity and traceability: Anonymity guarantees that
group members can access the cloud without revealing the
real identity. Although anonymity represents an effective
protection for user identity, it also poses a potential inside
attack risk to the system. For example, an inside attacker
may store and share a mendacious information to derive
substantial benefit. Thus, to tackle the inside attack, the
group manager should have the ability to reveal the real
identities of data owners.

Efficiency: The efficiency is defined as follows: Any group
member can store and share data files with others in the
group by the cloud . User revocation can be achieved
without involving the remaining users. That is, the
remaining users do not need to update their private keys or
re-encryption operations. New granted users can learn all
the content data files stored before his participation without
contacting with the data owner.

3. CONCLUSION

In this paper, we design a secure data sharing scheme,
Mona, for dynamic groups in an untrusted cloud. In Mona, a
user is able to share data with others in the group without
revealing identity privacy to the cloud. Additionally, Mona
supports efficient user revocation and new user joining.
More specially, efficient user revocation can be achieved
through a public revocation list without updating the private
keys of the remaining users, and new users can directly
decrypt files stored in the cloud before their participation.
Moreover, the storage overhead and the encryption
computation cost are constant. Extensive analyses show that
our proposed scheme satisfies the desired security
requirements and guarantees efficiency as well.
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